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Reliable Distributed Systems
Impact of cloud in different industries

industry Key enabler
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Improving cloud capabilities have already moved applications to cloud
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Reliable Distributed Systems
Setting the scene

Distributed Systems
enable

'

functionality on off-the-shelf distributed
infrastructure (HW&SW) across all industries
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Reliable Distributed Systems
Setting the scene
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functionality on off-the-shelf distributed
infrastructure (HW&SW) across all industries
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Reliable Distributed Systems
Nobody can build RDS alone — many competencies are needed
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Reliable Distributed Systems
Nobody can build RDS alone — many competencies are needed

RDS Applications / SIEMENS
BOSCH @ b B/S/M/ " rexroth

RDS Platform

Domain Knowledge IT Security

BOSCH

SIEMENS ~

Systems Integration Communications Cloud Technologies

T-- O a
Devices & Sensors Comm Edge Cloud ~—>>
5P @K s O -




Reliable Distributed Systems

S : :
upersonic change in ICT and the software domai
in

ITEA
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webinar

Distant Future
or
Tomorrow?
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» NOW! At least for RDS...
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Reliable Distributed Systems
Why now?

Offboarding Intelligence
kﬂ Demand & Use Cases

Infrastructure-Based AD
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Use Case: Offboarding Intelligence

= Shift intelligence from device to cloud
— Cheaper devices
— Easier upgrades :
— Less power consumption Perception, SLAM, ...

— More sustainable
Sensing,
5 Control
Status
= Enable additional functional advantages
— Fleet learning
— Remote trouble shooting o] & \*mA
1 1

Example: Cloud Robotics
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Use Case: Offboarding Intelligence
The energy angle...

Highly-Automated Vehicles Have Power Hungry Computers
Estimate of vehicle-level energy use of different computing loads

B Computer power consumption M Drivetrain power consumption

100 %

L2 driver-assist L3 driver-assist L4 driverless

Source: BloombergNEF

For Robotaxis: automation compute uses almost as much energy as driving

‘I O Public C-SCO0 | CR/ASD CE-OCS | 2025-07-16
© Robert Bosch GmbH 2025. All rights reserved, also regarding any disposal, exploitation, reproduction, editing, distribution, as well as in the event of applications for industrial property rights. @ BOSCH




iving

| -
O
e
()]
V)
(T
A0
()
| -
)
S
O
>
| -
e
7]
(T
| -
-
R

Use Case

s yate . |
alp alilef AW L
FHTETT P

el i&msmx RS

il TN Ly e s

k 7 e T
visabnaanansbiboinsab R EaAERTEEIAL

Continental

Source

Public C-SC0 | CR/ASD CE-OCS | 2025-07-16

11




Use Case: Infrastructure-Based Driving

‘@ ULTRA CRUISE SENSOR SUITE
A = CELESTIQ

(3 Source: GM

7 long-range cameras, 4 short-range and 3 long-range radars,
1 LiIDAR, high-performance onboard compute for L2+ system...

... hot being used on average 23h per day.

Infrastructure-Based Driving will democratize Automated Mobility
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Reliable Distributed Systems
Why now?

Offboarding Intelligence
Eﬂ Demand & Use Cases

Infrastructure-Based AD

= Curael Large Government Programs
E S e.g., IPCEI-CIS in Europe

Public C-SCO0 | CR/ASD CE-OCS | 2025-07-16

BOSCH



Next Generation Cloud Infrastructure and Services (IPCEI CIS)

European Publicly Funded Project

= Develop an interoperable
European multi-provider r\ CLOUD-EDGE
cloud-edge continuum CONTINUUM

= “Will allow for real-time and low-latency (i.e., a few
milliseconds) services by distributed computing resources’

= Facts & Figures
— ~100 participants from 12 EU member states
— Up to 1.2 billion EUR funding
— Up to 1.4 billion EUR private investment
— started 2023
— first industrial deployments in 2027
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Reliable Distributed Systems
Why now?

Offboarding Intelligence
kﬂ Demand & Use Cases

Infrastructure-Based AD

=, =il Large Government Programs
E S e.g., IPCEI-CIS in Europe
Steady Improvements in Bandwidth,
L.l_.—li TeChnOIOgy Coverage, Latency
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Technology Enablers
Predictable Low Latency
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Cache Monitoring Technology Cache Allocation Technology Memory Bandwidth Monitoring

(cmT) (CAT) (MBM)

« Identify misbehaving

+ Last Level Cache
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applications and partiioning mechanism « Monitors Memory Bandwidth
reschedule according to enabling separation consumption on per
priority and prioritization of l. threadicorefapp basis

« Cache Occupancy apps or VMs [ | + Shares common RMID
reported on a per 4 Mebeavingthreads B architecture - Telemetry
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On-Chip Performance Isolation

STEP| Current Edge Deployment
UK and Germany

ﬂt VBPS platform using our MEC (Edge) in UK and% 5 |ﬁ"
X o

STEP is deployed in the London edge and Frankfurt, soon to expand into
more MEC sites in DE (Munich, Berlin, Dortmund).

Half of Germany will get an ultra-low latency user experience, once STEP is
deployed in every MEC.

The MECs in UK and DE are using AWS Wavelength.

RTT <50 ms
Ultra-low latency: RTT <10 ms

+approx. 10 ....15 ms for radio
Source:

0 vodafone
Telco Edge Clouds
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Reliable Distributed Systems
Challenge: Design Implications
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] P. Pazzaglia et al. "Brief Industry Paper: Delay-Aware Control in Networked Systems Using Smart Actuators." 2024 IEEE 30th Real-Time and Embedded Technology and Applications Symposium (RTAS).

Reliable Distributed Systems

Challenge: Modern control methods to handle RT uncertainties

Strategy 2: “Be adaptive” {:6:? (' Strategy 1: “Be robust”

Sensor

Only at the actuator, the real |
amount of delay is known! Plant >
Multi-mode control {L)
— compute multiple control modes
designed for different delays * Controller

Smart Actuator: add a little intelligence at the
actuator level

L

— applies the right control mode at the right
time to the plant
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Compensate upstream delays by
moving horizon Kalman filtering

— estimation techniques

However, compute & downstream
delays happen after the control was

chosen!

— timing aware predictive control with
stochastic methods

past 4 future
-—»

uncertainty in output predictions



https://ieeexplore.ieee.org/abstract/document/10568065
https://ieeexplore.ieee.org/abstract/document/10568065
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