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Rationale of the Smart Systems Engineering workshop 
ITEA aims to continuously improve the quality and the impact of its projects. One way to achieve this 
objective is to have a good understanding of the requirements faced by the end-users that could 
potentially benefit from the software innovation generated by ITEA projects. This knowledge of the 
customers’ important and challenging issues allows to design the projects with concrete objectives 
and increases fast exploitation potential. 

This is the reason why ITEA organises customer workshops each year, dedicated to listen to the end-
users and to brainstorm about possible research paths to address their problems and issues. This has 
been done for seven of the eight ITEA challenges (Smart Health, Smart Communities, Safety and 
Security, Smart Cities, Smart Mobility, Smart Industry and Smart Energy). For the eighth challenge, 
Smart engineering, this approach is more difficult as the end-users are mainly the ones who are also 
the main actors of the research, aiming to progress in this field. 

Nevertheless, ITEA has always been very strong in the Smart Engineering field, both in the quantity 
and the quality of the projects that have been set-up by our Community. Since the introduction of 
the ITEA challenges, 78 projects out of 220 projects address the field of Smart Engineering. This is the 
largest representation of all challenges and it has always been the focus of a high percentage of 
projects in every ITEA Call. The quality is also very high with many impactful results for the industry. 
To illustrate, we can mention projects that have led to the adoption of new standards in the 
simulation world or in the modelling of processes. Other projects have developed new software 
design methods that give competitive advantage in many industrial sectors where software is the 
centre of the innovation. 

To take into account the nature of Smart Engineering innovation users and to benefit from the 
experience of very solid projects, ITEA has decided to organise a technical workshop to cover this 
Smart Engineering topic. It is a way for us to continue this trend of excellence and to foster the 
emergence of new project ideas. The workshop was designed with the objectives: 

 To increase the understanding of problems of smart systems engineering; 
 To benefit from the experience of ITEA projects; 
 To identify important challenges that could lead to new research projects. 



 

 
 
 

 

Context of Smart Systems Engineering 
Everyone has heard about the ‘digital transformation‘. Besides this mediatic topic, there is a real 
transformation of industry and society enabled by new sensors, powerful communication networks 
and cheap processing and storage capacities. The digitalisation of data and the ability to exchange 
them are transforming all the industrial sectors as well as the societal sectors as education, health 
and media. This trend opens new opportunities. Hence, the field of systems engineering is very 
active, seeing almost every organisation having projects to transform their processes or systems to 
take benefit of new data and new processing methods as artificial intelligence (AI). 

This high demand for new ICT systems nevertheless faces a shortage of human resources to 
undertake all these initiatives. Recent statistics1 of the Europe Union show that despite the growth 
by more than 50% of the number of ICT specialists employed in the EU from 2011 to 2020 (there are 
now more than 8.4 million ICT specialists compared to 5.5 million back in 2011), 53% of the 
enterprises trying to recruit ICT specialists in 2020 said that they struggled to fill vacancies. The 
shortage of human resources requests new systems engineering methods that help to develop 
software intensive systems with limited design and coding efforts. 

Another element of the context of smart systems engineering is the higher ambition of the systems 
that we would like to design. The objectives are now to tackle systems that are more and more 
complex with the help of the existing infrastructures already built. In many sectors (software 
industry, electronic components industry…) the past innovations serve as tools for the news ones, 
allowing to undertake more ambitious designs. One of the trends is to have systems that aggregate 
the activities of several players either along the supply chain or the value chain. This can be 
illustrated with the co-simulation of complex systems by OEMs and tiers 1. Another example is the 
management of electricity grid where you want continuously to balance the demand and the supply 
of electricity. This kind of systems need to aggregate the activity of different stakeholders and to be 
designed as open systems capable to integrate new participants. 

Besides the more ambitious goals of the new systems, we also face a new complexity in the 
deployment of the systems. Most of the new systems will combine sensors, edge devices, cloud 
infrastructures and internal data centres in the field. You need to deploy and monitor a complex 
workflow of processing tasks that span over this very heterogeneous infrastructure. The various 
elements have different computing capacities and the flow of data between them needs also to be 
managed. In addition, most of the time, you want to act on the system and so the control loop needs 
to be implemented in time. It is not a hard real time constrained but it introduces the concept of 
urgent computing which means that some of the computing tasks have to be completed before a  

 

 

1 https://ec.europa.eu/eurostat/statistics-explained/index.php?title=ICT_specialists_-_statistics_on_hard-to-
fill_vacancies_in_enterprises  
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deadline. Again, this additional complexity requests some new approaches for smart systems 
engineering. 

To increase the complexity of systems engineering even more, we also see an increasing weight of 
non-functional requirements in the design phase. One of these requirements is the cyber security of 
the systems. The openness of the new systems and the use of sensors and telecommunication 
networks increase the surface of attack. At the same time, these systems are more and more at the 
heart of critical infrastructures for our society and so the risks linked to an attack are much higher. 
The future smart systems engineering approaches have to protect us again this issue. 

Other non-functional requirements on system design come with the ‘green transition’. We want to 
use as few resources as possible to build the systems, that need to be optimised in terms of energy 
use and resources, while they are in production, and we like them to be recycled at the end of their 
life. All these constraints were not central in the past and we must develop new methods for Systems 
Engineering to take them into account. 

How to handle all these changes for smart systems engineering was the rationale to organise this 
workshop. Covering all the issues in one day was out of scope, so we decided to focus the event on 
three important topics that have been discussed during interactive sessions: 

 The complexity of applications 
 Standardisation 
 AI (Artificial Intelligence) application development – DataOps versus DevOps 

The main outcomes of the three sessions are presented in the next sections. 

Session 1: Complexity of applications 
As seen in the introduction, the software-based systems that we want to develop are more ambitious 
than in the past and consequently more complex. There are several dimensions in this complexity 
including: 

 More stakeholders 
 Openness of the systems 
 Heterogeneous IT infrastructure to deploy and run the system 
 New non-functional requirements as cyber security, energy efficiency, recycling constraints… 

So, complexity is very central in today’s systems engineering. To discuss how to handle this 
complexity in systems engineering, four panellists presented their experience and views on the topic: 

 Philippe Dobbelaere, Nokia Bell Labs 
 Oliver Lenord, Robert Bosch GmbH  
 Jonathan Menu, Siemens Industry Software NV 
 Harald Schöning, Software AG 



 

 
 
 

 

What are the challenges? 
Different examples were presented to illustrate the problems that we face nowadays in applications. 
One of these examples is smart farming where you have different technologies (IoT, drones, AI…) and 
diverse computing environments. This leads to a very distributed system with both functional and 
non-functional requirements. 

It was also mentioned that the telecommunication sector has evolved from connecting computers, to 
connecting people and now to connecting things that can be actuators. So, we end up with a very 
distributed system that needs to be designed, to be tested and debugged, and to be controlled. The 
components are heterogeneous with many networking protocol options and several programming 
paradigms. Sometimes, we also need to create new value chains (or business models) to progress. 
For example, in road safety, many players can work on solutions that will reduce the number of 
accidents but the business model to foster these initiatives has still to be put in place. 

One of the main challenges in the automotive sector for systems engineering is to couple a top-down 
approach (abstract to detailed) with the validation of the different abstractions that are used. It is 
important to go from abstraction to detailing but at some points, we need to validate and verify the 
different levels of abstraction. When we have a complete detailed system, it is important to abstract 
it to verify some properties of this detailed system. The complete process must be iterative and 
involves several skills. It can integrate certification steps to comply to regulations. 

For many industrial sectors, the main game changer are the new regulations related to climate 
neutrality and environmental footprint. The introduction of more automation in the systems is also a 
trend. In addition, more concerns on safety and security impact how we have to design systems in 
the future. 

 

Potential directions to progress 
One direction to go is to develop tools that will help to handle the IT infrastructures: 

 to automate some of interaction with the IT components 
 to test the system and provide quality insurance 
 to monitor the system 

Education is another element which can help to handle the complexity. One important aspect is the 
notion of interdisciplinary teams with competences in computer science, engineering, human 
sciences… 

One option to tackle complexity is to decompose the system in simpler sub-systems. The methods to 
decompose the systems and to control distributed systems are central to progress. In addition, we 
need to work on how to combine different programming paradigms more easily. Each one can be 
good for some parts of the application and we need them to work together correctly. For the  

 



 

 
 
 

 

communication between the different application components, from experience, message passing 
methods work better than others.  

To support the abstraction-detailing iterative engineering process used in complex systems design, 
several elements can be proposed. First graphical representations are key for the engineers to reason 
about and to share their view of the system. Second, modelling languages are a useful tool to provide 
high level of abstraction and means to validate the design. Third, we need tools to enable  

collaboration between teams which will validate each some properties of the system. AI can help to 
combine classical physical modelling and data-driven approaches and provide hybrid-driven 
modelling. Traceability tools are also important to handle heterogenous environments. 

One interesting approach is proposed by the SmartSE project. The project plans to define how 
partners can collaborate by exchanging specifications/requirements, boundaries models, virtual 
prototypes, and test data. New projects could complement SmartSE by developing tools to connect 
different standards and to automate some model transformations. 

Generative techniques can be developed to automate some design steps from the descriptions of the 
constraint, the components and the interfaces. Alternative designs can be generated, and a selection 
can be made with the help of simulation. To facilitate the adoption of these tools, is it important to 
work on their usability and to provide decision support to analyse the result of the simulations. 

It was also mentioned that solutions to enable data and models sharing without losing the IP can 
help to develop more collaborations along the value chains and so to offer new benefits of the digital 
transformation. 

Another interesting research path is to develop tools that will automate the deployment of complex 
software. They will help to schedule the tasks and to shift them from one IT environment to another 
when needed. 

At last, the panellists suggested project ideas: 

 Improving the energy efficiency of AI methods  
 Incorporating physics knowledge into AI methods 
 Connecting existing standards around credible simulation processes and developing reuse 

with AI methods 
 Real-time digital twins with much more dynamics and with some data analytics that can 

automatically be launched and stop at will 

Session 2: Standardisation 
There were several reasons to choose ‘standardisation’ as the topic of one of the workshop sessions. 
First, we observe that the software systems are more and more interconnected leading to the need 
to define the interfaces and the data that are exchanged. Second, the trend towards more ambitious 
IT systems pushes to incorporate semantics in the data that are exchanged. A way to agree on the  

https://www.prostep.org/en/projects/smart-systems-engineering/


 

 
 
 

 

semantic is to set standards. Third, it has been shown that ITEA projects have been quite successful 
for the emergence of new standards. It is interesting to discuss the key success factors of this 
achievement and to share them with on-going or future projects that would like to contribute to 
standards. 

To cover this important topic, four experienced panellists accepted to share their views: 

 Thomas Bär, Daimler Buses – EvoBus GmbH 
 Martin Barnasconi, NXP Semiconductors 
 Martin Benedikt, Virtual Vehicle Research GmbH 
 Klaus Wolf, Fraunhofer SCAI 

What are the challenges? 
Even if the IT domain has worked on standards for tens of years, there is still room for new 
international standards to help to develop a fully digitalised system manufacturing. One objective is 
to end-up with a digital twin in 3D of every customer product. This cannot be reached without some 
standardisation. This vision of digital twin will also need AI and a standardised way to provide and to 
reuse knowledge. 

The development of hybrid engineering (coupling modelling/simulation/digital twin with the real 
manufacturing process control and monitoring) has raised new challenges. To benefit from the 
opportunities offered by virtual models, new interactions between this virtual digital representation 
and the real manufacturing process must be put in place. You need to develop links between existing 
standards or to set up new standards. 

Another trend is the development of co-design (hardware and software) because it can deliver 
several advantages: better performance, increased energy efficiency, limited environmental 
footprint, and cost optimisation. For co-design, you need to connect the hardware development 
cycle and the software part that was not designed to work together. This opens opportunities for 
new standards. The challenges are how to deal with multi-domains, multi-disciplinary, multi-
languages, and multi-standards. 

For co-simulation systems engineering, you still have challenges to validate the accuracy of the 
models used in the engineering phases. You must verify that your simulations fit with the real system 
behaviours. This quality insurance problem is central to progressing and needs to have a multi-lateral 
understanding when several stakeholders are involved in the system design. 

 

Potential directions to progress 
There are opportunities for new standards in the field of AI. The semantic attached to AI approaches 
need to be agreed upon. Nevertheless, it is hard to cover all industry needs in manufacturing. It could 
be better to work on initiatives sector by sector. 

 



 

 
 
 

 

To support the development of hybrid engineering, it can be interesting to work on a common 
understanding of the ontology of the domain. The ontology gives a common ground to work on the 
interfacing, integration, or data exchanges between different IT systems. Sometimes several 
ontologies could be needed to cover the different dimensions of the processes that we want to 
cover. Developing the semantic dimension of your data can also help to monetise them and to open 
new business models. 

For the co-design of cyber physical systems, there are also opportunities for new standards. Along 
the development cycle it would be interesting to have a more common vision of how to handle 
traceability, quality, safety and security or energy efficiency in a unified way for hardware and 
software development. 

Future standards should go beyond the current level we have reached. We can imagine semantic 
interoperability based on a flexible communication based on a standard ontology. This could be an 
iterative process trying to build upon the previous steps to go higher and higher in the level of 
interoperability (level 1 being digital document; level 2 machine readable documents; level 3 
machine readable and executable content; level 4 machine interpretable content; level 5 machine 
controllable content). 

In the AI field, if we want to share data that is used for machine learning, some standardisation of the 
way to label data is needed. We can also imagine that the machines can agree between them how to 
label the data.  

Key success factors 
Standardisation is always a long journey and most of the time you will need more than one project to 
progress towards a standard. One project can be used for the emergence of the standard and to 
develop its basis. A second one can be needed to work on the adoption and the demonstration of the 
value brought by the potential new standard. It is very valuable to have at least one partner of the 
project that is already involved in the standardisation bodies that you want to target. 

It is important to avoid trying to define a standard that is too global. It is better to combine different 
standards than to try to work toward a too generic one. You can develop different taxonomies of the 
elements you work with and integrate them with one or several ontologies. 

To be successful in standardisation activities, you need not only to develop the standard itself but to 
work on a methodology that will help to use the standard and an open-source reference 
implementation of the standard that will allow to test and demonstrate the benefits of the standard. 

As an example of success, the ACOSAR project started with more than 100 working group meetings 
to come up with a clear common understanding. Then it was possible to start the formal process for 
the standard definition that can be fast (6 months in this case). The market acceptance of the new 
standard takes time (5 years for this Modelica standard). 

 



 

 
 
 

 

It is also useful to develop a certification body that will test that the standard is well used, and that 
interoperability is guaranteed. This certificating level can have its own business level. Use cases 
definition is also an activity that will help to have a sound ecosystem around a standard. 

It could be helpful to have a vision of the current initiatives working on standards. This vision can 
help each standard to understand what it is good at and to see the ones that could be combined. It is 
suggested that ITEA could work on a dashboard providing this vision of what are the groups and the 
current standardisation initiatives relevant for smart systems engineering. 

Open access to standards is a concern because, today, the access to some of them is quite expensive. 
There is a need to move to open access at least for uses that would also benefit to the standard 
owner community. 

As final remarks, some panellists highlighted topics that seem very promising as digital twin 
standardisation, meta-ontology, or combination of standards. It was also mentioned that 
standardisation activities involve a lot of discussions with other companies’ colleagues who are 
motivated and willing to move the industry to the next level what makes it very inspiring to 
collaborate. At last, it is desirable that the business model of standardisation should be redefined to 
allow all the contributors to benefit from the value created by the standard. 

Session 3: AI applications development / DataOps versus DevOps 
The re-birth of AI has been a game changer in the development of software-based systems in the 
past years. The availability of data generated by the digitalisation trend, the progress of machine 
learning algorithms and the offer of cheap storage and processing capacities have enabled the use of 
AI. The system’s development and the deployment cycles have been adapted to take into account 
the nature of AI-based methods and as we have now some returns of experience with the first AI 
systems in production, it was an obvious choice to discuss the state-of-the-art in AI applications 
development and deployment and to discuss what is still challenging and what needs to be improved 
to get full benefit of AI-based systems. 

For this discussion, four panellists from different types of organisations have been invited: 

 Andrej Gisbrecht , Robert Bosch GmbH 
 Mark van Helvoort, Philips Medical Systems Nederland B.V. 
 Mikko Raarikainen, University of Helsinki  
 Andries Stam, Almende BV 

What are the challenges? 
In healthcare systems, as example MRI imaging systems, you need to integrate models, data and also 
the human user perspective. This leads to challenges for the development cycle where you have 
several steps and feedback loops. Some challenges are the traceability of the version changes (what 
to archive in terms of data, models, software) and how to integrate installed systems in the 
continuous development process. The certification is also an open question. 



 

 
 
 

 

DataOps and DevOps try to automate the continuous flow from the planning phase to the monitoring 
phase. You have the same Constrain-Comply-Control cycle that needs to be automated as much as 
possible. In this effort, one of the challenges is to integrate the European values. If we rely on devices 
produced in China and tools or methods originated in the US, we might not be able to correctly 
address some European values as privacy, low use of energy or zero waste. The resilience at 
organisation level is also an important challenge that has some impact on how to organise DataOps. 
Distribution and redundancy can help but they make DataOps/DevOps more complex and 
challenging. 

Currently the Machine Learning (ML) approach still suffers from several drawbacks. First, the 
different tasks (data preparation, learning, testing…) are not fully integrated and automated. The 
automatic support for the related workflows needs to be developed. Second, the connections 
between the different steps of the life cycle are not yet fully developed. Third, you also need new 
solutions to provide the orchestration of the application and implement a continuous feedback loop. 

To develop AI solutions, one of the major challenges is to integrate domain-specific knowledge, 
simulation, and AI methods. It is key to start with the domain-specific knowledge to select relevant 
algorithms through a dialogue between domain specialists and AI methods experts. Simulation can 
be used during the dialogue to validate some hypotheses and to test different options. As simulation 
is not the exact representation of the real problem, a good interaction between domain specialists 
and simulation experts is key to decide what can be simplified in the simulation models. Organising a 
good interaction between the experts of the domain, the simulation specialists and the AI experts is 
central for successful AI application development. 

 

Potential directions to progress 
There are several directions in which we can work to progress. One of them is to find the right 
balance between automation and the actions that are under the control of the human user. Even if 
automation helps to reduce the human effort, in some cases, maintaining human actions  is better 
for the performance and the ability to understand how decisions are made. Another direction is to 
develop new methods to improve the quality/quantity of data. How to deal with non-labeled data or 
noisy data or how to produce synthetic data (when real data is missing or cannot be used for privacy 
reasons) are good topics to improve AI-based system quality. A third axis is related to the learning 
methods that could be improved to deal with more complex data structures (instances based, time-
line driven…) or with a distributed environment (federated learning). It is also important to handle 
the complexity generated by the fact that, most the time, deployed systems are tailored to their 
specific environment and that we end-up with different instances. 

As more and more edge devices incorporate AI, the complexity of the whole system is increased, and 
we need to develop new methods able to handle intelligence at different levels: low level of 
sensor/actuator and high level for the complete system decision process. Another interesting 
direction is to provide a development environment that uses virtual IoT devices or robots. It would 
reduce time to market for software development by getting rid of the testing on real hardware,  



 

 
 
 

 

which is time consuming, costly and not always possible for evolving systems. It is also important to 
work towards methods for the design of hybrid systems that integrate humans and AI systems. 
Research is needed to have a coherent view of the humans, the robots and the AI that will 
collaborate during the development and deployment cycle. 

For ML, researching on a holistic approach including updates, rollbacks, validation and certification is 
important. You also need to monitor the model and implement a feedback loop. It is also interesting 
to work on how to deploy parts of the system at the edge and to consider the implications over the 
whole life cycle of the application. Being able to quickly build prototypes of the expected system is 
another way to improve the relevance of the final system and some research can help to adapt 
prototyping methods to ML applications to gather user feedback at an early stage of the 
development. 

As mentioned previously, the combination of domain knowledge, AI expertise and simulation is a key 
success factor. It is important to research tools or methodologies that will facilitate the dialogues of 
these three elements and support their interactions. 

It has also been discussed how to adapt project management to AI application development. Agile 
software development helps to tackle the design of complex systems. Agile project management 
without a completely detailed project plan and milestones can also be relevant for AI application 
development. As it is hard to define every step at the beginning, it can be better to adopt a more 
flexible management approach. 

There are not yet good methodologies to help to decide when to release a new system version 
integrating the new data that has emerged since the release of the current version. In the past, the 
question of when to do bug fixing was already present but with AI systems this problem is even more 
complex. New research on this challenge is needed. The urgency to react to new data (for example 
discovery of a new vulnerability) can lead to new architectures of the systems with automatic agents 
that can react to new events. 

To end the session, the panellists presented ideas for potential future projects. Among the ideas 
presented are: 

 Timeline-based digital twins 
 Development of virtual testing environments 
 Synthetic data generation 
 Scalability of AI applications when you have a lot of devices in the field 
 Development of new approaches to better and quickly integrate domain experts and 

customers knowledge 
 Extraction and representation of engineers’ expertise and knowledge and generation by AI of 

the relevant models 
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upon their input and ideas, they are not responsible for any possible errors or misunderstandings of 
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The goals of the ITEA Smart Systems Engineering workshop were to understand the actual smart 
systems engineering challenges and to discuss potential impactful RD&I projects. We now have a 
strong basis for the next steps that will hopefully generate future ITEA projects: 

 The Smart Systems Engineering project ideas and corresponding project consortia can be 
further defined in the ITEA project idea tool (from May/June) and during the ITEA Project 
Outline (PO) Preparation Days in September 2022.  

 Project proposals can be submitted in the upcoming ITEA Call for projects that opens in 
September and closes in November 2022. 

 Successful proposals will receive the ITEA ECP label in March 2023 and could be funded and 
start by the end of 2023/beginning of 2024. 

 

 

 

The aim of the workshop and this report is to support the ITEA Community to propose innovative and 
business-oriented projects and to ensure that our Eureka Cluster will continue to have a strong 
impact on the progress of smart systems engineering. It is now in the hands of the participants of the 
workshop, the readers of this report and the whole ITEA Community to seize the opportunity to step 
in for the preparation of these projects! 

 

Smart Systems 
Engineering  
workshop
April 2022

Smart Systems 
Engineering 

report and initial 
project ideas

May 2022

Further definition 
of project ideas & 
consortia in ITEA 
project idea tool
June – Sept 2022

Further definition of 
project ideas & 

consortia during 
ITEA PO Days 

Sept 2022

Submission RD&I 
project proposals 
in ITEA Call 2022

Nov 2022

https://itea4.org/smart-systems-engineering-workshop.html

	ITEA Smart Systems Engineering workshop report
	Rationale of the Smart Systems Engineering workshop
	Context of Smart Systems Engineering
	Session 1: Complexity of applications
	What are the challenges?
	Potential directions to progress

	Session 2: Standardisation
	What are the challenges?
	Potential directions to progress
	Key success factors

	Session 3: AI applications development / DataOps versus DevOps
	What are the challenges?
	Potential directions to progress

	Acknowledgment and Next steps


