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Abstract

This documentdescribes the State of the Awnalysisof technologies,modeling and
architectureapproaches which will be relevant for the BaaS psmt. Since the project
schedule plans one iteration of the state of the art analysis, the deliverable D02 appears in
two versions. This is the first version. It identifies, collects and analyses approaches which
potentially may be of relevance for the peajt since they may deliver conception and
solution element input to the development of the BaaS architecture, model, platform,
building services and demonstrator applications.

After anintroductionto this documentan overview over thedomain of building automation
describes basic concepts and current trends. It is followed by chapters dealing with base
technologies, building automation data models and middleware architectiree the BaaS
project intends to follow a model based appich this documents proceeds with two
chapters about semantic modeling and domain specific modeling. Finally supporting
technologies considered to be relevant for BaaS are introduced.
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1. Introduction

The BaaS project targets the need for comprehensive and open-d@dobsain management

YR O2yGNRBf &SNWAOSa Ay (2RlIé&Qa odzZAfRAYy3IE |

conceptualizing and developing

1 aflexible open building service platforrfacilitating the generation and deployment of
value added building services atonsiderably lower cost compared to the state of the
art;

1 aBaaS data modebroviding additional metanformation to simplify the engineering of
value added services and applications for the BaaS system and the integration of legacy
systems;

1 modelbased mechanismsfor analysis, aggregation and transformation of data
according tahe metainformation provided in the BaaS data model;

1 methods for the integration of existing and novel sources of informatitsm create a
GOdZAf RAY 3 AYTF2NNIGA2Y ALKSNB:¢ O2yaARSNAY3

These objectives imply that the distriled systems paradigm of the ServiCeiented
Architecture (SOA) shall be followed up in the project.

Moreover, a series of challenging properties of complex distributed systems like flexibility,
dynamic adaptability and extendibility are addressed by thgdives directly. Others, like
security, privacy,dependability, safety, robustness, sekaling/selfmanagement and real
time capabilities follow from the requirements of the application domain.

The objective of low implementation and deployment costsags for the application of
enhanced software engineering approaches. Particularly methods of rubiein and
modetbased software system development are of interest.

Finally one has to consider that the objective of easy integration of existing systeths
information sources demands for a thorough analysis of the application domain and a
comprehensiveresearch of the techniques, methods, terms, conceptions and models
applied there so far in order to prepare the design of compliant solutions.

Thus the poject objectives result in a wide range of topics which is reaching from abstract
system properties over supporting implementation approaches, as well as engineering,
modeling and description techniques to the different technologies and conceptions of the
building automation domain.

Against this backgroundrask 2 of Working Package 2 of the project proposal is devoted to
the corresponding state of the art analysis. This document, Deliverable D02, reports the
results. Since the project schedule plans orezation of the state of the art analysis, the
deliverable D02 appears in two versions, the first one is due aftereébersl quarter of the

first year andhe second one is due at the endtbk project.

The content of the first version of the state of the report identifies, collects and analyses
approaches which potentially may be of relevance for the project since they may deliver
conception and solution element input to the development of the BaaS architecture, model,
platform, building services armdemonstrator applications.

Later on, the second version will take a closer look on the approaches actually applied.

Particularly in the first version, due to its early deadline, the selection and structuring of
topics, analysis work and contributions camnmpoofit from rich project experiences and thus

ITEA2: Building as a Servid&aaS 10



mainly resorts on the existing expertise of the project partndrable 1 summaizes the
contributing partnersandtheir contributions, as they are reflected in the first version of the
document.

Partner Contributions

everis 8.1 NFC, 8.2 Zigbee, 8.3 Machine to Machine (M2M)

2.1 Introduction, 2.2 System Architecture and Communica

Kieback und Peter Standards, 2.8urrent Trends

Masaryk University | 8.5 Embedded Systems
3.1 SeHAdaptive Systems (3.1:13.1.3 and 3.1.83.1.10), 3.3 Devic

Materna SOA
Prodevelop 8.4 Web GIS Services
3.5 Secure Authorization using OAuth 2.0, 3.8 RESTful Web Se
Siemens 4 Bulding Automation Data Models, 6.2 Semantic Web, 7 Don
Specific Modeling
TU Dortmund 3.6 Functional Safety and Reliability in Service Systems, 3.7 OS(
TU Miinchen 3.4 Prlvqcy and data security, 5 Middleware Architecture,
Introduction
3.1 SelfAdaptive Systems (3.1:8.1.7), 3.2 Data Mining for Buildin
TWT .
Automation

3.9 Efficient XML Interchange (EXI), 3.10 Constrained Applid

University of Rostoch Protocol (COAP)

Tablel: Contributing partners, fields oéxpertise and contributions

The document is structured as follows:

1 Section 2 provides an overview over the domain of Building Automation, its major
requirements and solution approaches.

1 Section 3 is devoted to those base technologies which contributed@tbvision of
challenging required properties and the implementation of solutions.

1 Section 4 gives an overview over and a first analysis of appropriate data models in
order to prepare the easy integration of existing components and systems.

1 Section 5 entes into the consideration of software architecture issues, particularly, a
series of middleware approaches for distributed and pervasive systems are
discussed.

1 Section 6 focusses on the description and modeling of the semantics of services,
operations anccomponents.

1 Section 7 investigates software engineering, tool support and dospeatific
modeling approaches.

1 Finally Section 8 presents communication and information representation
technologies, which may be used as base technologies in the project.

ITEA2: Building as a Servid&aaS 11



2. Buiding Automation Overview

2.1. Introduction

Building automation technology improves the security and comébrbuildings and helps
saving energy. Additionallit reduces maintenance efforts and the need for manual control.
Building automation enables effective supply of large buildings and savesatakts same
time.

For about 100 years now buildings are controlled by building automation systems (BAS). First

BAS used pneumatic sensors and controllers to mainly control temperature in the building.
Today BAS conteh wealth of different systems and zone controllers are used to control
individual rooms separately. Nowadays BAS are found primarily in functmnkings
O02FFAOS o6dzAf RAYy3Ias K2 & Ligedin resaentiafbyilRings G NBE X0 | YR

In the 1980s pneumatic sensors and controllers were replaced by electric and analog
electronic circuits. Large ventilation systemere needed to control theair pressure, the air
quality for hygienic or industrial (clean room) reasons, the air temperature and had to
ensure certain level of air mass without transgressing speed limits within the air ducts. These
multivariate controlling was not fulfilled by alog controllers, which use physical laws to
generate a certain output signal from an input signal. Through the 1990s digital controllers
came into play and transform the measured data into digital signals, process and output the
signal to the actuator. Thdigital controlling units are called Direct Digital Contro{(lBDC)

and many products of various manufacturers have the abbreviation DDC in their name.

The lack of the standardizationrfthe correspondingligital communicatioe soon led to the
manifold of proprietary communication protocols on the market. Thus, interoperability and
combination of products from different manufactures were not possible. Therefore, in the
1990s there were moves afoot to open standardized commuignagprotocols like BACnet
[1] and LaxWorks[2].

In the last two decades evaluation of BAS has benefited heavily from rapid development of
computers, communication and information technologies. The evaluation of BAS from
pneumatic transmission toward3 standardizing information models is shown in Eigure

1

Building automation relieves the user of controlling the room. When a room is emptg ligh
are not needed anymore and heating or cooling can be reduced. A user can adjust the
settings manually (by turning off the lights and setting the thermostat) or the technique
takes over. For example: some room controllers enable occupbasgd heating antrol.
Additionally, they learn and will preheat the room in advance to the predicted return of the
user. Ideally, the user does not even recognize the function. By this way, energy can be
saved without losing comfort.

Building automation helps user andvoer of buildings to lower the energy cost and manage
OSyiNIffted LY LzoftAO o6dzAft RAy3a o6F2N) SEF YLX S
SYySNHe alg@Ay3a o6SOFdzaS (GKSe& R2y Qi LI NI AOALIN G
benefit from buildng automation and lower the influence of the users. If open windows are
detected, the controller can automatically decrease the heating or cooling power where a
thermostatic valve would rather increase the heating power.

ITEA2: Building as a Servid&aaS 12
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| Electric Controls ‘

| Pneumatic Transmission |

Figurel: Evolution of Building Automation and Control Systerf8

The safety of people and material is increased withiding automation technologyror
example when fire detectors report within milliseconds teentral building control system

an immediate evacuation can be started. Another example from residential buildings is a use
of motion sensor under the bed to switch on the lamp as soon as you get up. Also, after
leaving the house you can check by your gnmdione whether critical appliances (cooker,
electric iron) are still turned on and if necessary switch them off from the distance.

Building automation systems make buildings intelligent, make everyday life easier and lower
the energy costs.

From initialy controlling only heating, ventilation, and @onditioning (HVAC) over the
decades BAS have been added a manifold of different service domains listedliabile8.

Domain Typical building services

Climate Control HVAC, humidity, air quality

Artificial lighting, daylighting (motorized blinds/shutters

Visual Comfort constant light control

Fire alarm, gas alarm, emergency sousgkstem, emergenc

Personal Safety lighting, CCTV (closed circuit television)

Intrusion alarm, access control, water leak detection, CCTV, ¢

Building Security surveillance

Transportation Elevators, escalators, conveyor belts

Public address/audio disbution and sound reinforcemer

Oneway Audio
systems

Energy Management | Energy efficiency, peak avoidance, integration of renew;j

ITEA2: Building as a Servid&aaS 13



Domain Typical building services

energy sources (RES)

Power distribution, waste management, fresh water/domeg

Supply and disposal | | water, waste water

Communicatiorand | IT Networks, PBX (Private Branch Exchange), Intercom, s
information exchangel WAN access, wireless access (WLAN)

Clock systems, flextime systems, presentation equipment (
Other special domain{ video walls), medical gas, pneumatic structw@port systemg
(for airhouses)

Table2: Domains of building servicdd]

Currently different BAS functisnare executeanostly in separate technology silos without
any or with very litle ddt S EOKI y3S Ay 06Si6SSyod ¢2RI &Q4&
more energy efficient, cost less to operate, provide a better indoor environment for
occupants, and have a smaller environmental footprint make integration between these
systems necessary. Nawgulations for energy performance of buildingg add additional
optimization goals that can be achieved only with proper mechanisms for comprehensive
facility management, fingrainedenergy monitoring and benchmarking. Thus, modern BAS
ought to provide value added creg®main services while minimizing engineering efforts.

2.2. System Architecture and Communication Standards

The automation pyramid as drawn iRigure 2 is basic for many BAS. It shows the
management level, automation level and field level.

Engineering | e

—
Ethemet TCPNIP Management level

Visualization

y
Controller F{ / !Q E Automation level

Actors }HM Field level

Hydraulic Electric Pneumatic

Figure2: Automation pyramid (Source: Rexroth, Bos@roup)

The automation pyramid shows the management level separated in the engineering and the
visualization. Different communication media (and protocols) such as Ethernet (TCP/IP) or
various open system busesin be usedThe automation and field levelseaseparated as

well in 3 typical crafts: hydraulic (e.g. heating, cooling, ventilation etc.), electric (e.g. lights,
blinds etc.) and the lesser used pneumatic.
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The standard[6] defines rather a generic system model then precisely defined system
architecture in order to ensure flexibility iretms of applicationThe model presentedni
Figure3 can accommodate the different types Building Automation and Control Systems
(BACyand their interconnections.

:" 2?;;2:':25‘! Programming Data interface | J Dedicated | Dedicated |
P . unit unit i special system special system |
operator station ; i i
1]
E Network l l
o 4
o) ]
= :
-] H
= = .
2 Data interface Data processing
' unit device /
i= server station
Programming | : oh;g?;:g:lz?]ifI Data interface Dedicated |
g unit operator station unit special system;
o i : :
=  Network : ' :
s * . L'—‘—l
- ' i
- : :
: | r
- ' - - -
5 ' P Communication inter- AR—— Controller |
< : ::'D;g?cﬂnug"ﬁ —— face [ controller [ appli- Appllggﬂﬁzlfé}recmc automation station /
: P cation-specific controller application-specific controller
Room operator | | i | Local override I
: unit i : : : indication
B Network | i P
2 *® * *——o— | _ i
| = ' I |
®f[%|l&| [V ]B|% [ &)Y
Interconnections within functional levels
- Interconnections between functional levels
Blinds / shades
P
';/' Lighting / dimming

Figure3: Possible interconnections in threkevel functional hierarchy

The system topology of building automation systems from different manufacturers may vary
but because of the standardized open system buses (e.g. LON, BACnet, KNX) the schemes
look very alike.Figure 4 and Figure 5 show the system topology of the companies
Kieback&Peter and Siemertbough the field level is not shown.

Different communication standards provided the use of building automation beyond the
borders of proprietary systems. A widely spread standard is the BACnet protocol as well as
the LON protocol and the (more EuropedfiB/KNX protocdl’]. These protocols enable a
universal application of different technologies on a basis of a bus system. Bus systems
reduce the total cable length because not every communication node has to have a separate
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connection to every other node but they all shareeodata net. Even the data exchange
between the protocols is possible, for example using a-BARnetGateway.

LON LON
LON LoN | LoN [ LON| l e |
. ‘ = Al
&R — — _—
=R f | F ] | [© (55
m =u - — N >
RCNxox-L RCNxxx-Ftl | Chxxx RBVcc
RCWxxx-L RCCxxx-L RCCxxx-Ftl LCCxxx

Figure4: System topology within the Kieback&Peter company (new automation system, Source:
Kieback&Peter GmbH & Co. KG

E mm o mﬂabiy m mm- g:! o
: 2= O g
é & B e
2

Figure5: System topology of DESIGO BAS from Sienj@hs

Other protocols for the field level are #dus, Modbus, DALI (lighting control), EnOcean and
Web technologies. The development of latter was pushed by the requirements towards
using data from the filed within enterprise applications and led to different technologies for
use in building automation like OPC UA, oBIX or BAChe@lVSheFigure6 depicts on
which levels the different protocols can be used.

ITEA2: Building as a Servi&aaS 16



Management level

BACnet
Web

LonWORKS

Automation level

KNX

KNX PL-Link

M-bus Modbus DALI EnOcean

Field level

Figure6: Communications protocols as used in the different levels of the autoroatpyramid[10]

2.3. Current Trends

The Web technologies based dmansmission Control Protoc@ICR, HyperText Transfer
Protocol HTTP and Extensible Markup Languag&ML often represent a bottleneck in
building automation and control systems. Therefore a novel approach usiisgraDatagram
Protocol UDB based Constraed Application ProtocoldoAR and efficient XML interchange
¢ EXI[11]is discussed.

Interesting for the future of building automation is also a present trend that is pursued by
0 KS LINE 2 S Q[ii2]. Hegdtagkaties O jsémantically structure information and to
develop models so that the huge amount of data automation systems have tonitbatan

be analyzed effectively. The Haystack community recognized the threat of a data overload in
large automation facilities. More about Haystack Project is to be found in Chépter

Another interesting development is Niagara AX Framewid®], an open Javhased
framework for building devic#o-enterprise applications and Internenabled products. It
provides a unified development platform to easily build Intereefibled prodicts and
a2F06INBE | LILX AOFGA2ya F2NJ O2yUNRftAy3 | yR
enterprise in real time.

In the last years the Building Information Modeli(gjM)is changing the way of the design

LINEP OS&aa 27F | 0dzhf RAoge3siof detelapménNSBd d8d&Sai & gotguteri K S
ISYSN}IGSR Y2RSt (2 aAavYdzZ +FdS GKS LI FTYYyAyads R
[14]. BIM aims at collectin processing and updating digital data over the whole life cycle of

a buildingg from the planning stage to the operating to the refurbishing to the demolition.

The data could possibly be the basis for model predictive control (MPC). BIM data includes a
3D-model of the building with information about the building physics as well as the
plumbing and electricity network. A standard f8iM files are for example théndustry
Foundation Classes (IFC). While BIM has proven its value in design and consthesies, p

the necessary technologies for using BIM through operation including the integration with
BAS are still missing. Nevertheless, there are several approaches in this direction, including
ELASSTIC Proj¢th].
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3. Base Technologies

3.1. SelfAdaptive Systems

Systems that operate under changing conditions andirenments often require human
supervision in order to adagheir behavios correspondingly. It is the human himself that
decides which actions have to be taken to achieve a desired goal. This approach refers to the
Humanin-the-loop principle [16] leading to costly and timeonsuming procedures during

the operating phase. Therefore, there is a high demand rémtuction of management
complexity, management automation, and robustness to maintain the qualityrieritethin

a timelimited range and that with only minimum costs. Saifaptive systems are a solution

to these problems. They react immediately to changing conditions and requirements and
adapt relevant system parameters automatically. Therefore, sucystemm has to monitor

itself and its surrounding context continuously, detect changes, decide how to react, and
execute these actions. This results in a modified behavior that ensures a proper system
operation. These processes depend on adaptation propgrtteomain characteristics, and
preferences of stakeholders. It is widely believed that new models and frameworks are
needed to design seHdaptive systems. Today, we are struck by the trend of increasing
complexity in the design, development, and maintana of technical systemgrganic
Computing(OC)[17] € A1 S 2 G KSNJ Ay AAlitanbniich @&putingl 8lz6rK |
Proactive Computinfl9], postulates the necessity of a paradigm shift in the design of future
technical applications underlindal [20]:

Qx
_

GLG Aa y2id (KS-olgaised andl adgptive $ySdmk BilNarise But ¥

K2g (GKSe ¢gAff 0S RSAAIYSR YR O2yUGNRfft SRS
Traditionally, asignificant part of the research on handling complexity and achieving
quality goals has been focused on software development and its internal quality
attributes. However, in recent years, there has been an increasing demand to deal with
these issues at ruime. The primary causes for this trend include an increase in the
heterogeneity level of software components, more frequent changes in the context,
goals, and requirements especially at runtime. In fact, some of these causes are
consequences of the highdemand for ubiquitous, pervasive, embedded, and mobile
applications, mostly in the Internet and dmbc networks.

3.1.1.Definition

A definition of seHadaptive software is provided in a DARPA Broad Agency Announcement
(BAA)21]:

OSelfadaptive software evaluates its own behavior and changes behavior when
the evaluation indicates that it is not accomplishing what the software is
intended to do, or when better functionality or performance is posible

A similar defirtion is given irf22]:

OSelfadaptive safivare modifies its own behavior in response to changes in its
operating environment. By operating environment, we mean anything observable
by the software system, such as eamskr input, external hardware devices and

AaSYyaz2NaE>X 2NJ LINBPINI Y AyadNHzySydaladazysé
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Prior to formalizing the concept of sedfdaptive software, there has been a related point of
view regarding the adaptive programming principle as an extension of cbyesited
programming23]:
! LINPINIY aKz2dZ R 6S RSaAA3IYSR a2 (KIF{G GKS
changed within certain constraints without affectifg$ LINR2 IANJ Y G | f f dé
According to this view point, an adaptive program is considerd@4is
G ! ISYSNAO LINROSaa Y2RStf LI NFYSGSNART SR o
compatible structural models (customizers) as parameters of the process model."”
This view on adaptation is similar to reflection and mptagramming techniques. In
another point of view, adaptation is mapped to evolution. A taxonomy is providef@%jy
based on the object of changewliere), the system propertieswhat), the temporal
properties (vhen), and the actions to performhow). This classification is mapped [2§] to
the selfadaptive software domain, they propose a conceptual model for adaptation changes
based orActivity TheoryStatic and dynamic adaptatigrrelated to the temporal dimension
of this view, are mapped to compitane evolution and rurtime evolution. For this reason,
dynamic adaptation is sometimes calldgnamic evolutionin fact, seHadaptiviy is directly
linked to feedback and feedback control, whereas-adHptive software can be aligned with
the laws of evolution. SeHdaptive systems are autonomic on the one hand and- self
managing on the other hand. Many researchers use the termsadalftive, autonomic, and
selfmanaging interchangeab[27]. In the context of seladaptive systems, we can consider
a layered model that consists of: applications, services)ponents, middleware, network,
and devices. The key point in sattaptive software is that its lifecycle does not end after its
development. It must be continued in order to respond to changing constraints and
requirements at runtime.

3.1.2.SelfX Properties

The term selix properties was initially characterized by IBM in the context of autonomous
systems. They comprise key features exhibited by adaptive systems. At the very beginning
IBM just defined the so calledels-CHOPfunctions: seHconfiguration, selhealing, seH
optimization und selprotection. In the course of time, several additional selproperties

were defned. The most popular ones are listed below.

3.1.2.1. SeltManagement

The system must be able to manage its own functionalities without actions dugsde the
system. The complexity of the system management task can be decreased by increasing the
management capability of single components.

3.1.2.2. SeltConfiguration

The configuration of complex systems is performed by experts. By enhancing a system with
sef-configuration capabilities, it is possible to find a feasible configuration in a distributed
and autonomous way. Thus, the manual and epoyne configuration process can be
omitted.
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3.1.2.3. SelfHealing

The autonomous diagnosis of the current system state &wlbhe detection of invalid
system states. Afterwards, a valid system state is restored by means-besdilig. The self
healing process is supported by the sadhfiguration capabilities of the system. To achieve
0KS O2YLX SGS aKS kdtdinfegéee & dutidknBy istassanied ¥ |

3.1.2.4. SelfProtection

Selfprotection of specific elements is necessary if the system is operating in a dynamic
environment. An autonomic application/system should be capable of detecting and
protecting its resource$rom both internal and external attaskand maintaining overall
system security and integrity.

3.1.2.5. SelfOptimization

The proactive search of a specific element for new opportunities to optimize its own
behavior helps to reach the optimal system state. But thiave such an optimization,
resources are continuously needed. It is necessary to evaluate carefully if this effort for self
optimization is justifiable.

3.1.3.Adaptation Loop

The reference standard from the IBM Autonomic Computing Initiaf28 comprises an
external feedback control loop which is called tMAPEK loop. It includes monitoring,
analyzing, planning and executing functions together with an additional shared knowledge
base.

3.1.3.1. Adaptation Process

1 The monitoringpart provides the mechanisms that collect, aggregate, filter and report
information (such as metrics and topologies) collected from managed resources.

1 The analyzing part contains the mechanisms that correlate and model complex
adaptation situations.

1 Theplanning function encloses the mechanisms that construct the actions needed to
achieve goals and objectives. The planning mechanism uses adaptation policies
information to guide its work.

1 The execute function groups the mechanisms that control the executd an
adaptation plan with considerations for dynamic updates.

1 Knowledge represented by symptoms and policies is the relevant data shared among
the monitoring, analyzing, planning and execute activities of the Autonomic Manager.

3.1.3.2. Sensors and Effectors

Sersors monitor software entities to generate a collection of data reflecting the state of the
system, while effectors apply changes. Sensors and effectors are essential parts ef a self
adaptive software system. The first step in realizing-aéHptive softvare is instrumenting
sensors and effectors to build the adaptable software. Some of the protocolsjat@ds) and
formats that can bautilized are:Web-Based Enterprise ManagemefWBEM)[29] together

with the Common Information Mode[CIM) [30], Scalable Internet Event Notification
ArchitectureqSIENA)31], and theOpen Mobile Alliance Device Management MadaWA
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DM) [32]. Another noteworthy standard for sensingApplication Response Measurement
(ARM)[33], which enables devepers to create a comprehensive etmtend management
system with the capability of measuring the application's availability, performance, usage,
and endto-end response time. The ideas behind tBenple Network Management Protocol
(SNMP)[34] for network and distributed systems are also applicable to-zetiptive
software. Softwaremanagement frameworks, such dava Management eXtensio{@VX)

[35] provide powerful facilities for both sensing and effecting. Another notable idea along
this line ispulse monitorind36] adopted from Grid Computing, which is an extension of the
heartbeat monitoring process.

Some of the effectorsra based on a set of design patterns that allow the software system
to change some artifacts during rdime. For instance, wrapper (adapter), proxy, and
strategy are welknown design pattern[37] for this purpose. Moreover, microkernel,
reflection, and interception are architectural patterns suitable for enabling adaptability in a
software system[38], [39] Furthermore, severatlesign patterns are mentioned, namely
goaldriven selfassembly, selfealing clusters, and utiliffunction-driven resource
allocation for selconfiguring, sethealing, and selbptimizing respectively[40].

3.1.4.SensePlanAct

The senselanact (SPA) is an approach for autonomous robots consisting of three
functional components: a sensing system translating raw sensor inputs into a world model, a
planning system generating a plan to achieve a specific goal with the help ofdHé
model, and an execution system generating the actions provided by the [glHn The
characteristics of the SPA approach are that the flow of control among these elements is
unidirectional and linear and that the acting component, i.e., the execution of a plan, is built
of orderings, conditionals and loops. Thus, the intelligence ofsystem is entailed in the
planning component that generates the plan. However, the SPA architecture entails the
major difficulty that planning is timeonsuming. Since the world may change quickly, the
resulting plan might be rendered invalid already dgrithe planning process. Thus, these
time-consuming computations induce the risk of internal states that are not synchronized
with the reality that it is intended to represent and therefore execution steps might be
executed in an inappropriate contepd1].

3.1.5.CollectAnalyzeDecideAct

Autonomic systems form a feedback loop collecting infororatfrom several sources,
analyzing them, forming a decision based on the analysis and reporting this result to users or
acting in a similar way. This process is also often referred to as the autonomic control loop
[42]. Specifically, in the collectiorhpse relevant knowledge information about the current
state is collected, e.g., via environmental sensors or network instrumentations. This data
must be analyzed in the next step constructing a model of the situation using inferences and
distinct rules. Atthis state it needs to be clarified how the systems state is inferred and
which data is relevant for validation. The basis of the inferences is useful knowledge for the
decision making process in the next step. In the acting phase, the decision is ttetobe
realized by performing the adaptation or by reporting the result to users or administrators.
For the next control cycle, the impact of the decisions can be fed back and used as relevant
knowledge.
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3.1.6.0Observer/Controller

Numerous sensors, process@sd embedded systems provide safety and comfort functions
as well as regulation or motor control functions. These embedded systems will be
interconnected and form a complex communication network. A system consisting of many
interacting components may exhibnew properties emerging from new configuration
possibilities that are not yet anticipated in the design stage but need to be dealt with at run
time. This requires adaptive systems with optimization techniques in order to learn
adequate responses to unfeseen conditions. A generic observer/controller is required to
assess the behavior of an organic computing (OC) system and to control its dy#8hiés
number of sensors and actuators are used in order to measure system variables and to
influence the System BRAISNJ h o ASNIIF GA2Y YR [ 2y UNRf 6{ dzh/
global state and dynamics. The observer measures and quantifies the current state of the
SuOC. The monitored data needs to be preprocessed, analyzed and a prediction of future
developments willresult in situation parameters that characterize the observed or future
system state. Based on these situation parameters that are computed by the observer and
being transferred to the controller, an evaluation will be performed with respect to the-user
defined goal leading to a decision of the controller whether an intervention will be
beneficial. This decision is made by mapping the situation parameters to respective actions
and evaluating theorrespondingperformance changes. Previous situatiaction mappings

will be stored in order to determine the reaction to known situations. Using these mappings
and estimations, the controller will basically act as a learning component. In particular, the
controller is designed in two levels consisting of anlina learning level and an offline
optimization level. This design provides several advantages: using simulation based
evaluations, appropriate situatieaction mappings can be found without having to test
different alternatives and this approach is signifitg faster than the realization of
evaluations in the SuOC. Combining the slower level 2 approach with the faster memory
based level 1 approach enables a quick reaction by situadion mappings for known or
similarly known situations while in paralleh optimized situatioraction mapping will be
available in the futurd44]. Therefore, the observer/controller architecture framework is
widely applicable to a large range of technical systems including building automation
systems.

3.1.7.0perator-Controller Module

Another related approach is the OperatGontroller Module (OCM) developed by the
Collaborative Research Centre g4%]. The OCM is an autonomic system following its own
objectives. It is specialized for mechatronic systems combining mechanical and electrical
engineering with a strong focus on re@he constraintg46]. The controller representshe
continuous part of the system and the operator comprises the tdiserete parts of
information processing, which includes functions like emergency routines, controller
monitoring and optimization. In particular, a reflective operator may modify thetrotlar

and induce switches between control strategies, while a cognitive operator gathers
AYVF2NXYIGAZ2Y L o2dzi GKS aeadSY IyR AdGa SygdANe
agent could, e.g., use simulation runs of alternative future behaviors andiaeathem
selecting the most promising alternative amining the optimization goalThus, the
structure of the OCM is especially useful for meldased optimization and due to its
modular composition it is easily possible to add other methods or functainbe agent
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theory. During execution of the plan and the monitoring of the real world, inductive and
reinforcement learning is used in order to adapt the behaiiased environment and
system models to the real world. The use of learning procedures @esatine assessment

of an optimal starting point for the optimization and the convergence of the optimization
technique. Hence, this knowledge base can be used for similarity analysis enabling the
detection of frequently reoccurring scenaripis).

3.1.8.Software Engineering

A lot of research areas in software engineering are directly or indirectly related to self
adaptive software. Many of the selfproperties correspond to quality factors and deal with
nonfunctional requirements(NFR) concerning e.gafsty, security, and performance.
According to this, most of the ideas developed in the context of software quality for realizing
and measuring quality are applicable to sadfaptive software. Despite of nefnctional
requirements, also functional onesate to be considered bringing the requirements
engineering into play. The combination of software with its specification allows the formal
proof of correctness regarding requirements and selproperties[47]. Due to various
differences between traditional and sedflaptive software, the existing models and
methods developed for nocadaptive software systas are not directly applicable. This
means that new approaches based on formal models, sudiaetintegrated Computing
(MIC)[48], are required for this purpose.

Software Architecture models and languages, suct@hitectural Description Languages
(ADL), can certainly be helpful in software modeling and management, particularly at
runtime [49]. A survey on several ADLs based on graphs, process algebras, and other
formalisms for dynamic softare architectures is provided H¥p0]. Acme ADIis used to
describe the architecture of adaptable software and to detect violations from defined
constraints[51].

ComponeriBased Soitare EngineeringCBSE) supports the development of seléptive
software in two ways. It is easier to implement adaptable software systems relying on
established component models. Secondly, an adaptation engine needs to be itself modular
and reusable. Mieover, component models can be used in adaptive systems as a means of
incorporating the underlying services for dynamic adaptation and adaptation management.
Another related areaAspectOriented Programmin@gAOP) can also be used in realizing-self
adaptive software. This facilitates encapsulating adaptation concerns in the form of aspects
through dynamic runtime adaptation.

Service Computing an8erviceOriented ArchitecturdSOA) can also support realizing self
adaptive software by facilitating the comgition of loosely coupled services. Web service
technology is often an appropriate option for implementing dynamic adaptable business
processes and serviggiented software systems, due to their flexibility for composition,
orchestration, and choreography

3.1.9.Control Theory

Techniques used in network and distributed computing can be extensively applied to self
adaptive software. Policybased management(PBM) is one of the most successful
approaches followed in network and distributed computjsg]. Policybased management
specifies how to deal with situations that are likely to occur (e.g., priorities and access
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control rules for sy®m resources). Most of the definitions given for policy emphasize on
providing guidance in determining decisions and actions. The policy management services
normally consist of a policy repository, a setRalicy Decision Poin(RDP) for interpreting

the policies, and a set dPolicy Enforcement PoinBEP) for applying the policigs3]. The

most widely used policy type in networks is the action policy (in the form of ev@mdition

action rules) which is also applicable to sedfptive sftware. In addition, other policy types

like goal policy (specifying a desired state), and utility policy (expressing the value of each
possible state) can also be exploited in sellptive softwarg54]. The adaptation polies

may need to be changed based on new requirements or conditions.

Quality of ServicéQoS) management, another successful area in networking and distributed
systemg55], is closely related to policy managemgb6]. QoS requirements are related to
non-functional requirements of a system, and consequently, they can be linked tx self
properties in distributed software systems. In this context, QoS management methods rely
on either modeling ke application, e.g., queuing models, or using wellerstood
components, e.gPredictionEnabled Component TechnoloRECT]57]. Therefore, QoS
management can assist in modeling the quality factors of aasklptive software system

and also in realizing adaptan processes.

One of the weHestablished areas in networks and distributed systems is resource
management. In specific, virtualization techniques can have a significant impact on the
quality of seadaptive softwareVirtualizationreduces the domaimf an adaptation engine

to the contents of a virtual machings8]. It also provides an effective way for legacy
software systems to coexist with current operational environments.

3.1.10. Research Challenges

Seltadaptive software creates new opportunities, and at the same time, poses new
challenges to its development and operatidfunctional and no#functional requirements,

seltx properties, and quality factors must be considered as a whole. Besides that, it is a
OKIFffSyaAay3a dGFral G2 OFLWd2NE GKS adl 1SK2f RSNE
to adaptation requiremerg and goals satisfying at rtime. A model at desigtime is used

a | FdzyRIFI'YSydalt olara F2NJ I yagSNAy3dI GKS | RI
what, why, who, and how. A significant challenge for monitoring different attributes in
adaptable sftware is the cost and load of the sensors, respectively. In most cases, the
monitoring process does not need all details of an event, while in the case of deviating from
GKS ay2N¥IFfté O0SKIFI@GAZ2NE Y2NB RFEGF Aa NBIj dzA NB I
process must be adaptable itself. Most of the existing solutions are not able to represent
policies and goals explicitly. Typically highel policies must be decomposed and refined

into lower-level ones that are understandable by the technical systéaments. It is difficult

to accomplish this task without an explicit model with comprehensive -sopport.

Commonly, lowetevel policies at runtime are represented as rules that are hewded on

the basis of informal descriptions of constraints and eglives restricting the system

behavior. This is insufficient, especially in the context of high dynamic service systems that
depend on an overall management process respecting-leighl goals and constraints.
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3.2. Data Mining for Building Automation

3.2.1.Introduction

Data Mining is the process of analyzing and identifying patterns in large data sets in order to
extract information and transform it into a meaningful structure for further use. When
information about energy management, physical security, environmecdaiditions and
facility operations etc. is converged for building automation, not only redundant control
infrastructure can be eliminated but also communication between different systems is
enabled allowing for data collection and analysis. It was shevgn, that building occupancy

can be predicted using data minif§9] combined with Bayesian modelif{§0] enabling

more efficient control ® HVAC systems. Overall, analyzing this large amount of data may
open new possibilities as flexible management control and automation mechanisms leading
to risk reduction, energy efficiency, operational effectiveness and occupant satisfaction.
However, befre being able to analyze this data, it needs to be-pmecessed in order to
minimize errors. The prla St SOl A2y 2F NBfS@OlIyd RFEGEFXZ A
transformations are critical for the quality of the overall result and consequently take up 75
80% of the total effort in the data mining procg$d]. In addition to these three stages, the
data mining process, also known d&owledye Discovery in Databases (KDdoptains
several other stages: the selection of data mining methodd #meir application, the
interpretation and evaluation of results, and finally the application of the resjdfy.
Basically, a parallel can be drawn between the data mining process and the MARE&3pop
containing the phases: observe (measure), analyze (analyze), learn (plan) and apply
(execute) Figure?).

Data Mining Process

Apply /
e 2 Y
1 Plan
vAnaIyze/ |
Analyze |

Observe /
Measure MAPE loop

Figure7: Data Mining Process adapted frof62] compared with the MAPE loop.

Since in Baas, the target is an automated process, the major challenge of the data mining
process is the automatic minimization of errors during -precessing of data and the
preparation of meaningful quaifications, while the automatic interpretation and
evaluation of the data and the application of the results might be realized via adaptive
systems §.1). Neverthegss, the interpretation of processed data might also be computed
further using Bayesian networks as proposedas).
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Another challenge for the application of data mining for Building Automation is that
resource limitations may impose restrictions on applicable data mining techniques. For
example, if data mining techniques are implemented building automation devices
distributed throughout the building then these are likely to be designed-effsctively, i.e.
tailored to their focused purpose. Consequently, resource consuming data mining algorithms
might not be possible to realize ofmdse devices but might be relocated to the central
control center of the building.

On the other hand it was shown that data mining techniques can also assist in detecting
communication faults in control networkspreventing problems by detecting early
sympoms of potential problem$64].

3.2.2.0bserve

Since the measurement and collection of huge amounts of data in order to continuously
track changes can be errprone, the preprocessing of data minimizing errors and selecting
important data for interpretations is an important step in the data miningqass. Data
formats need to be transformed, data needs to be analyzed in an exploratory manner,
appropriate data needs to be selected and aggregated, samples need to be selected for
further analysis reducing the amount of data, the dimensionality of theadateds to be
reduced, missing data needs to be dealt with and incorrect data needs to be detected.
Techniques like anomaly/outlier detection, clustering or regression can be used in order to
detect missing or incorrect data. Finally, features need to dmed in order to be analyzed
choosing a subset of features that ideally and sufficiently describe the target concept. This
step of feature selection is of paramount importance since it determines the quality of the
data mining process. When the quality feature selection, usually performed by machine
learning, pattern recognition, or statistical algorithms is poor, incomplete information might
be extracted or noisy or irrelevant features might be detected. Here, the separability of
features in feature spae (e.g., in different categories) is targeted to unambiguously describe
the target concep{65].

3.2.3.Analyze

In the next step the preprocessed data is analyzed for being interpretable. That means that
data mining involves the fitting of models to observed data or to determine patterns from
data. The goal of data mining is either the ifieation of existing hypothesis or the
autonomous discovery of new patterns either for predictions or for the presentation in
humanunderstandable form. Data is being analyzed using methods like (1) classifications for
discrete variables, (2) regressiomadyses identifying dependencies between continuous
variables and predicting new values based on the past ones, (3) segmentations or clustering
for finding homogenous objects within a group, or (4) other exploratory statistically based
data analyse$62], [66] These methods are applied in a variety of daiaing approaches.

The most commonly applied techniques for data mining are decision trees, artificial neural
networks, and nearest neighbor classification. These data mining techniques are often
repeatedly applied in an iterative manngg2].

Decision trees are based on classification techniques. During training ses$aba is
successively divided into disjoint subsets that within each subset represent a homogenous
group. This division is subsequently verified during test sessions, where the quality of the
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model is determined by the number of incorrect classificatioftse classification model is
represented in a tree structure making the model relatively easy to comprehend for the user
but also limiting the type of classification boundaries. Therefore, often multivariate
hyperplanes are introduced making the model mqgvewerful for predictions but more
complex to comprehen{b2], [66] This technique was also used by a recent study examining
the use of data mining techniques for the understanding of energy performance of a building
[67].

Inspired by the biological nervous systemtifecial neural networks are ncfinear,
predictive, but rather complex models learnitigrough training. They contain modelled
neurons, each being a processing unit within a network. Each neuronal unit has an input
function calculating a weighted mean of all inputs. This value is propagated to the activation
function, which determines whe#ir the neuron is activated when a certain threshold is
reached. An output function determines the value that will be propagated to other neurons
when the activation of the neuron was successful. When modelling a neural network the
number, type as well ashé configuration of neurons and the weightings of their
connections need to be fixed at the beginning. The model is then adjusted according to the
dataset refining the weightings of the connections by learning. Supervised learning methods,
where input anddesired output data is known at the time of training, rely basically on
classification mechanisms, while unsupervised learning, which is not provided with the
correct results during training, works through clustering and prediction. Back propagation is
mogly used as learning technique where the output value is compared with the target and
the error is fed back through the network enabling an adjustment of the wei@is [68]

The nearest neighbor classifier is a supervised learning mechanism trying to classify datasets
based on similar data in a historical datasets, i.e., where their classification is known. It
works therefore better forextrapolation rather than for predictive enquirid$6], [69]
Vectors in a multidimensional feature space are used to separate the classifications of data,
while a commonly used distance metric is the Euclidean distance for continuous variables
and the Hamming distance forstrete variable§66]. It was shown that using this technique

a high performance data mining can be achie{&].

Regardless of the technique used, data mining always involves the process of building a
model based on specified criteria from already captured data. Once a model is built, it can
be applied irsimilar situations for predictions or discovery of new pattern.

3.2.4.Learn and apply

Finally, when patterns have been found in datasétey need to be interpreted. Often, an
iterative process of data mining techniques is necessary before data can be étestpr
Interpretation of the extracted patterns and models usually involve visualization techniques.
However, since in building automation, the learning and application from data mining should
be performed in an automated way, parameters might directly bgisted of an existing
model or other appropriate parameters will be selected and applied to the model.
Parameters need to be meaningfully quantified, e.g., to assess the required energy to
achieve a certain increase in (room) temperature. In order to ntagse results on
adaptations in building automation, an integration of autonomous adaptive techniques like
the operator/controller approach3.1.6 will be conceivable for the assistance in planning
but as well for the application of the results.
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3.3. Device SOA

3.3.1.Introduction

There is a great number of technologies available to have functionality exposed to users on a
network. We will talk about the approach to legervices offered by specific devices. This is
different from the device independent approach to implement a service oriented
architecture (SOA)70]dza Ay 35 F2NJ SEF YLX ST WI @I QE1]aNBY2i S
representational state transfer based (REST) web serji@gs

In service oriented architectuseservices are setfontained functional entitie§73]. Devices

on the other hand are containers for services or atlievices. In Devic€OAsdevices
announce their presence on the network and/or can be actively discovered. Both services
and devices are enabled to let third parties know their capabilities and metadata
information. Fordevicesthis may include hostedesvices and friendly namder example A
aSNBAOSQa YSOlIRFGI OFy NBaLISOGAGSt Biguks Of dzRS

Service 1

Metadata

ADeviceType Metadata :
AUnique ID AServiceType Operation 1

Alnstance Info AUnique ID
Aservices Info AOperations L—
Operationn

Figure8: Abstract Device SOA scheme

To talk about similarities and differences between Device SOA technologies a common
terminology is helpfullmportant concepts are listed below.

Discovery Asmentioned,this includes devices announcing their presence on a network and
clients being able to actively search for them.

Description The ability of devices and services to describe themselves by means of
metadata exchange.

Control Makes it possible for clientsn the network to use operations of a service. This
includes providing input and getting output back from operations.

Eventing Enables clients to subscribe for a predetermined time span for interesting data
from a service. The service is responsible felivering the subsequent events to all its
subscribers.

These represent a subset of the six categories identified by the SIRENA ptéject
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3.3.2.Technologies

Some of the most important technologies enabliagDevice SOA approach are Devices
Profile for Web Services (DPW®3%], Universal Plug and Play (UPHR], Bluetooth (BT)

[77], the building automation and controhetworks protocol (BACnet)l], the local
operating network (LonWorkgR] and the building autmation field bus KNX78]. These
technologies are specialized to serve the needs of their respective domains but are very
similar from a more abstract point of view.

The followingsubsections shortly present these technologies with a focus on the four basic
concepts, described in the last chapter. Because the description camabiliti the
technologies differ, dscription is split up into device/service metadata and dynamic service
description. Dynamic service description is the ability of a service to describe itself without
relying on static information (i.e. templates or profiles). This enables such services to be
defined as needed and makes them much more flexible.

The four bagi concepts have different names and characteristics in the respective
technology.Table3 offers a short overview for each technology and its capabilities. Notable
isthat only DPWS and UPnP offer dynamic service description.

Discovery
Device/Service Metadata

Dyn. Service Description
Control
Eventing

Table3: Abstract comparison of technologies focusing on Device SOA functionalities

3.3.2.1. DPWS

DPWS fully implements thBeviceSOA principle. Echanisms for Discovery, Description,
Control and Eventing are all defined and come in alignmerit wieb service standards.
Services, operations and parameters of operations are described using the Web Service
Description Language (WSDL).

Discovery is implemented according to the \NiScovery standard. It uses Hello, Bye, Probe
and Resolve multicast mesges to enable devices to announce when they are entering a
network (Hello), when they are leaving a network (Bye) and when they have changed their
metadata (Hello with an updated metadata version). Metadata exchange is done over HTTP
using Get messageshen talking to devices and GetMetadata messages when requesting
metadata from services. Operations in DPWS can bewae operations (only input) or
requestresponse operations (input and output). DPWS is based upofEVESting and
supports simpledne-way) notification for events as well as solicit responses from the client.

3.3.2.2. UPNnP

Like DPWS, UPnP implements eviceSOA principle. It therefore offersanhanisms for
Discovery, Description, Control and Eventing.

Discovery is based on HTTP over UDP and &igglice Discovery Prow(SSDR)Wwhich
uses M_Search and Notify messages. UPnP offers Description functionhlii relies on
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XML templates. Eventing is based and limited to the observation of status variables
(multicast notifications aravailable).

UPNnP comes with the special ability for devices to contain other devices, calling the former
root device and the latter embedded devices. Embedded devices are published by the root
device.

As stated in[79],a ! t yt gl & | OK2AOS ¥ 2uNdagthewiSadviantagel a A O
of supporting only smaller networks. With an increasing amounseawices/devicesthe

amount of broadcast messages grows exponentially in an UPnP network. Furthermore UPnP
adzLILI2 NIia Lt @dn 2yf & odé

3.3.2.3. Bluetooth

Bluetooth uses predefine@rofiles. These represent certain functionalities, like the service
discovery profile. This facilitates easy to use communication between devices with the ability
for devices to advertise all of the services they provide. Because all service descriptions a
known in advancend defined by their respective profiles, the logic to discover and use a
service is not as complex and service descriptions are not send overetinork, which
KSflLla (G2 1SSL) GKS ySGg2N)] Qa O2y3aSaidrzy (260
.t dzSi220KQa 5 &anOrffuina dng IncliSRBIPONSE imessages for device
discovery, the Link Manager Protocol provides dedescription leveraging name request
messages, while the Service Discovery Protocol provides service description (using
ServiceSearchRequest, Ses¥itiributeRequest and  ServiceSearchAttributeRequest
messages). Control is being provided by the OBEX protocol (using Connect, Get, Put, SetPath
messages). Bluetooth provides neemting capabilities at all.

3.3.2.4. BACnet

G.!'/ySiQa RSOAOS Tawghiedt nddglltof répiesent theé fundtibnind ®@ 2 y
0dzZAf RAY 3 | dzi2YFGA2y [F8R O2y GNBf aeadsSvya o.1!/
While the protocolcurrently provdes eight device profiledefining their capabilities, BACnet

defines a set of 38 services as a basis for all messages between devices. This communication

is based on a cliergervermodel, whichuses standardized objects for informationceange
(service requests and responses).

The service set can be differentiated into five broad categories. These catedoriest

match with the Device SOA functionalities elmeone and one category has become
deprecated through technological advancemgnthe Remote Device Management Services
offer the Whaols and WheHas services which provide device and object Discovery
mechanisms while also offering a variety of Control functionalities. The File Access Services
and Object Access Services provide ofientrol functionalities (e.g. CreateObject) whereby

the Object Access Services offers access to object properties for Description, i.e. the
ReadProperty service. Eventing functionalities are provided by the Alarm and Event Services.

This standardizationfcsets of profiles, services and objects facilitates high interoperability
across manufacturers. It is also a common practice within the building automation domain
to use BACnet systems for managing K&l LonWorks networks because of its focus on
the management level in contrast to their focus on the field level.

ITEA2: Building as a Servid&aaS 30



3.3.2.5. LonWorks

[ 2y 2 2N] 4Q RS JA epplicatiol; dmhichmapdoyitainl ngtwork variables and
configuration properties. Device templates are being used that contain all the attributes of a
given ckvice type and the device publishes information of the running application. As for
Discovery an automatic discovery process can be executed to search feesl®n the
YySig2N] © [eBigehtitiddtlod @nd &elflocumentation mechanisms provide
Descrption functionality.

While communication itself uses a cliesgrver model, (standardized) network variables are
being defined to create logical connections between devité®aWorks uses bindings
which offer a process that defines connections betweenidey including the data that
RSOAOSa aKINBBHAGK SIF OK 20 KSNWE

LonWorks also provides basigemting functionalities, i.e. subscription and enay event
notification.

3.3.2.6. KNX

Within a KNX network devices communicate over a single event bus system (which can be
coupled to an Ethernet network). On thiss, special dataelegrams are being used with

Service Type Identifiers like SEARCH_REQUEST for Discovery functionality,
DESCRIPTIOREQUEST for Description and DEVICE_CONFIGURATION_REQUEST for Control
functionality. No Eventing is provided.

3.3.3.Not-Devicecentered SOA gateway/middleware projects

There is software building on the abstract similarity of the presented technologies and many
others, functioning as a middleware or gateway layer between two or more of them.

Many of the more sophisticated approaches use a modularized solution utilizing web service
standards or more often OSGi as an underlying service platform.

For example, EnTiMial ! & SNJAASARS YARRE SgI NB F2NJ K2YS | LILI |
I Y2RStf RNAOGSY SyaiaAySSNAyYy3a | LIINBIOK aid2 FRR
deployment of building automation applications over an evolving, lsgme distributed

computing if NI & ( NJ82) ThdzNt&hework integratesighlevel service technologies

like DPWS, UPnP and web services as wédivatevel service like BACnet, LonWorks, KNX

and others into a service architecture to offer a neutral middleware solution.

Another OSGi based architecture is presente{B8]j, where the evaluation of the platform,
in a similar context as the one presented by the previoxengple, poves that it serves as an
effective bridge across disparate networking technologi@BWS, UPnP, Bluetooth, Jini, and
Zigbee).

The study in[84] discusses possibilities for Iding automation system based on web
services while a web service adapter approach has been evaluaf@®],jintegrating DPWS,
UPnNP, Bluetooth, Jini and WS (Web Services).

As one of the most recent artle most promising solutionsnainlyfocusing on smart home
technologies, the open Home Automation Bus (openHBIS), using a domain model
centered approach, has been developed. It integrates a vast range of building automation
technologies based on, once more, the OSGi platform for modularization. It primarily
implements an eventbus, which adds new technologies through technolegpecific
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bindings, whichcome as OSGi bundles. In contrast with the other examined projettes

to be an offline solution, thereby ignoring web service interoperability resulting in the lack of
0SOKy2t23ASa tA1S 5t2{3x !tyt S (20Fd ¢ K/ARY 3ValE N S
project currently evolves into the opesource projecEclipse SmartHom@&7].

The next chapter will present the Device SOA baked Multi Edition DPWS StadMEDH

framework.

3.3.4.Abstraction provided by JIMEDS

The general similarity of the concepts underlying all of the technologies mentioned above
was the motivation behind the development of JMEDS beyond its single technology
orientation to be a dynamic Device SOA framework. In the followingtehape will explain

how the framework enables the development of devices and services independently of the
underlying protocol.

First,the most important concepts from the device/service perspecivall be explained in

Sction3.3.4.% ¢KS alyYS gAft 0S R2yS FTNRY SichoS Of A S\

3.3.4.2 Pkase refer to the diagram iRigure9 when reading these sectionBinally,some of

Wa95{Q ONRP&aa (GSOKyz2f23& &a$sCdetNdhili3axs30F LI 06AfAGAS
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Figure9: IMEDS frame structure

3.34.1. Service/Device

It does not come as a surprise to find devices and services represented in the internal
structure of JIMEDS. A device traditionally holds references to services. An exception to the
traditional case is the UPnP protocol where it is possible to have devicemdhostber
devices. The first case is generally supported by the framework, the dexuyn when using

the UPnP module. The diagramFigure9 shows both containment variants.

Services contain operations. Operatiprilke methods in Java or functions G have

predefined input and output parameters. A special kind of operation is an event (also called
GSOSYGSR 2LISNI dA2yé0d 9@Syida Oly aSyR YSaal =
themselves.

All those entities need to be discoverable orethetwork. Discoverability in this context

means nothing more than announcing the presence of a device on a network or probing for

a device on a network making use of multicast technologies. DPWS does this utilizing WS
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Discovery (W®D), UPnP using the Silm Service Discovery Protocol (SSDP). JMEDS does

not expose these protocols directlinstead,it only has to be provided with the necessary
information about the interfaces to use during this process. A device in JMEDS can be
provided withso-calledd 5@2FSNE . AYRAYy3Iaé¢ YR ahdzidaziay3a !
specify an interface and an address (for example something like ethO and IP/PORT in case it

is a UDP binding) that the device is going to listen on to receive messages (i.e. probe
messages), thatter specify the interface to be used when sending discovery messages.

Both of the previously mentioned constructs come in two flavors. The concept will be
SELX I AYSR 6AGK | F20dzda 2y (KS O0AYyRAYy3IAI 6 dzi
First there is the static bindingwhich has to be provided with everything (interface,
address, port etc.) in advance. The second flavor has auto in its name and thus can do more

2y Ala 26y® ¢KS a2 OFftftSR al dzi2 o xoyftieky 3aé N
Ports and addresses are chosen automatically. When one of those interfaces goes down or
O2YSa dzJz GKS €1 dzi2 @spedgfiesiof/ramoving lor] @@adingdtheNS 2 F
device to the corresponding network. fact, it is even possible to ake an interface known

G2 GKS O0AYRAYy3I GKIG R2Sa y2i &SG SEAalD L
becomes available.

As discovery bindings are needed for the discovery of devices, devices and services also need
bindings to be reachable fametadata requests, operation invocations etc. The concept

behind these bindings in JMEDS is very much analog to that behind the discovery bindings.

As discovery bindingsi KS &2 OFfft SR a02YYdzyAOlIGA2Y OAYR
automatic bindings. & example, if a devices gains reachability through one if its-auto
bindings (an interface becomes available) JMEDS takes care of the logistics of changing the
devices metadata and making this change public (in case of DPWS it, for example, sends a
new helo message).

3.3.4.2. Client

The most important entity in JMEDS on the clignhA RS A& (GKS Yefaalty Of A S
d ASydéeéoao LG 2FFSNAR FoAfAGASAE G2 FOOGA@Ste as
new devices that appear on the network (i.e. wheteiving a DPWS hello messagée

Of ASy (i dizao8eiyo Xi KB A o Joatgoing dgcBvergiy’ T 2ahcepts(presented in

the previous sectiojto provide these abilities. When a search in a network is successful or a

new device appears on the netwqrk device reference is provided by JMEDS. It is important

to remark that a device reference does not contain any device metadata initially. This
metadata is obtained only when an actual device (technically a device proxy) is requested

from the device refegnce. This segregation between discovery and metadata exchange
exists in many of the supported technologies such as DPWS and UPnP. Even if the
segregation does not exist in the technology (for example, if there is only a limited number

of profiles and thos are all present on the client sides it is the case in BT) the JMEDS API

has proofed to be appropriate.

A device on its part can be asked for a serveference, whichn turn can be asked for an
actual serviceAgain,the further metadata exchanges itriggered by the request for the
service on the reference.

The services can be asked to provide operation proxies and event source proxies. These can
be invoked or in case of thevent source can be subscribetio receive events an event sink
has to be povided. The address of which is included in the subscription message. An event
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sink must be reachable for connections from the corresponding event source. It is a special
kind of binding.

3.3.4.3. Security

To foster easier understanding of the basic structuthe security support was omitted in
the previous sections. JMEDS supports authentication, authorization and encryption. This
section will focus on authentication and authorization to some extent.

It is possible for every device, service, operation and egentce to be configured to take

0KS dzaSNDa ONBRSyidAlfa FyR GKS gle& 2F 02YYdzy
or to disallow the request (authorization). In JMEDS the authentication information on both

client and device/service side is storeddnfONB RSY G Al f Ay F2¢ 2m2SO00ad
example,as parameters when invoking an operation on a service reference. They can
contain user name/password combinations or digital certificates. Another concept used in
Wa95{ Aa UGUKS &¥O0dMuzA & ( $iPTHONBERFRO X12tdzi 32 Ay =
AYVF2NXYIEGAZ2YE 20 2S5 0 sidephe hatyer afeised tB SaiblEhs refWSINIIA O S
interfaces that are to be used for discovery (e.g. hello messages, resolve messages, etc.). The
former is sed to optionally sign outgoing discovery messages and more importantly enable
secure (SSL/TLS) connections between clients and devices, services (encrypted metadata
exchange) and operations (encrypted operation invocations).

3.4. Privacy and data security

A swtem with the aspiration of BaaS will collect, store and process data from the
environment as well as data about individual persons. In particular, this includes sensitive
data with need for protection. Therefore, security considerations have to be takien i
account in the BaaS system design. Where personal data is handled by the system, privacy
aspects need to be examined.

3.4.1.Data security

For designing secure distributed systems, Anderson identifies four elements to be subject to
analysiq488].

First, the securityolicy defines intended goals. Security policies are abstract rules a system
needs to fulfill. One way to define these is to model threats to the assets considered
valuable and determining the appropriate protection rules.

A policy is implemented bgnechanismswhich are the concrete method used to achieve
goals. An example could be requiring a secure channel protecting and authenticating
communication content and implementing it with the transport layer security protocol (TLS).

Assuranceconsiders the appropriat amount of confidence to be put in a mechanism, in
order for the security analysis to reflect the actual properties of a deployed system in
adversarial conditions.

Lastly, complex systems involving multiple stakeholders or individuals need to ensure that
the actors as modeled in the system design reflect the actual interests and behavior of
individuals in the deployed system. To reach this gioakntiveshave to beappropriately
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engineered. This ensures that any attacker actually has to defeat the se@alicy as
designed and cannot simply circumvent it.

One common requirement for security mechanisms is to provide secure separation of data
accesswhile transiting less trusted systems. This goal can be addressed with the concept of
attribute based engmption [89]. In contrast to secresharing pproaches, where multiple
parties have to cooperate, there the goal of attribute based encryption is to isolate
decryption power to the appropriate parties, comparable to role based access control. Such
systems allow specifying attributes, where only thdites labeled with a specific attribute

may decrypt a ciphetext.

3.4.2.Privacy strategies

For IT systems that handle user information, data protection laws apply in many countries.
Considering privacy implicationfrom early development phases prallows creating
systems that fulfill their functional goals while maintaining privacy properties.

Relevant influences to privacy properties not only arise from storage and processing of
personal data, but also from the power of combining data from mutipburces to infer
properties not directly visible from a single source. This fact indicates that a high level of
diligence is required in analyzing such systems.

Based on an analysis of European data protection legislation, OECD guidelines and the 1SO
29100 privacy framework, Hoepmann identifies eight design strategies for designing privacy
preserving IT system®0]. These stragies aim to help fulfill privacy principles and the
respective requirements. They can be grouped in data oriented and process oriented
strategies.

Data oriented strategies:

Minimize: The minimization strategy demands that only the minimally possible amofin
data shall be collected, stored and disseminated. The principle of proportionality should be
applied in the design.

Hide Personal data and relationships between data shouldhidelen This strategy suggests
not making data accessible to other entgjevhere it may not be needed. For example, the
creation of identifiers should be scrutinized in order to reduce likability.

Separate By separating and compartmentalizing data processing, the profiling of persons
can be impeded. When possible, data shdudprocessed locally.

Aggregate Data should be processed at the least possible detail in which data is still useful.
The amount of aggregation directly influences the sensitivity of the data.

Process oriented strategies:

Inform: In order to provide trangarency, individuals should be informed which information
about them is processed. Any distribution to third parties is to be disclosed as well.

Control In complementing the information strategy, individuals need to be able to exert
their will about the &ct that data is processed. Without information, control has little
meaning. In the same vein, information without control has little practical impact.

Enforce A privacy policy should exist and be enforced, e.g. by technical protections and
organizationaktructures.
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Demonstrate The ability to actively show compliance to a policy by demonstrating the
expected behavior shows that the implementatiorfusctioningcorrectly.

These strategies formulate very generic approaches to deal with common probletims in
processing of personally identifiable data. In general, not all of the strategies can be applied
to a given situation. Applicable strategies have to be identified and combined to establish
privacy properties in a system. These strategies are of usieet®aaS system, e.g. where a
smart building may add value by identifying specific users or storing information about these
users in order to provide tailored services to them. This kind of information would need to
be protected from abuse.

3.5. Secure Authoriation using OAuth 2.0

In device networkssuch as building automation networks or the Internet of Things (loT),
secure communication is going to become a quite crucial issue. In particular, it has to be
ensured that the access to resources (data, APIs) ein. devices is controlled, i.e.
unauthorized access to these resources is prohibited. General access control includes the
elements authentication, authorization, access approval and accountability. A more narrow
definition of access control is focusing ancess approval. In this case, a system has to
decide whether to grant or reject an access request issued by an already authenticated
subject. This decision is usually based on an authorization model that describes what
resources an individual subject arole that the subject may assume is authorized to access.
Authentication and access control are sometimes combined into a single step where the
access to a resource is automatically granted if authentication has been successful or if an
appropriate anongnous access token has been presented.

OAuth is an openrptocol for allowing secure ARKrvice authorization from desktop and
web applications through a simple standardized methOduth provides client applicatns

a secure delegated access server resurces on behalf of a resource owner. It provides a
mechanism that allows resource owners to grant third parties access to their resources
(usually hosted on a Web server) without sharing their credentials with them.

3.5.1.Introduction

In the common clienserve authentication model, a client requests access to a protected
NBEaz2dzNDS o6& LINBaSyuAy3a GKS NB&a2dzZNOS 246y SNDA
the server. To facilitate access to protected resources for thady applications (or

devices), the esource owner has to share its credentials with that third party. This kind of
procedure has quite a few drawbacks as listed below.

9 ¢CKANR LI NIG& FLIWXAOFGA2Yy A dzadzZlft@& ad2NB (K
presumably in clear text.

1 Servers have to support password based authentication which has inherent
vulnerabilities.

1 Third party applications get full access to the protected resources; usually, there is no
way to limit the duration or scope of that access.

1 Resource owners are nobke to revoke access from a particular third party without
revoking access from all third parties because the password must be changed.
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§ If any third party is compromised, the eiza SN & LI da62NR |y R | ff
that password are compromised.

OAuth offers an alternative way to authenticate an application or device to a service. It is a
security protocol that allows users to grant thipérty access to their (web) resources
without sharing their passwords. The heart of OAuth is a security tek#mlimited rights

and limited lifetime. If supported by the infrastructure, a user may revoke that security
token at any time and thus prevent further access. As each client obtains a different token,
revocation of a token does not affect any other ctien

h! dzi K &dzLJlJl2NIia GKAa aRSES3IFGSR | dzi KSYGA Ol GAs
called an "access token." To obtain access to a resource, the web app has just to present that

kind of token; no other credentials are required. An OAuth token givesclient access to
oneAPI on behalf obneuser.

Figure 10 illustrates with an example how data can be shared with an application using
OAuth 2.0: The user providése application (Game) with a token that allows it to access the
dzZaSNRa RFEGF 2y GKS &SNIWISNJ oCl 0S62210

Log into game via
Facebook

‘] . Game
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|

Access user data l

v

from Facebook.

Facebook

Figurel0: Example of how OAuth 2.0 is used (frd@il])

The mechanisms of OAuth can be transferred to the I0T by providing an 10T device acting as
a client with an access token that allows it to access the data on another 10T device acting as
a server. No user must be involved in that kind of scam the client device itself requests

the access token from an authorization server using its own credentials.

OAuth is already used by a large number of majdeb players: Amazon, Dropbox,
Facebook, Twitter, Google, Flickr, GitHub, Instagram, Linketi8pace, PayPal, Xing etc. A
more complete list of OAuth service providers is given by Wikidéaia

Information, documentation and code regarding OAuth 2.0 is provided on the OAuth
Community site[93]. An introduction to OAuth 1.0 is also available th§®d]. There are
several tutorials on OAuth 2.0, for instan@d] or [95], a video tutorial in 8 lessons.

Recently, several books on OAuth 2.0 have been published or will be in the near future: A
guide to OAuth 2.0 for beginner®6], a comprehensive guide to OAuth 2.0 providing
practical information for building clients and servggs], and several eBooks on different
aspects of OAuth 2.[®8]¢[100].

3.5.2.0Auth 2.0 Architecture

In the following, the architecture and communication scheme of OAuth are explained.
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The OAuth architecture is based on the following roles / entities:

1 Resource OwnerAn entity capable of granting a&ss to protected resources. The
resource to be shared is usually data owned by the resource owner, but can also be an
API providing access to some service. The resource owner may either a person or an
application. OAuth 2.0 allows both possibilities.

1 Resouce ServerThe server hosting protected resources. It is capable of handling client
requests asking for access to the protected resource. In particular, it must be able to
verify the validity of the access tokens presented with the request. This mayéaelu
check if the token has been revoked since it has been issued.

1 Client Application An application making protected resource requests on behalf of the
resource owner and with its authorization. The request includes an access token which
is presented tdhe resource servernpviding the protected resource. If the access token
proves to be valid, the application gains access to the resource.

1 Authorization Server The server issuing access tokens to the client after successfully
authenticating the resource@wner and obtaining authorization. Authorization server
and resource server may be collocated on one machine. The OAuth 2.0 specification
does not describe how the two servers should interédhey are separate.

Resource

Server
Resource Client : -
Owner Application
.
A

- :
o T

Autharization
Server

Figurell: OAuth 2.0 roles as defined in the specification (frd8i])

Figurell shows the rolefentities used by OAuth and the relationships between them. In
case of device networksuch as building automation systems, the application acting as
client is hosted on an embedded device and usually has its own schedule when to access
another embedded dvice acting as a resource server; a resource owner is usually not
participating in the procedure.
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Figurel2: OAuth 2.0 authorization sequence (frof@1])

Figurel2 describes the sequence of interactions required to obtain an authorization grant
and steps are listed below.

1.
2.

8.

9.

The resource owner (user) accessesdahent application.

The client application advises the user to login to it via an authorization server, and
redirects the user to such a server. The client application provides its ID to the
authorization server to inform him who requests access to thaeuted resource.

The user performs a login via the authorization server. After successful login, the user
is asked if the client application should be granted access to the protected resource.
After granting access to the protected resource to the clegoplication, the user is
redirected back to a specific redirect URI of the client application that it has
registered previously at the authorization server. Together with the redirection, the
authorization server sends an authorization code.

When the rediect URI in the client application is accessed, it connects directly to the
authorization server.

The client application sends the authorization code along with its own credentials.

If the authorization server is ready to accept these values, it sends an access token
back to the client application.

The login procedure is reported to be complete.

The user can now access the client application to request an action on the resource.

10. Theclient application can now use the access token to request the protected

resource from the resource server.

11.The resource server validates the access token. If this is successful, the resource

server returns the resource to the client application.

12.The climt application can now present the obtained resource to the user.
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3.5.3.0Auth 2.0 Standards

Work on OAuth started around 2006 as a complementary activity to the definition and
implementation of OpenlIP101]. In April 2007, a discussion groupsaaeated to write the

draft proposal for an open protocol. On October 3, 2007, the OAuth Core 1.0 final draft was
released102]. After the decision in November 2008 to bring OAuth into the IETfufther
standardization work, the IETF OAuth Working Grd)8] was started. The working group
already released a numbef RFCs:

T wC/ pynd G¢KS h[lodpi K mdn t NPG202fF ¢

T wC/ cTtnd a¢KS h! dziK HHWO5]! dzi K2NRT I GA2Yy CNIY
T wC/ ctpn G¢KS h!dziK nwon ! dzi K2NJIDE GA 2y CNIY
T wC/ cymep ah! dziK won ¢KNBI G [B0RSE FyR { SOdzN

OAuth 2.0 differs considerably from OAuth 1&hd there is no bakward compatibility.
OAuth 2.0targetsto simplify client development while offering specific authorization flows
for web applications, desktop applications, mobile phones, and living room devices.

The IETF working group is still active and working onnabeu of Internet drafts. The titles

of the active working group drafts are given below; the full list of drafts is available on the
status page of the IETF OAuth working grfilGs].

OAuth 2.0 Token Revocation

OAuth 2.0 Dynamic Client Registration Protocol

JSON Web Token (JWT)

JWT Profile for OAuth 2.0 Client Authentication and Authorization Grants
SAML 2.0 Profile for OAuthO Client Authentication and Authorization Grants
OAuth 2.0 Message Authentication Code (MAC) Tokens

=A =4 -4 -4 -4 -4

3.5.4.OAuth 2.0 Features

This section describes major features of OAuth 2.0 that discriminate it from OAuth 1.0.

3.5.4.1. Specific Authorization Flows
OAuth 2.0 providespecific authorization flows for particular types of clients and use cases.

1 UserAgent Flow for clients running inside a usagent (e.g. a web browser).

1 Web Server Flowfor clients that are part of a web server application, accessible via
HTTP requests. This is a simpler version of the flow provided by OAuth 1.0.

1 Username and Password Flowsed in cases where the user trusts the client to handle
its credentials but sfil does not allow the client to store its username and
passwordOnly applicable ifthere isa high degree of trust between user and client.

1 Client Credentials Flowthe client uses its credentials to obtain an access token. This
flow supports what is knowras the 2legged scenario. This flow is appropriate for
authorization in the device networks like building automation systems.

1 Assertion Flow the client presents an assertion such as a SASHcurity Assertion
Markup Languagegssertion to the authorizabn server in exchange for an access
token.
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3.54.2. Bearer tokens

OAuth 2.0 provides a cryptograpifiee option for authentication that is based on existing
cookie authentication architecture. Instead of sending signed requests WsdygdHash
Message Authenticath Code HMAQ and token secrets, a stalled bearer token is used as
secret. Any party possessing such a bearer token can use it to get access to the respective
resources (without the need of a cryptographic key). To prevent misuse, bearer tokens need
to be protected from disclosure in storage and transport. Bearer token pamiscan be
secured by using HPE exclusively.

The advantage of this approach is that if HTTPS is used for secure transport in a system, no
other cryptographic mechanism beside theafdsport Layer Security (TLS) protocol is
NEIljdZANBR® | 26 S@OSNE &a2YS LIS2L)X S O2yaARSNI (GKA:
Fff @2dzNJ SAFW8AY 2yS ol aisSise

3.5.4.3. Shortlived tokens with longlived authorizations

Instead of issuing a long lasting token (typically good for a year or unlimited lifetime), the
server can issues a shdited access token and a longelivrefresh token. This allows the
client to obtain a new access token without having to involve the user again, but keeps the
lifetime of access tokens limited.

The advantage of shatived access tokens is that no complicated revocation mechanisms
are required to withdraw a granted authorization from a client.

3.5.4.4. Separation of roles

OAuth 2.0 separates the role of the authorization server responsible for obtaining user
authorization and issuing tokens from the role of the resource server responsible for
handing API calls. In contrast, OAuth 1.0 does not distinguish between the roles
authorization server and resource server.

This feature is of some relevance for device networks as it simplifies the implementation of
the resource server (that actually may begaite small device) by outsourcing the task of
authorization to a separate authorization server (that may be a larger computer).

3.5.5.Relevance of OAuth for BaaS

OAuth is an access control mechanism for clients accessing resources on Web servers that
recently @uined a lot of attention. The OAuth 2.0 Framework offers alternative flows that
open OAuth for new types of scenarios. In particular, client credential flowsg(ed
scenario) seem to be applicable for device networks as building automation systems.

While there is some criticism regarding the security level and the complexity of the OAuth

2.0 specification raised by the former OAuth working group leddé®], it is generally
considered as a sufficiently secure authorization and access control mechanism. In
particular, if combined with the HTTR®otocol, whichA & A Y ONBIl aAy3afteé O02YY
Web infrastructures, no other cryptogphic mechanism beside TLS (upon which HTTPS is
based) is required.

For these reasons, several authors recommend use of OAuth 2.0 for the Internet of Things
(IoT) and its Web based implentation, the Web of Things (WoT). These works are briefly
overviewedbelow.
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uses OAuth 2.0 as access control mechanjs@8]. Another extension of BACnet, the
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This denonstrates that OAuth is considered to be suitable for the WoT in general and Web
based Building Automation Systems in particular. As OAuth has also been adopted by
extensions to the BACngt seems to a reasonable choice for the BaaS project as wadlisTh
emphasized by the fact that the combination of OAuth and the CoAP protocol has already
been investigated.

3.6. Functional Safety and Reliability in Service Systems

Due to the fact that different devices and components are spread across buildings
obvious to think of BAS as distributed systems. A further abstraction or perspective is to
assume BAS as service systems where each device and component is represented by
services.

Due to BAS controlling the environment where people live respectively wasknecessary

to impose requirements on the behavior and quality of the underlying system. Another point
requesting functional safety and reliability in service systems is the apparent complexity
arising from applying a service system in the field ofdag automation where various
services are combined to control respective parts of buildings. Without any requirements on
the involved servicest is not possible to assure certain qualities of such a complex service
system.

However, fard requirements fo functional safety, reliability and predictability, however, are
in contrast with the flexibility, dynamic adaptation and dynamic configuration properties
which are typically achieved with servioeented architectures. Applying service systems
for building automation therefore needs approaches which successfully can bridge that gap.

The following subsections give further background about

1 metrics

1 safety and reliability related standards

1 common principles and requirements

1 common methods targeting safetyd reliability

The last subsection gives a short overview of approaches and ongoing work in the building
automation domain.

3.6.1.Metrics

The functional safety and reliability is accordind1a4], [115]quantifiable by the following
parameters:
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1 Error Probability: Probability, that a system running erdnee at the beginning
becomes erroneous after a certain period of time

1 Probability of SurvivingProbability, that a system running errinee at the beginning

works without any error until a certain point of time

Mean Time to FailureExpected value of time until first occurrence of an error

Failure in Timedescribes the proportion of failing cqgronents relating to the number

of working components during a certain time interval

1 Availability: Probability, that a system is running free of errors to any point of time; this
parameter is relevant for systems being considered as guarded by an error treatment
transferring the system after occurrence of an error to an efree state

E R

3.6.2.Failures and Eors affecting Safety and Reliability

As stated by[116], [117] there are different causes resulting in ersprone systems.
Basically the safety and reliability of systems is affected by failure of laadi software,

errors in software and wrong manual user intervention. FailuresaofHand software can as
well as errors in software be subdivided into random and systenhtic].

Echtle describes if114] the causes of failure in detail. Failures emergéer during design
time, production or runtime, which can be differentiatedcording tq114] as follows

1 Design TimeSpecification, Implementation and Documentation Failures

9 Production:no further differentiation

1 Runtime: Faultbased Attrition-based, Random Physical, User Intervention and
Maintenance Failures

3.6.3.Safety and Reliability Related Standards and Guidelines

Safety and reliability related standards are mentioneds@veralpublications[117]c[121].
The following standards give several guidelines and procedures how to achieve a certain
level of safety and/or reliability.

1 ISO 26262This standard has been developed for functional safety in road vehicles. It is
the successor of the IEC 61508e ISO 26262 standard is divided into ten volumes
describing: 1. Vocabulary, 2. Management of functional safety, 3. Concept phase, 4.
Product eevelopment: system level, 5. Product development: hardware level, 6. Product
development: software level, 7. Production and operation, 8. Supporting processes, 9.
Automotive Safety Integrity Level (AStiented and safetyoriented analyses and 10.
(Informative) Guidelines on 1ISO 262@28], [121]

Volumes 46 contain comrmon methods for the system development process, which
might be adapted and interesting in the development of a complex distributed system
as targeted in the BaasS project.

1 IEC 61508The IEC 61508 is the standard the ISO 26262 standard is derived froe. It is
crosssector generic guideline for safetglated systems. It is as well as the ISO 26262
divided into several parts. The first four parts are normative and form the actual
guideline whereas the last three parts have only an informative character. Part
describes common principals which should be followed if no domain specific standards
exist. It covers the whole lifecycle of a saftetyated system. Part 2 contains guidelines
concerning hardware aspects. As part of the overall lifecycle a safetycldefry the
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hardware levehas to be definedPart 3 comprises techniques and methods how safety
related software should be developed and documented. Moreover are the known
safetyintegrity levels (SIL) described in this part, which are a method to gain
requirements for the development process and the software architecture. The last
important part 4 is a glossary including all terms and abbreviations used in the standard
[119], [120]

7 DIN EN 61508 (VDE 0803)his standardis the German version of the IEC 61508
described beforehan@l17].
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requirements specification, safety analysis and safety validdfiaf]. Similar to & the
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1 VDI/VDE 2184A more specific standard targeting fieldbus systems is the German
guideline VDI/VDE 2184. Due to fieldbus systems being the core infrastructure in
building automation systems, this guidelisbould be considered developing the BaaS
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fieldbus systems in industrial automation areas demanding regarding safety and timing
behavior. The lifeycle model and geneltg activities relating to functional safety are
FOO2NRAY3 {1200 L9/ cmpny ®¢

. Common Criteria ISO/IEC 15408s described ifil22]A & G KS 7/ 2YY2y [ NR G S

basis for evaluation of security properties of IT products and systems. CC specifies a set
of requirements for the security functions of IT produetsd systems. Additionally, it
gives requirements for assurance measures applied to the security functions during
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together knowledge and experience of the design, use, incidents, accidents and harm
related to machinery in order to assess the risks posed during the relevant phases of the
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3.6.4.Common Principles

The respective literature gives several answers on how to achieve functional safety and
reliability in service systems. Following the subsequent principles the operation of
dependable systems can be supported.

1 Error and failure detection through suitable monitorifif4]

Assurance of an emergency mode in case of errors and fa[lL2d$
Avoidance of mistakes during all the phases of the systersyifee[117]
Prevention, tolerance, removal and forecasting of faults and thrgaS]
Redundancy of important and inalienable system compon§iitg]

E R N

In [114], Echtle structures the field of dependabilityinto measures, impairments,
procurements and analysis. Dependability is quantifiable through reliability, time to failure
and availability. These measures are influenced by errors and faults or failures. To verify the
dependability of a systenkchtle stées on one side verification and on the other side error
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forecasting as methods for the analysis of systems. Accordirjg1#) there are basically

two procurements covering the improvement of system dependability: fault avoidance and
fault tolerance. The field of fault tolerance is divided into fault specifications, redundancy,
fault diagnosis and error processing. The error processing includes different strategies to
handle errors and faults at system runtime to achieve fault tolerart #vs dependable
systems. A simplified version of the structure by Echtle is depictEadyurel3.

dependability
I
mess wes impairmants procurement analysis
\ \ ver ification
reliabilty efmor fault avoidance
fault, failure smror

forecasting

time to failure

gvailibity
fault tolerance

ol processing

|
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| fault model .
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3
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Figurel3: Dependability measures (fronil14])

3.6.5.Common Methods Targeting Safety and Reliability

There are many methods approaching and supporting safe and reliable systems. They follow
different ideas and thus are not mutually exclusive.

Habermann and Burton [118] propose to ensure safety in the process of system
development. This could be achieved through medeéed development. Moddiased
devdopment gives the ability to create a system model with specific constraints like safety

and reliability. Due to the automatic derivation of artifacts for the automatic system
management there is less probability of errors and faults which can occur throwsgual
development of the management system. A similar idea is stat¢tl] by Rodrigues et al.

gK2 gl yid G2 &adzLJLJl2NI  NBf Al 0Afthel ModeRBigeh 3y T2
Architecture (MDA). By doing this, [theg]m to contribute to the task of consistently
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Another way of improving the safety and reliability of sysseis to use certain guidelines for
the development of systems. As describedlifa7], [120], [122}here are different levels of
certain qualities to assure safety of developed systerSafety Integrity LevelS$(L),
Evaluation Assurance LevElAL) andPerformance LeveP(L). The guidelines should provide

a method to achieve a particular level of safety and reliability through the consideration
during the development phase.

Elzer descbes in[124] that the reliability of systems can be enhanced by using diversity in
the system infrastructure. The diversity can be applied to hardware, software, functional
aspects and operatingonditions. Through this approach and redundancy of components it
IS less probable, that the whole system stops working properly in case of failing components.

Another approach to prevent errors and faults is to use different analysis techniques as
descrbed in[116], [118] Biggert[116] follows a modebased approach. He proposes to use
the system models developed at design time to analyze certain aspects of the resulting
system.Habermann and Burtofil18] propose a modebased safety analysis as well. They
emphasize that the moddlased approach allows to automatically analyze defsncies
between different levels of the architecture and gives an opportunity to evaluate the system
safety or other properties. Another advantage is, that derived actions and measures can
directly affect the model and enhance the corresponding systenpenty. This analysis
method enables the combination of system design, specification, development and analysis.

There are more reliability and availability prediction methods which are summarized and
surveyed in[115]. Immonen and Niemeld define a framework based Mormative

Information Modetbased System Analysis and DesiyiM[SAD) to compare and evaluate

different prediction methods. According to their survey there is currently no approach
fulfilling all requirements they have considered during evaluation. Their main concern is that
GGKS &adz2NBWS@SR | LILINPF OKSA wX8 RAR y20 O0O2YYAl
(R&A)] requirements at any level. Therefore, they failed to define how R&juirements

could be transformed into different architectural decisions and how architectural decisions
O2dzf R 6S GNIOSR o0FOl G2 NBIdZANBYSyY(aodé

3.6.6.Related Work in the Building Automation Domain

Functional safety in the building automation domain has alrelaglgn approached among

others in[120], [122], [125], [127]

YFalySNI YR b2@l |1 &adzNIJS eandopdir gubwhhtfrequirdmentsii & a G
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the possibility of applying safetelated standards like IEC 61508, ISO 13849 and VDI/VDE

2184 to KNX/EIB which is an automatioetworking technology used in the building
automation systems without any safety suppff0].

Novak et al. present ifit22] and [125] how to engineer a building automation technology
taking safety and security into account. They focus on a-tifele model whie covers all
necessary steps from development to operation considering safety and security in all phases.
They point out that one main challenge is to harmonize the requirements occurring from
safety and security being in contradiction to each other. Teguirements derive from
hazard, threat and risk analyses which are part of thedjfedle model. As well as [420],

they follow the IEC 61508 standard.
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Dongbo et al. follow a different approach to functional safety describefllayY]. They
emphasize the common structeirof building automation and control systems and point out
that devices, the communication and controller components in such an infrastructure have
to provide and fulfill different functions for a safe and reliable system. They have a more
infrastructure-centric approach and argue in terms of reliability of involved components how
to achieve a safe building automation and control system.

3.7. OSGi

The focused development of software systems, meaning a focus on the implementation of
business logic without the redelopment of basic functits by reusing already developed

a paradigm that is explored in software engineering for a long time. The compbaset
software development has influenced this research and provides an approach where
comprehensive applicatits can be assembled of individual software components, provided
by various vendors, in a flexible way.

In the early stages, monolithic structured systems dominated the software world, but these
systems were then structured more and more figeined. Staed with the introduction of
layered architectures, the division into logically related components continued the trend,
until the division into components was achieved.

The idea to make the complexity of software manageable by decomposition into modules
was already described by David Parnas in 187Yf128]. In the componenbased software
development, however, the aspect of components commercial exploitation is increased. This
novel approach has thereby quickly achieved a high level of acceptance and market
relevance[129]. Thus, comprehensive component frameworks have been developed in
recent years, such as the CORBA Component Mdad@), the Component Object Model
(COM / DCOMN31], the Enterprise Java Beans and the OSGi framework.

The OSGi specificatioft32], realizd by the OSGi Alliance, follows the paradigm of
componentbased software development and defines a dynamic, semi@nted
component model for Java. It is a software platform that enables the dynamic integration of
independent software components (bured) and services (services). At runtime, the
components can be installed in the Framework, started, stopped and uninstalled without
restarting the entire platform. The individual components communicate with each other via
services. In this way, complex dgptions can be easily realized through the composition of
these components.

Originally, OSGi was designed for the use htadled Residential Internet Gatewajis33],
[134]. The platform serves as a central connection between hetereges irhouse
networks and theriternet in the field of building automation. Nowadays, OSGi is alsd use
for telematics and infotainment systems in the automotive figl@5], serves as the basierf

the Eclipse platfornj136] and is becoming increasingly popular in the field of telemedicine
[137].

3.7.1.0SGi Remote Services

At the beginning, the OSGi specification realized only a local comptaset platform
within the boundaries of a Java VM. Over time, however, more and more applications came
into exstence, in which communication between OSGi services of different platforms was
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desirable or necessary. But up to version 4.1 of the OSGi specification this was only realized
by research outside the official specification. One of the first distributed PBa@orms was
presented in 2005 within the Newton project, which enabled a distributed communication
based on the Service Component Architecture (SC23]. Rellermeyer's ®SGI[139] is
perhaps the most achieved attempt to transparently distribute services on several OSGi
platforms. ROSGi goes further first with a dynamic proxy generation refined with A8D]
bytecode generation and moreover with a transparent use of local and remote services. The
Comoros project took up this point and ddgped an OSGi middleware based on the DPWS.
In addition to the transparent use of local and remote services, legacy services could be
distributed without adaptation and, for the first time, native devices and services could be
used within an OSGi platforin a transparent manner. Other projects, such as Nyt ],

also allowed a distributed communication, but were changing the core of the OSGi platform
and were therefore not completelgompatible with the specification.

Parallel to this research the OSGi Alliance developed a specification for a distributed service
usage. The RFC 119 (Distributed O8@D] was the first release byhe OSGi Alliance. This
specification was taken up by the Apache CXF pr¢jed], which has since been regarded

as a reference implementation. In version 4.2 of the OS@peadium specification the
standard was eventually finalized under the name OSGi Remote Services. As a result, existing
projects, such as-RSGi and Comoros have been adapted to this specification. Since the
specification leaves much technical space, matifferent implementations of the
specification were developed henceforth. In the Tuscany project an SCA container serves as
the implementation of a distribution provider. Within Amdatu, multiple protocols,
serializations and discovery mechanisms were irmgleted. There are variants with HTTP +
JSON, HTTP + JavaSerialization for protocols and serialization and with SLP, MulticastDNS
and Hazelcast for the discovery. The Eclipse Communication Frameworkld&Tfcused,

apart from the synchronous communication, especially the asynchronous coroatiom

and thus developed a Remote Event Admin. Another special type of commanida
presented by Ibrahim eal. [145]. Here requests are collecteahd are transmitted bundled

to the client side. In that way, the communication overhead should be reduced in
environments of embedded systems. Further implementations of the standard remote
services are realized in the Corbased Service Oriented FramewdSOF), the Karaf project

and the Fuse Fabric project.

3.7.2.0SGi Device Integration

In addition to the distributed communication between OSGi platforms, the integration of
services and devices of third party technologies is of key importance for the OSGi
environment. Due to the original orientation of OSGi as Residential Internet Gatethiays
device integration was an integral component of the platform from the beginning. Within
the Device Access Specification the handling of devices is specified. The specification
describes the discovery of devices, the subsequent linkage with the @&@work, as well

as the downloading and installation of drivers at runtime to support agiog capability of
devices. Currently tere are a number of Base Driver implementations for different
technologies. The UPnP Base Driver can be considered asfénence implementation of

the specification and is now part of the OSGi Compendium specificftidi]. Similar
technologies are supported with the publication of the DPWS Baisei)t47] and the JINI

Base Driver. Within the research project GiraffPlus, part of the AALOA initiative, the ZigBee
technology support was implemented which is highly relevant especially in the area of
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ambient systems. Further Base Driver implementations exist for the technologies Bluetooth,
USB and Tmot§l48]. Within the OSAmI project, a novel device integration concept was
developed by extending the Device Access Spatidit to encapsulate the services
functions as services in terms of a servaceented architecturg149].

Out of the specification are projects like 10TSys, a work of the University of Vienna, that
provides a complete protocol stack for the integration of buigdautomation systems in the
Internet-of-ThingsWorld [150], [151] The Eclipse project SODIA2] is also based on OSGi

and addresses the same problem like the OSAmI Device Integration. SODA is not compatible
to the Device Access Specification but introduces a &yarchitecture which allows
apphing SOA principles, e.g. themposition of services.

3.8. RESTful Web Services

Representational State Transfer (REST) was developed as a way of evaluating architectures

of distributed network applicationfl53] by Roy Fielding for his Ph.D. Th¢&B4]. Most of

the information on REST in the beginning has been like best practices and has been
distributed mainly through informal communication channels such as email lists. Leonard
WAOKI NRR2Y QY Wwyzo0@Qa 02271 a[ds3){hasFtozn the $irst { S NI
comprehensive book on the principles and definitions of Representational State Transfer,
Gwo{ ¢aFadgfsy S YR AdGa FLIWX AOFGAZ2Y (2 2S06 { SNIAOS:
In principle, Representational State Transfer (REST) is a general architectural style
independent of specific protocols. However, REST is more or less exclusively used in the
World Wide Web and the Internet. In sensense, REST is providing a machéaglable web

compared to the humameadable web we know from our everyday interaction with the

World Wide Web. Consequently, REST is usually connected with HTTP.

3.8.1. Architectural Constraints
REST has the following archii@@l constraints (collection is based {ib5]):

1 Clientserver communication: The communication according to REST follows a strict
client-server model. This leadsto @8 NA OG aSLI NI GA 2y 2F Fdzy Ol Az
AyadlyoSs aSNWUSNE FNBE 02y OSwHshs Re abicérded R (|
GAOK GKS dza SNJ Ay ( S NI is€bvSrinodel SipigveNFortabiliydnd QG @ ¢
scalability.

1 Statelessnss: No client context is stored on the server between requests by the client.

This means, that no state about the client is stored on the server after the request of
the client has been handled. This requires -sigécriptive requests, which allows to
distribute multiple, successive requests of a client to different servers with the same
functionality. Statelessness improves scalability and reliability.

1 Cacheability: Responses are explicitly marked as cacheable aracbeable. Cacheable
responses can bdis2 NER Ay AYUOGSNNXYSRAIFGS RSOAOSa 04Ol
client. Cacheability improves scalability and performance.

1 Layering: The client connects with the server. The actual communication, however, is
transparent to the client. The client may lkato the server directly, or to an
intermediary along the path, to a server farm for load balancing, to a cache or to any
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other device on the WWW that provides the required server functionality. Layering

improves scalability, reliability, and performance.

1 Uniform interface: The uniform interface between client and server simplifies the
communication between clients and servers. It decouples the two important
architectural componentsg clients and servers; from each other so that both
components can evolvadependently. There are four guiding principles for the uniform
interface:

o0 Identification of resources: Individual resources are identified in requests by
Uniform Resource Identifiers (URIs). The resources themselves are conceptually
separate from theirepresentations in the response to the client. For example, the
server does not send its database but some description in a standardized way (e.g.
HTML, XML, or JSON).

Manipulation of resources through their representations
0 Seltdescriptive messages: Evergessage contains all the information that is

necessary to describe the required processing of the message.

0 Hypermedia as the engine of application state: clients make state transitions only

through actions that are dynamically identified within hypermefilan the server.

A client does not assume availability of any other action for a particular resource
beyond those described in representations previously received from the server
(plus simple, fixed entry points to the application on the server).

1 Code ondemand (not mandatory): Servers can temporarily extend or customize the
functionality of a client by the transfer of executable code such as Java applets or client
side JavaScripts.

(@)

Applications and services conforming to the architectural constraintsE$TRare called
Gwo9{ ¢ FdzZ ¢d hNI GKS 20KSNJ 61 & NRdzyRZ |y I LILIX AC
if it violates any of the architectural constraints of REST.

3.8.2.General Principal and Concept

REST can be considered as a-dedigned Web applicatiofi55]: The user (client) is able to
connect to a network of Web pages (on the servers) in order to progress through an
application by selecting links leading to the n¥¥eb page which is transferred to the user
and rendered for his use. The selection of a link corresponds to a state transition of the
application, and the next Web page represents the next state of the application.

REST in the WWW uses HTTP for the contation between client and server. However,

Gwo{ ¢FdzZf ySaaé¢ Aa yz20 | LINR G202 f odzi Ly I
architectures can be developed with any set of protocols that is able to fulfill and is following

the architectural constraints of BST as given $18.1

HTTP provides all the necessary means for setting up a RESTful distributed Amtsentk
application in the World Wide Web. Moreover, HTBPai native protocol of the WWW
leading to a natural integration of REST into the WWW.

REST is simple and wadfined. Simplicity and lack of unnecessary features are its strength

and power[153]. It is using the basic web protocols such as HTTP. This makes RESTful
ASNIAOSaAa o0SAY3I LINI 2F GKS F153p(or luphindiosdrtRe 2 ¥ 2d
Web).
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3.8.3.REST applied to Web Services

A Web Service API is called RESTful if it adheres to the REST architectural constraints as given
in 3.8.1 A RESTful API is defined according to the following aspects:

1 Base URI
1 Internet media type such as JSON or XML
i Standard HTTP methods: GET, PUT, POST, DELETE
1 Hypertext links to referece
0 state of the application on the server
0 resources

3.8.4.Application Examples

Weltknown applications on the WWW, that are RESTful, are Amazon and Google Maps
[153].

3.9. Efficient XML Interchange (EXI)

Efficient XML interchange is a binary format for XML. It has the status of a W3C
recommendation since fdof March 2011, is available in the second edit{d56] since
February 11 2014 and has been proded by the EXI Working Group. The general approach
of EXI is to encode most probable content of the XML documents with less bits, which is
similarto the Huffman encodingl57]. The process of generating and parsing EXI is state
machine based. The corresponding state machine is calleGEXimar and it eflects the
XML:schema that is used. In which way this grammar is build depends on the selected mode
of EXI. On the one hand there is the schenfarmed mode where the grammar is
generated out of a XMBchema document. If the mode is additionally settricsthe EX{
Grammar cannot be changed during runtime. In some cases however it could be useful to
handle unexpected elements. Then the rstnict mode is to be used. In this case unknown
XML elements are added to the EXlammar when they occur. On theéher hand there is

the schemdess mode. In this case the E3tammar is generated only by a set of XML
documents and is still extendable during runtime.

schemainformed schemainformed

schemaless

strict non-strict

Grammar

compressed \ Byte aligned Byte- aligned Byte aligned
Bit- and Byte Bit- and Byte Bit- and Byte
uncompressed ) . .
aligned aligned aligned
deviation of the EXI Ves No Ves

Table4: EXI format modes

A concrete EXI format is called £5tleam. The structure of an EXI file is only determined by

the state changes. The occurrence of state changes or other specific content elements is
called EXEvent. Therefor the EX8tream consists of EElvents and theelated content. In

EXIitis possibleto sendthe XSy Ga FyR GKS O2yaGdSyd Ay &aSLlI
have to follow each other directly. This makes it possible to apply additional generic
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compression algorithms on the stream to reduce theesmore effective because of
repeated EXEvents. This mode is called compressed which uses the IETF standardized
RFC1951158] deflate algorithm. In contrast there is a mode called uncompressed where
the encoded EX$tream is send without compression.

For confusionthe uncompressed mode does not mean that there is not the possibility to
reduce the file gie. Most systems using byte as smallest possible storage unit, which means
a number from 0 to 256 can be stored. But for most states in argEimar there are less
than 256 possibilities to go on. For this purpose there is-allghed mode which allowsXI

to move away from bytalignment. In this way EXI only uses the number of bit suitable for
the number of possible events which, together with the fore mentioned Huffman coding,
reduces the size of the stream. [159], EXI is compared to other generic and XML
compression algorithms and shows much better size reduction in DPWS andewete

XML documents.

Beside the compact message sizes of EXI that provokes, e.g., the reduction of network
traffic, EXI messagese quite simple and fast to process as well as have a very low memory
usage. This is justified by the fact that EXI operates on a set of simple grammar structures
which reflect, e.g., a given XML Schema definitiBigure 14 shows an EXI grammar
construct that represents the weknown SOAP framework. This grammar is built by the EXI
options schemanformed, strict, and bHaligned.

C
EV(0) EVO
(‘ EV()
T~
.

Header
EV(1)

Figureld4 Sample EXI grammaEfvelopegrammar) of the SOAENvelope framework

The start state corresponds to the optional element of theaderelement in the SOAP XSD
definition by the transitions with the event cod&/(1Header elemat is present) andeV(0)
(Header element is not present). To illustrate the simple encoding mechanism of EXI let us
consider the following message snipped

FOY@St2LSHsr 1 SFRSNH X fkl SFRSNHf. 2ReH

EXI would start to apply thenvelopeoot element to a defaultoot grammar whichtypically
reflects all global elements defined in the XML Schema. Let assume the transition to the
Envelopestate is assigned with the event code EV(00). Next, we go t&nkelopeggrammar

which is shown irFigurel4. Since theHeaderelement is present in the snipped, we follow

the transition with the event code EV(1). So far, we only spend 3 bits to represent the SOAP
framework:

nn M X
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This already shows how efficient the EXI format is. Since EXI is compliant to the XML InfoSet
[160], we are also able to operate direct ¢time EXI stream to retrieve the XMiased date.
Furthermore, EXI is a typevare encoder which enables us to directly use the values in the
applications without any type conversations suchsasgto int etc. Based on this benefits,

EXI is very suitablend feasible in environments which are based on constrained resources
such as from microcontrollefg61]. In that context, the W3C EXI Profil&2] can be applied

to optimize the memory usage at runte.

When using EXI it must be noticed that EXI Specification does not define a mandatory
mechanism to negotiate or exchange ftammar or used scherdocuments to ensure
that the communication partners use the same-BEXént encoding.

There are several EXnplementations that can be found such as

1 EXlficient[163] is an open source Java implementation for EXI encoding, parsing and
Grammar generation

1 uEXI[164]is an open source EXI parser written in C aiming at a small footprint as well as
exip[165]

1 bhardexi [166] is a to be published hardwareabed EXI parser with significant
performance increase compared to software implementations.

1 openexi[167]is a project to develop open source EXI implementations where the java
implementation is currently available and a C# version is in progress.

3.9.1.Relevane of EXI for BaaS

XML is a welknown, platformtindependent exchange format with the opportunity to model

the data content quite precisely with XML Schema definitions. However,-i@=girKML has

a negative impact on processing, memory, and bandwidth us@mee the BaaS project also
considers constrained embedded devices, EXI would be a good approach to support an end
to-end XMkbased messaging. Furthermore, this would also go in hand in hand with the
constrained application protocol (CoAP).

3.10Constrained Aplication Protocol (CoAP)

The Constrained application protocol (CoAP) is a protocol of the application layer. It is
intended to be used on constrained devices fieachine to machindM2M) communication

over IP based network&ince June 2014 CoABs been ratified as IETF Standard -RF%E2

[168]. COAP is already used in several research projecthieé area of sensor networks
[169][170]171] and the hternet of things(loT)[172]. CoAP is very similar to the Hypertext
Transfer Protocol (HTTP) as sowikigurel5 but is adapted to resource constrained devices

and networks. Therefor it is a RESTful protocol that uses thekweln methods GET to get
resources, POST to modify them, PUT to create new resources and DELETE to delete them.
The methods are handled in a reggt response scheme in an asynchronous way. The
payload can be any text which includes JSON, XML, EXI and many more. Especially the
possibility to use CoAP together with EXI has a good perspective in the M2M communication
on constrained networks and deviegl73]. In contrast to HTTP, CoAP uses UDP instead of
TCP on the transport layer. This reduces the overhead that is made on this layer.
Nevertheless CoAP has the possibility to handle reliability, fragmentation and deduplication
of messages on its own if neededdditionally CoAP reduces overhead by coding the
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message header in a binary way. The efficiency is further enhanced by the possibility to
cache CoAP messages on less constrained devices by providing tg®laeader option.
Because of the similarity tBITTP there is the possibility of crgg®tocolproxies between
CoAP and HTTP networks to raise interoperability to other networks like the internet.

Proxy/ Cache
HTTP> CoAP

CoAP Clieni Server
Binary Header RequestResponse
Unicast/ Multicast Media-Types Unicast
UDP Methods TCP
Discovery (GETPUTPOSDELETE Methods
Eventing Response Codes (TRACEHEAD
Proxy Caching OPTIONSCONNEY

Proxy/ Cache f

CoAP>HTTP

Figurel5: Comparison CoABnd HTTR159]

In CoAP there are four types of messages that can be used. Thesmiafienable (CON),
non-confirmable (NC), acknowledgement (ACK) and reset (RST) messages. A CON message
contains a message ID. Those messages are resend if the sender does no receive an ACK with
the matching ID within an exponentially raising time. Dupdéidapackets are identified by

the ID as well. The response can be attached to the ACK message to reduce bandwidth. If the
computing of the response takes too long, it is also possible to send an empty ACK and later
on a new CON message with the respons®T Rhessages indicate that the given request
cannot be handled by the receiver. The alternative way is to send NC messages. A
communication that uses NC messages is connection less so the receiver does not need to
send ACK or even react.

Besides RFC 7252tie are some related standards (Ségurelo).

1 wC/ ccohon a/2w9 fAY] F2NXYIGE A& | wC/ aidl yF
fixed resource (ell-known/core) on CoAP servers which allows obtaining information
about the available resources hosted by a serVéiis includes size, resource type, path
and media type for each individual resource.

f wC/ Tcnm a/ 2!t 203&8SNISE chidéscribes the2podsilyflity ko9 ¢ C &
observe resources in a publish/subscribe approach by using a observe flag in the CoAP
messageheader. When receiving a request with this header option the CoAP server will
send notifications of changed resources to the dliddoth server and client can cancel
the subscription.

f wC/ Todn &/ 2!t INRdAzLI O2 Y Ydgyraldddd StanPlayde It A & T 2
specifies CoAP communication based on IP multicast. It provides guidance how CoAP
should be used in group communicatiorgeaddressing all devices in a room. Together
with the CoRE link format a device discovery can be realized.
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Furthermore there are a number of drafts related to CoAP which should be mentioned:

1 CoAP blockvise transfer (Draft 20)174] intends to enable CoAP to transmit larger
amounts of data. For thipurpose,data is segmented into blocks. CoAP blatge
transfer ensures that these blocks arrive and are handled in the right order.

1 CoAP HTTP mapping (Draft [11}5] specifies how an crogzrotocol proxy can translate
HTTP queries to CoAP queries and return respective results.

1 CoRE resource directory (Draft JIy6] defines mechanisms to employ entities that
host and maintain descriptions of resources held on other servers. This enables
resourcediscovery in environments where multicast is not allowed or inefficient.

1 CoRE formats in JSON & CBOR (Draf{109) tries to represent the the CoRE link
format in JSON or CBOR.

1 CoAP over TCP & TLS (Draft[@38] replaces the UDP layer of COAP by TCP and thus
DTLS by TLS.

1 SenML media types (Draft 1[1)79] defines the SenML format to represent sensor data
and configuration parameters. This format is proposed to be added to the media types
supported by CoAP.

1 Patch& fetch methods for CoAP (Draft O[0)80] defines mechanisms to partially access
resources instead of always read and write complete resources.

CoRE Link Format -

CoRE Resource Directory

RFC 6690 Draft 07
CoAP Observe CoRE Formatsin JSON &
RFC 7252 RFC 7641 CBOR, Draft 05
CoAP CoAP Group Comm. CoAP over TCP & TLS
Basic RFC 7390 Draft 05

Specification

CoAP Blockwise Transfer
Draft 20

SenML Media Types
Draft 10

CoAP HTTP Mapping
Draft 11

Patch & Fetch Methods for
CoAP, Draft 00

Figurel6: CoAP related standards
There areseveral implementation of CoOAP available. Some of them shall be mentioned here:

1 The Swiss Federal Institute of Technology Zurich provides a set of implementetions

o Copper[181] is a CoAPuseragent for Firefox and therefore only a CoAP client
written in JavaScript and is conformR¥-C 7252

0 Erbium [182] is a REST Engine which is currently used in Contiki and is
implemented in C. In contrast the other implementations this is only conform to
the CoAP draft 16.

o Californium[183] is a CoAP framework in Java whiclREEC 725Zonform and
currently the most complete implementation of eg¢kd drafts like CoAP resource
discovery and observation.

0 Actinium[184]at last is an Apps server for Californium.
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1 jCoAp[185]is a CoAP stack for Java which is conforrRE& 7252It can be used to
develop client, server and CoAPHTTHProxy software. The jJCoAP stack is developed
by the University of Rostock.

1 The University of Bremen provides libC§¥g®] which 5 a C implementation conform
to RFC 725and provides the possibility to create clients and servers

1 CoAP.nef{187] is a C# (.net) implementation based on Californium and is currently
conform b the CoAP draft 13

3.10.1. Relevance of CoAP for BaaS

The BaaS project needs communication protocols for different device types from small
sensing devices up to enterprise server systems. CoAP matches this requirement by
providing a platforrandependent transportprotocol with reduced overhead for M2M
communication while still remaining interoperable with HTHelditionally it covers the
basics for flexible system configuration including the discovery of servers and resources and
it can work hand in hand with thEfficient XML Interchange format (EXI). Furthermore CoAP
brings the freedom to choose between a publish/subscribe or push/pull based
communication style.
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4. Building Automation Data Models

4.1. BACnet

BAQet is one of the predominating standards in the buildingoawation area. The acronym

L/ ySG aidlyRa FT2N) a.dAfRAY3I !dziz2YFdA2y | yR
network stack and application layer for communication in building automation and control
systems (BACS). The intention is to allow the commupitaand integration of BACS
equipment from different vendors. The current revision of the standa@B] was done in
2012 and is maintained by the American Society of Heating, Refrigerating and Air
Conditioning Engineers (ASHRAE) since 199%iisthandard Project Committee (SPC) 135.
BACnet is adopted as national standard in many countries and was adopted by the
International Organization for Standardization (ISO) in 2003, where BACnet is known as ISO
164845.

Since the standard188] does not give the reasoningkplanation for the standard the
interested reader is referred to the overview of the protocol and its histofsL &9].

4.1.1.BACnet Architecture

The BACnet architecture as defined in the BACnet standard is shoWwigune17. The
architecture consists of an application layer and network layer with associated data link and
physical layers. A BACnet network is defined to form allacea network, either physically
based on data links like MS/TP or logical based e.g. on IP and UDP. Newer directions in
BACnet standardization strive to add transport bindings that replace the LAN based network
definitions in favor of native IP networlg definitions. Such bindings will (among other
functionalities) make use of IP routing and thus allevisibm BACnet overlay routinlylore

details on this may be found in the description of the BACnet IT working group, c.f. Section
4.1.3.1

. Application
BACnet Application Layer Layer
BACnet Network Layer Network Layer
ISO 8802-2 (IEEE 802.3) BVLL BVLL IPv6 ZVLL Data Link Layer
Type 1 MS/TP PTP UDP/IP UDP/IPV6 | ZigBee
LonTalk CBA
1ISO 8802-3 : ;
(EEE 802.3) | ARCNET | EiA-485 | EIA-232 IP(v6) Datalink SOISElE \ Physical Layer
D= ?.A.(.:nEt BACnet Protocol Equivalent
efinitions Stack Layers OSl Layers

Figurel7: Collapsed BACnet Architecture.

The network layer (and below) definitions are of minor relevance for BaaS. We expect that
an IP based gateay will provide the access to data points on legacy devices. Thus, the
following sections on BACnet will focus on the BACnet application layer and relevant trends
in the BACnet standardization.
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4.1.2.BACnet Application Layer

The BACnet application layerf@med of objects and services. Objects represent the data
describing the BACS. Services provide a means to communicate between devices.

4.1.2.1. BACnet Objects

BACnet objects describe functions of an automation device in representing a collection of
related attributes, which are called properties. A property has a defined data type.
Properties might be optional and properties are either readable only or waitel readable.
Thus, the BACnet standard defines object types which contain all properties that might be
present in an object. A real instance of an object will contain only the properties which are
mandatory for an object and the optional properties needed in the implementation of a
specific function.

Objects are identified / addressed by a numeric Object tifien which must be unique
within a BACnet device. The device has in turn a unique (with regard to the BACnet network)
address. This means, each object in a BACnet network can be unambiguously addressed.

Further, each object has an Object_ Name, an Objégpe and a Property List to describe
the object and its present properties.

Besides the properties that contain actual values like set points, or sensor readings
(Present_Value), many objects implement properties that control the object itself. This
applies to starting/disabling an object, reporting on the status or reliability of an object, but
also applies to properties around the event/alarm services.

Currently, 54 objects are specified in the BACnet 2012 standafd8%} these objects are
classified in the following categories.

1 Basic Device Object TypeBevice, Analog Input, AnajoOutput, Analog Value, Binary

Input, Binary Output, Binary Value, File

Processrelated Object TypesAveraging, Loop, Program

Controtrelated Object TypesCommand, Load Control

Meter-related Object TypesAccumulator, Pulse Converter

Presentationrelated Object TypesGroup, Global Group, Structured View

Schedulerelated Object TypesCalendar, Schedule

Notification-related Object TypesEvent Enrollment, Notification Class, Notification

Forwarder, Alert Enrolment

LoggingObject TypesEvent Log, Trend QoTrend Log Multiple

Life Safety and Security Object Typdsfe Safety Point, Life Safety Zone, Network

Security

1 Physical Access Control Object Typéscess Zone, Access Point, Access Door, Access
User, Access Rights, Access Credential, Credentialripata

1 Simple Value Object TypesCharacter String Value, DateTime Value, Large Analog
Value, BitString Value, OctetString Value, Time Value, Integer Value, Positive Integer
Value, Date Value, Date Time Pattern Value, Time Pattern Value, Date Pattern Value

1 Lighting Control Object Type€hannel, Lighting Object

=4 =4 -4 -4 8
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41.2.2. BACnet Services

While BACnet objects describe the functionality of BAcnet devices, BACnet services are used
to communicate between the BA devices. This communication is not restricted to the
information contained in the objects and properties (Object Access Services), but also
facilitates other services, such as Remote Device Management, Alarm and Event and File
Access and Virtual Terminal services.

BACnet supports confirmed and unconfirmed servicesfi@ned services are used in direct
communication between two BACnhet devices and must be acknowledged. The
acknowledgment (ACK) may be simple, i.e. just confirm that the request was received and
executed but will not contain a response. A complex ACKalgdl contain a response.
Confirmed services can be used for unicast communication patterns. Unconfirmedeserv
are used mainly for broaddulticast communications, but may also be used in unicast
communications.

The BACnet standard describes the servimgs textual description of the purpose of the
service, a table of the structure of the primitives (parameters for request, response, and
error and if those parameters are mandatory or user defined), and a textual description of
each parameter. Finally € service description contains a description of the service
procedure, i.e. how the receiver of a request should process the request.

In the following, we will list the services clustered according the previous mentioned service
categories:

1 AlarmandEven ServicesAcknowledgeAlarmConfirmedCOVNotificatiotnconfirme
dCOVNotificationConfirmedEventNotificatiolJnconfirmedEventNotificatiorGetAlar
mSummaryGetEnrolimentSummarngGetEventinformationl.ifeSafetyOperatior§ubscr
ibeCOVSubscribeCOVProperty

9 FileAcces ServicesAtomicReadFileAtomicWriteFile

1 ObjectAccessServicesAddListElementRemoveListElemenEGreateObjectDeleteObje
ct, ReadPropertyReadPropertyMultipleReadRangajriteProperty, WritePropertyMul
tiple, WriteGroup

1 RemoteDeviceManagementSenices:DeviceCommunicationContralionfirmedPrivat
eTransferUnconfirmedPrivateTransfeReinitializeDevicaZonfirmedTextMessagéinc
onfirmedTextMessagd,imeSynchronization)TCTimeSynchronizatiowho-Hasand -
Have Who-lsandl-Am

1 Virtual TerminalSenices:VT-Open,VT-Close VT-Data

4.1.3.Current Trends in BACnet Standardization

In the following we describe some of the more recent directions BACnet is heading, if these
might be relevant for BaaS or give indications for BaaS requirements.

4.1.3.1. BACnet IT

The BAcnetT working group aims on adding an IT/IP based transport binding to the BACnet
stack. The first protocol option is adding a HTTP binding to BACnet. This binding is able to
make use of IT/IP network mechanisms, such as IP routing. It is also well acoepied
infrastructures. The following main goals will be achieved with the new binding:
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1 Replacement of BACnet overlay routing (where possible) and usage of already present
IP mechanisms.

1 Reduce UDP broadcasts. This includes the utilization of IT registrydignovery
YSOKIFYyAaYa G2 NBLXKNGS KRN 208 K@ESR || RGIKR(G & @
configured BACnet overlay routing led formerly to broadcast storms which caused
friction in a shared infrastructure with IT departments.

1 Introduce typical and well accegd IT security mechanisms, e.g. HTTPS based on TLS.

4.1.3.2. Extensions for BACnet WS

In the planned addendum 13B012am the BACnet web services are extended and revised.
The revision will include the following features:

1  Allow for the exchange of structured data.

1  Allow the retrieval of (also non periodic) trend history.

1  Support for subscriptions (either by polling or callbacks).
1 Move from SOAP to a RESTful approach.

4.1.4.Relevance of BACnet for BaaS

The relevance of BACnet for BaaS is twofold. First, BACnet is one of the predominating
protocols in the building automation domain. BaaS is committed to provide legacy
integration and BACnet will be a potential candidate for the integration of alreadtirexis
devices. There are several options to do this; the new BACnet addendum (c.f. Section
4.1.3.2 on web services might reduce implementation effort compared taive BACnet
implementation. It is not clear yet, if implementations of the WS addendum will be available
in time for BaasS.

Second, the very limited set of objects and services of BACnhet combined with the versatile
application of BACnet shows, that build automation tasks can be implemented with such
limited object andservices. Taking up the hintisom BACnet will guide to an efficient and
reasonable data model of BaaS.

4.2. oBIX

Open Building Information Exchange (0BI¥O] is an Organization for the Advancentef
Structured Information Standards (OASIS) specification and provides asaskld data
model that is exchanged via Web service interfaces between different building automation
components. Thus, the oBIX mechanism provides access to the embeddedresiweems
which sense and control the environment. The current specification version is 1.0 and was
accepted as Committee Specification in December 2006. The OASIS aBlXas€d on
members, among others, from Cisco Systems, CABA, IBM, Tridum, andd&clibectric.
Currently, the oBIX TC is working on a new minor version, the oBIX Vers[@@1, s well

as on encoding and binding variants referred to as Common Encodings Versid®2],0
REST Bindings Version 1.0 Puldl3], SOAP Bindings Version 11®4], and WebSocket
Bindings 1.Q195]. Furthermore, an oBIX version 2.0 is planned that includes topics such as
broadcast, peeto-peer interactions, and enterprise contracts.

In the following, we give an overview about of the basic technical ideas of oBIX 1.0 as well as
the perspectives which are given by the upcoming encoding and bisgiegfications. We
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start with basics of a typitaoBIX message structure, how it is used in the Web Service
context, and which data modekre defined as well as the opportunities with the different
encoding variants. The subsequent sections provides some insides about oBIX contracts,
oBIX Watches, anithally about the work plan of oBIX 2.0.

4.2.1.0BIX Basics

4.2.2. Message Structure

Figure18 shows a sample oBIX message structure that may be provided by a thermostat.
The firstelement obj, a.k.a. root element, models the entire thermostat. In general, objects
are the abstraction used by the oBIX data model (see Sedtdd) and each used (stb
element in message can be mapped to an oBIX object. The attribute href within the obj
element is used to identify the Uniform Resource Identifier (URI) for this message.
Furthermore, the message contains three nested elements, namely two times real and one
bool element. The real elements/objects represent a float value that is given byahe
attribute. The name attribute defines the role of the nested elements. Here, the first sub
element represents the space temperature (spaceTemp) and teensksubelement the
setpoint. The units attribute is used to assign the values a particular iphlysinit. The
examples show the units assignment of Fahrenheit (obix:units/fahrenheit). The last sub
element/subobject in this sample message is a bbaked element that represents the
furnace state (furnaceOn) which is set to true.

<obj href="http://myhome/thermostat">
<real name="spaceTemp" units="cbix:units/fahrenheit" wval="67.2"/>
<real name="setpoint" unit="obix:units/fahrenheit" wval="72.0"/>
«zbool name="furnaceOn" wval="true"/>

</obj>

Figurel8 Sample oBIX message structure

Beside the usage of primitive data types such as real and bool, users are able to define own
data structures for their own automation deviceBy ding so, contracts are defined and
used which is explained Bectior4.2.6

4.2.3.Web Services

Web services are well knowapproaches for clienserver interactions. oBIX uses Web
services for requesting and respding its messages. In general, there are three different
kinds of requestesponse types, as described below.

1 Read return the current state of an object at a given URI.

1 Write: update the state of an existing object at a URI. The new updated state is
returned as response message.

1 Invoke invoke an operation identified by a given URI. Thereby, the input parameters
are transported within the request message and the output result within the response
message.

The oBIX standard describes two Web servicdibgvariants which are able to apply these
basic types: HTTP/REST and S@AEe next two subsections we will explain the usage of
these bindings with the defined requestsponse types above. Furthermore, we will also
explain usage of a new binding, AF®, that is currently described in the draft specification
REST Bindings 1193].
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4.2.3.1. HTTP/REST

As aforementionedREST is an architectural style that is typically used with the HTTP binding
for the development of Web services. The following table associates the different HTTP
methods to the oBIX types.

0oBIX Request Typ% HTTP Method Target

Text Text Text

Read GET Any object with an href

Write PUT Any object with an href and writable=true attribuf
Invoke POST Any object

Table5: oBIXtype map to HTTP methods

For each HTTP request, the URI addressed within the HTTP header must map to the URI of
the object (root element) of the oBIX message. A simple read is initiated by the HTTP GET
method and will receive a resulting oBIX message=gganse. The write and invoke type is

initiated by PUT and POST respectively which will also receive the result as an oBIX message.

4.2.3.2. SOAP

SOAP Web services is a walbwn approach that is standardized by the W3C. oBIX uses this
SOAP binding to transportsi messages within the Body element of the SOAP message
framework. Each requesesponse type is reflected by a read, write, and invoke element in
the SOAP request message.

Figure19 depicts a sample SOAP request message that imitate a read abaut object.

The corresponding read element is nested in the Body element and contains the URI
(http://localhost/obix/about) of the desired object. That means, unlike to the HTTP/REST
approach, the URI of the SOAP request is not typically bind to the oBIX object.

<env:Envelope xmlns:env="http://schemas.xmlsoap.org/soap/envelope/">
<env:Body>
<read xmlns="http://obix.org/ns/wsdl/1.0"
href="http://localhost/obix/about" />
</env:Body>
</env:Envelope>

Figurel9: Sample SOAP request message

<env:Envelope xmlns:env="http://schemas.xmlscap.org/scap/envelope/">
<env:Body>
<obj name="about"
href="http://localhost/obix/about/"
xmlns="http://obix.org/ns/schema/1.0">
<str name="obixVersion" val="1.0"/>
<str name="serverName" wval="obix"/>
<abstime name="serverTime" val="2006-02-08T09:40:55.000+05:00"/>
<abstime name="serverBootTime" val="2006-02-08T09:33:31.980+05:00"/>
<str name="vendorName" val="Acme, Inc."/>
<uri name="vendorUrl" wval="http://www.acme.com"/>
<str name="productName" val="Acme oBIX Server"/>
<str name="productVersion" wval="1.0.3"/>
<uri name="productUrl" wval="http://www.acme.com/ocbix"/>
</obj>
</env:Body>
</env:Envelopes>

Figure20: Sample SOAP response message
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