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2 Executive Summary

The objective of the SAFE/SAFE-E project is to tackle the introduction of an information flow
combining the work products requested in 1ISO 26262 to a real engineering team. Based on this
information flow, an assessment methodology for functional safety is specified, which accompanies
the development process until safety validation, also taking into account the collaboration of OEMs
and a tier one suppliers or tier 1 and tier 2 suppliers. Current ISO 26262 described confirmation
measures and various analysis, verifications and validations. The herein described assessment
methodology should give guidance (in the sense of giving hints) how to apply those different
activities in the context of the SAFE methodology. Work-products and safety activities realized by
the project and adequate measures are documented to allow seamless implementation in the
different engineering disciplines. This information flow is evaluated during use case evaluation or
other available use cases according to the above objectives.

The model based technology is introduced in a second step to perform adequate engineering steps
and verifications required by the assessment measures, in order to benefit from developed
techniques and accelerate development process steps to satisfy standard requirements.

The second activity of this work package is to make available a series of guidelines for the use of
the methods and tools developed in the project. Starting from the analysis of the different industrial
development scenarios, an exhaustive list of recommendations and guidelines is provided for the
development of a safe automotive architecture. These application rules detail best practice,
standard patterns, and concrete example to document specific highlight of the safety standard
applied in context of product development.

More specifically, the application rules address the following topics:

- Decomposition recommendations for effective design of safety mechanisms

- Compliance with architecture constraints and safety mechanisms and supervisor
architectures

- AUTOSAR platform configuration for safety

- Inclusion of COTS in a system developed according to the ISO 26262 standard

- Application rules for mixed criticality approach.

In addition, application rules for the mixed criticality approach contain decomposition
recommendations and instructions how to use and integrate the software layer into a system using
AUTOSAR basic software components in combination with the safety layer.

This document will show how to proceed to satisfy overall ASIL-D requirements despite the use of
non ASIL-D components (AUTOSAR basic software components) such system using the safety
layer concept.

Figures in this document have been created by the project and also in cooperation with partners of
the SAFE-E project e.g. AVL.

2.1 General description of assessment activity/architecture model for functional safety
development (AAM)

Target is a reference process model for functional safety assessment activities based on required
functional safety activities according to ISO 26262 and the description of the methodology. This
goal shall be achieved by the delivery of an assessment activity/architecture model for functional
safety development (AAM). The AAM provides a reference performing an assessment according to
ISO 26262. In particular the AAM consists of all safety activity and the data flow between them.

The methodology is based on results from the concepts and delivers templates and guidelines to
apply automated model-based verifications (in the meaning of ISO 26262).
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Based on analysis of the standard and required measures and considering the overall automotive
supply chain, templates for verification planning are created. These templates show how the
concepts support the safety activities mentioned in the verification plan.

This is done at all levels (incomplete list: HW component level, SW component level, system level),
i.e. by defining the safety-related inputs/outputs that are required at each of the design stages.

Criteria and concrete measurements of a process (based on activities in the templates) are
provided to verify e.g. the completeness of assessment.

The AAM is closely related to the result of the guideline and the collected methods linked in those
guideline. The analysis of dependent failure is taken as an input for identification of the structure
for AAM. The AAM provides at the end further content to the guideline, as can be seen in more
detail in chapter 9.

2.2 General description of SAFE Engineering Process (SEP)

The SEP defines reasonable sequences of AAM that are derived from the methods (reference for
the application of the ISO 26262 standard).

For this a reference process for the model based development of safety relevant systems are
identified. This reference process integrates and concatenates the methods and reflects the
specific techniques developed in parallel in the first subtask.

Main references for this process are EAST/ADL and AUTOSAR meta-models and methodologies.

Results from the ATESST2 and EASIS project are taken into account in order to establish the
reference process (SAFE Engineering Process, SEP). The parts of SEP are allocated to levels of
the EAST-ADL and AUTOSAR meta-models and methodologies.

Process steps with referenced work products are documented. This reference process focuses on
portions that are important for ISO 26262. The outcome of this work package constitutes a
reference for the application of the ISO 26262 standard.

The process description starts with requirements engineering and ends with the start of production.
The description should enable a process manager to provide a company specific process
description to fulfill safety requirements.

The process is modelled using Enterprise Architect. These details are presented in the PDF Export
document.

2.3 Common Metrics for evaluation

For each work product, a metric performance will be setup rating how well the expectations given
in the work product description have been met.

Level 5: beyond expectations described in the Full Project Proposal and evaluation criteria
Level 4: expectation from Full Project Proposal and good level evaluation criteria met

Level 3: expectations not fully met or some evaluation criteria not reached sufficient level but
significant improvement achieved

Level 2: no significant improvement achieved or some evaluation criteria are rated
incomplete

Level 1: negative impact (performance degraded) and all evaluation criteria are incomplete

This evaluation will be crossed with a metric industrial interest qualifying the relevance of the
method (or tool or methodology, respectively) covered by the corresponding evaluation scenario.

Level 4: Interesting for evaluation scenario and ready for application in the field
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Level 3: Interesting for evaluation scenario but needs to be slightly matured for application in
the field
Level 2: Interesting for evaluation scenario but needs to be significantly matured for

application in the field

Level 1: Not of interest for the specific evaluation scenario but interesting anyway for
application in the field (not considered further for project evaluation 7 no detailed
evaluation result available)

Level O: Out of scope of evaluation scenario, not of interest for application in the field.

Thus, a graphical representation can be provided for each evaluated work product which gives an
interpretation of the industrial potential of the latter.

Performance
1 2 3 4 5
4 4 8 12 | 16 | 20
3 3 6 9 12 | 15
Interest 2 2 4 6 8 10
1 1 2 3 4 5
0 0 0 0 0 0

Figure 1: Matrix for metrics parameters
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3 Purpose and Scope of this document

This chapter provides a general overview of the project, introduces the SAFE Meta Model and
clarifies the purpose, boundaries and conditions applying to this document.

3.1 Fundamentals for this document

The project aims to address steadily increasing functional features and propulsion trends in current
and future vehicles. This increase translates to complex software architectures that require multiple
views and abstraction layers to describe and necessitate complex analyses, mandated by safety
standards, involving a large and occasionally disparate amount of information.

In order to carry out these analyses in a model-based approach, it is necessary to capture the
required information in the Meta-model. Seeing as the analyses, and thus the information to be
captured, range from abstract architecture description, through requirements refinement and on to
hardware metrics and SW/HW components, it becomes necessary for the Meta-model to be able
to capture all this information. The information necessary was collected by analyzing the 1SO
26262 safety standard, among other sources, and captured and refined in the form of requirements
for the SAFE Meta-Model.

The requirements where then further refined and concentrated according to the project scope.
SAFE focuses on facilitating the development of safe software architectures. As such,
requirements pertaining purely to process issues where excluded from the start, because they are
not only not pertinent to the project, but also vary among different companies. Some further
exclusions where made for scoping purposes and adjustments made due to project partner
changes.

3.1.1 The SAFE Meta-Model

To not reinvent the wheel, existing modeling frameworks and architecture description languages
(ADL) where analyzed for suitability to the required purposes. Chief among these, EAST-ADL,
which is an ADL optimized for top-down description in the automotive domain and the subject of
numerous previous as well as ongoing expansion and refinement research projects and described
in more detail in Chapter 4.3.2, was found to cover many (but not all) of the aspects required,
especially those pertaining to software architecture description.

It thus served as a basis for the SAFE Meta-Model, which is introduced as an extension package
to EAST-ADL.

This only got us halfway, as EAST-ADL remains a fairly abstract description and all analyses and
information have to be assigned to components at the end of the line. In order to describe SW/HW
components we selected AUTOSAR. AUTOSAR is an open and standardized automotive software
architecture, jointly developed by automobile manufacturers, suppliers and tool developers, to
facilitate and standardize software communication, transfer and maintainability across hardware
platforms. It is a bottoms-up approach, described in more detail in Chapter 4.3.1.

IP-XACT and similar hardware descriptions where analyzed for hardware analysis information.
To understand the construction of the SAFE-Metamodel several points must be understood:

1- Itis necessary to understand that none of these modeling languages and, more importantly
no even the sum of them, completely cover all the SAFE requirements.

2- EAST-ADL does not map directly onto AUTOSAR. There are large gaps in many areas,
much (occasionally conflicting) overlap in some areas, and some areas that do not map.
Essentially, EAST-ADL and AUTOSAR are orthogonally transposed. Mapping EAST-ADL
to AUTOSAR is thus best done within a specific context. In this case the context is
functional safety.
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As such this gives rise to three kinds of artifacts in the SAFE Meta-model:

1- 1:1 mapping onto existing EAST-ADL and AUTOSAR artifacts; the existing artifacts
perfectly suit the identified needs.

2- Extensions of pre-existing artifacts; the existing artifacts provide a solid basis but some
necessary information is missing.

3- New Atrtifacts; this necessary information was not available or adequately covered in the
existing modeling languages.

The last two types of artifacts have led to highly constructive discussions with relevant standards
commissions and most have been transformed into change requests as precursor of inclusion into
the relevant standard.

3.1.2 Use of the SAFE Meta-Model

As previously explained, the SAFE Meta-model does not explicitly address matters purely
pertaining to process issues (e.g., Change & Configuration Management.. ) and while it is highly
comprehensive, it does not cover ALL the activities or produce all the artifacts prescribed in the
ISO 26262 Safety standard. All activities derived from detailed process planning as required by
respective chapters 5 of the parts 4, 5 and 6 from ISO 26262 are not considered. Thus, the
purpose of this document is:

1- To define application guidelines, which explain how the Meta-model methods defined and
specified, integrated and operationalized within the project are intended to be used.

2- To define an engineering process model, which explains how the numerous activities, and
the corresponding generated artifacts, covered by SAFE can be integrated into a generic
process (SAFE Engineering Process SEP), independent of organizational structure.

3- To define how the SAFE Meta-model and its generic SAFE Engineering Process SEP can
be employed for a safety evaluation.

EAST ADL AUTOSAR
Error- System- D Software Units
Model Model System-Template (Software Safety Mechanisms)

Safety-Extensmns

Fusr::ft:t)ynal Hazslr:kand Error Model Safety Case

SAFE-meta-model
(ISO 26262)

Technical

Safety Implementation

SAFE Engineering Process Model
(180 26262)

Definition of adequate engineering steps and verifications required by the
assessment measures, in order to benefit from developed technigques and
accelerate development process steps to satisfy standard requirements

Figure 2: SAFE Meta-Model Extension
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Figure 3: SAFE Meta-Model Use Case

3.2 Organization of document

The document starts with introduction and collects needed technologies to describe the guideline.
The core of the guideline is oriented on the structure of the safety life-cycle defined in the 1SO
26262.

Each activity is described by using an unique template with the following structure within Chapter
iCo
C.1 Guidelines and activities in a ISO 26262 Phase

In this subchapter those activities relevant to the ISO 26262 Concept Phase, which can be carried
out using the SAFE Meta-model and the SEP, are explored in detail. Usage guidelines and
limitations as well as exemplary implementations are provided.

Initially a concise explanation is given of what the 1ISO 26262:2011 definition of this step is.

C.1.1 Item Definition in the context of SAFE methodology
Current version of | SO 26262:2011 doesnét provid
for a dedicated methodology how to fulfil those requirements.

C.1.1.1 Activities (Relevant activities using the SAFE Meta-model)

Explain concisely what activities the 1SO requires and then state which of them are supported by
the relevant SAFE Meta-model parts.

C.1.1.2 SAFE Meta-model Formalism

Explain the meta-model at modelling level, including artifact interfaces etc.
C.1.1.3 SEP Formalism

Explain the mapping of the activities onto the generic process model.

In addition to that the following two chapters can be added:

C.1.1.4 Exemplary tool usage

Provides, where possible, tool implementation examples provided by the SAFE partners, which
showcase the operationalization of the method supported by the meta-model.

C.1.1.5 Exemplary industrial use case
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Provides, where available, examples from the industrial use cases carried out in the project, which
were able to (successfully) employ the described methods/activities.

Application rules defined in D6.b

Project Content/ References

e N
exemplary Toolchain
identified in technology [&———

platform

Examplary
realization in tools

Necessary Activities —— \ ‘““**g* = -/

s R
exemples identified
from SAFE-Partner [€————
L during the project )

Examplary usage in
industrial use case

Links to further
Deliverables
from SAFE-Project

Process Model

Safety
Activities . .
I v Formalism in SEP

s == Safety relevant

Formalism in Meta- s!, work products
Model sx.:?:.‘:ns

SAFES

Figure 4: Application rules

3.3 Architectural structure principal

The SAFE Meta-model was created based on the architectural structure principals given in EAST-
ADL and AUTOSAR that are used in automotive industry.

3.4 Relation between Process, Methods, Tools, Environment and People considered.

The figure 2-1 f r Sumey f Model-Based Systems Engineering (MBSE) Methodologieso
fr olMCOBE MBSE Focus Bavides p basic idea how the relation between process,
methods, tools and their environment of use could be considered.

The following figure is an overview of relations between the stakeholders of the technologies using
gquestions to categorize them. Not all interfaces are considered within the project. Aspects
concerning people and environment are not considered.
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PROCESS
(defines “WHAT")

supported by l support

/

ABILITIES {KSAs)
mrooOomYD

METHODS
(define “HOW")

suppor?eo‘byl T support

KNOWLEDGE, SKILLS &

TOOLS
(enhance "WHAT" & "HOW”)

supported byl T support

<OOoOrozxom-H
CAPABILITIES &
LIMITATIONS

ENVIRONMENT
(enables/disables “WHAT & “HOW")

Figure 2-1. The PMTE Elements and Effects of Technology and People.

Figure 5: PMTE Elements and Effects of Technology and People
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4 State of the art

Analysis is performed to take results of other projects into account and develop/maintain a kind
of general process for product development.

4.1 Standards

Technical standards compiled and authorized by international organizations are the vital framework
of safety-critical or safety-related system/product design and operation in all industries. As
summarized in Figure 6: Technical Standards of dedicated Industries below, a central role is
assumed by IEC 61508 in almost all industries, also a legitimate ancestor of the 1SO 26262
derivate in the automotive domain.

Lifecycle
Processes

SW Lifecycle
Processes

Eng.
Safety
15288 12207 Standards
T
N | // s
. ! o Doy | SAE-ARP RTCA-DO A
AN | e Processes 4754 297 Guidelines
N | 7z
——————————— IEC 61508 | _Safey w
nsiumented Safety SAE-ARP RTCA-DO = EEHw
stems
I ’ Horocess 4761 254 | "l
Safe

IEC IEC IEC 62061 EN 1ISO Asseas,:rtnyem SAE-ARP RTCA-DO Dev:g/vmem

61511 61513 50126/8/9 26262 o Frocess | 5150/5151 178B/C Lfecycle

operation
Industrial Nuclear Machinery Railway Automotive Large
Processes commercial
aircraft

Figure 6: Technical Standards of dedicated Industries

Nevertheless ISO 26262 attempts to integrate aspects from the unified framework of the large
commercial aircraft domainl. One might consider this problematic, as the more or less structured
systems engineering processes are not available outside the airborne world.

Well-known standards as e.g. RTCA-DO178 do not strictly focus on Safety itself but on the
development of items (here computer SW) classified as safety-critical by top-down system design
processes governed by SAE-ARP4754A.

Basically available standards as 1SO15288 are in no way integrated in the overall engineering
process, frequently Il eading to a condensargpidon o
increase of SW intensity, a common error observed these days is the assumption that Systems
Engineering is covered by Software Engineering. In terms of Safety this misconception is at worst
adverse, as fulfilling SW standards does in no way mean designing a safe embedded system.

So, ISO 26262 tries to bridge a large gap here; as an equivalent to the airborne SAE-ARP4754A
systems engineering framework is widely missing.

1 which is regulated by the CS25 certification specifications issued by the JAA/EASA airworthiness authorities. Their paragraph
CS25.1309 details the scope and content of the safety analyses to be conducted. So in commercial air transport, certification includes
safety. This is different to e.g. automotive, where the ECEs applicable for homologation do not contain any obligatory link to ISO 26262.
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411 1SO 26262

The 1SO 26262 defines rules and processes that are used as a base to derive this guideline.
Reference for all activities related to ISO 26262 is the safety lifecycle from ISO 26262, Part2, figure
2.

( Management of functional safety
(referenced in ISO 26262-2 chapter 5-7)
SR referencedin ISO
[ Item definition Emszimpms) }
L
Initiation of the (referencedin1SO %
safety lifecycle T -=
o
Hazard analysis and (referencedin SO ‘6-1
risk assessment TS| 8
v 5
[ Functional safety concept ggig‘;’;’;;?‘p‘;‘;‘g ]— ]
y
ProductI devlelopment: ﬂ?gazr::ac:‘; -E
system leve
\lr \lr ¥ v v A 4 =
T — HW level SWlevel Allocati .
Operation (referencediniso | Production (referencediniso (referencediniso (pefararmiee Sother Controllability Exeernal %
planning 262627 chapters) planning 262627 chapters) 26262 chapter 5) 26262 chapter6) technologies TJ
-
[ Safety validation g;’ii’:”&?p‘:‘;fg% ]( | I I U
=]
h—
Functional safety (referencedin SO ;
assessment 26262-4 chapter 10)
=)
v :
[ Release for production gi;‘i’:’;ﬁ:ﬂp{lﬁ% ] ==

v
H i (referencediniso In the case of a
Production LR ]é modification,
\l, back to the

o[ Operation,serviceand (referenceciniso appropriate
“| decommissioning ST ) lifecycle phase

Figure 7: Safety Lifecycle

After the
release for
production

The safety lifecycle represents all safety activities demanded by ISO 26262.

The concept phase is a sequential flow of activities, which allows iterations and exchange of
information and results from activities from outside the scope of ISO 26262 (e.g. other technology)
and out of the scope of the item.

The ISO 26262, Part 10 as informal and non-normative part, should be the basis of the system
engineering approach by the project (according to Figure 8: Safety requirements, design and test
flow from concept to software (screenshot out of ISO 26262 Part 10, figure 8)).
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Figure 8: Safety requirements, design and test flow from concept to software (screenshot

out of ISO 26262 Part 10, figure 8)

4.2 Concepts

An incomplete list of concepts defined e.g. by founded projects is content of this section.

42.1

SPES2020

SPES2020 is a unified framework rather associated with embedded software engineering, as

i ndi

cated

by

t he

name

fsoft ware

platform

embedde

Frankly speaking, the modeling framework consists of viewpoints (requirements, functional, logical
and technical) and layers of abstraction. Two basic engineering approaches for proceeding along
viewpoints and abstractions are discussed.

Safety aspects are addressed with a fault-tree-related approach and some WCET-framework in
case of federated modular processing

4.3 Methods

An incomplete list of methods defined e.g. by founded projects is content of this section.

431

AUTOSAR (www.autosar.org)

The method of AUTOSAR is defined as a base for a new method created by the project SAFE.

The following picture is taken from the website of AUTOSAR with detailed information.

4 2014 The SAFE-E Consortium
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AUTOSAR Interface I AUTOSAR Interface ‘ AUTOSAR Interface AUTOSAR Interface

AUTOSAR Runtime Environment (RTE)

Standardized Standardized Standardized

i AUTOSAR Interface i AUTOSAR Interface AUTOSAR Interface

ECU Complex

Abstraction Device
Drivers

Standardized Standardized Standardized
Interface Interface | Interface

0eyRM|
pazpiepugs

Standardized
Interface

Microcontroller
Abstraction

ECU-Hardware

Interfaces
" RTE VFB & RTE BSW
relevant 7 relevant relevant

-

Figure 9: AUTOSAR system architecture
Regarding methodology, AUTOSAR supports basically the following steps:

1 Describe SW-Cs:
o Components consisting of types, ports + port interfaces, internal behavior incl.
RunnableEntities
0 Hierarchical software architecture: compositions consisting of a set of component
prototypes
1 Implement SW-Cs:
0 Based on the SWC-C description, the respective RTE API is generated (

RunnableEntity Hooks, Read/Write API for data elements, C/S API for operations).
This way, the SW-C developer is able to implement the behavior of the component

by using the RTE API as interface
1 Define topology:
o Define a network of ECUs, connected via different bus systems (CAN, FlexRay,
Ethernet, Lin)
1 Define system mapping:
o0 Deploy SW-Cs instances to concrete ECUs
0 Map inter-ECU communication (e.g. data elements, operation arguments) to bus
signals and frames
1 Configure ECU
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0 While integration SW-Cs onto ECUs, the BSW modules of the AUTOSAR stacks
need to be configured: memory access task scheduling, COM-stack configuration,
watchdog manager configuration, ¢é

1 Create deployment artifact for the ECU

o Create binary ready to be applied on target hardware

4.3.2 EAST-ADL

This method is defined as a base for a new method created by the project SAFE.

The following information are taken from the web site of the project MAENAD, is part of the project
description.

i E A DL is an architecture description language tailored for the automotive industry. The EAST-
ADL approach relies on AUTOSAR for representing software architecture but extends to more
abstract representations. It includes support for requirements engineering, safety engineering,

variability management, and product | ine archite

Figure 10: EAST-ADL levels and system model

4.3.3 Model based development methods derived within the SAFE-Project

These methods are derived in the project SAFE taking into account safety requirements. They are
derived from the initial gap analysis and the methods for safety analysis, as detailed below, using
model based technology as targeted in the project. They are documented within the SAFE meta-
model (Enterprise Architect project file).

The following objectives are addressed by these methods with respect to safety process
requirement:

- Support for hazard analysis and safety requirement expression and traceability
- Support for Safety case documentation
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