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6.2 Prototype Implementations for Hardware Safety Evaluation

Based on the presented modeling of hardware designs, prototype implementations for the model-
based evaluation in context of functional safety are provided. To perform the evaluations, we
provide a qualitative and quantitative fault tree analysis [9], which also serves for an automatic
classification of failure modes according to ISO 26262 [1] Part 10 Annex B. Additionally to the
fault tree analysis, we implemented a fault tree generation based on textual description of failure
propagation deposited in the data model. See [7] for a graphical fault tree modeling approach in
PREEvision. Quantitative analysis of the fault tree supports the evaluation of residual risk of safety
goal violations in terms of PMHF. For each safety requirement to assess, a failure data table
according to ISO 26262 [1] Part 5 Annex E is generated. Quantitative evaluation of the hardware
architectural metrics and evaluation of each cause of safety goal violation (FRC method) is
provided. An excerpt of the prototype implementation in PREEvision based on the metric
framework is shown in Figure 10.

Figure 10: Prototype implementation for hardware safety evaluation in PREEvision metric diagram
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Standalone Research Prototype Implementation:

The modeled hardware designs including the deposited failure data can be imported in a
standalone research prototype implementation using an own-defined XML schema. The
standalone implementation provides the same features for hardware safety evaluation as
described before. An overview is given in Figure 11.
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Figure 11: Prototype implementation for modeling and failure data annotation in PREEvision
linked with prototype implementation for hardware safety evaluation [9]

6.3 Reports for Documentation

For documentation of the safety case, several reports including all relevant information from the
hardware design model and results of the hardware safety evaluation can be automatically
generated. The reports in pdf file format include the following:

e Graphical representation of the hardware design

e Bill of material

e Failure data table

e Results of the evaluation of the hardware architectural metrics

e Results of the evaluation of residual risk of safety goal violations using FRC
(including dedicated measures)

e Results of qualitative and quantitative FTA supporting a PMHF
e Graphical visualization of the fault tree including minimal cut-sets

Figure 12 shows exemplarily an excerpt of the generated report for the ISO 26262 example of a
valve control including the failure data table, the results of evaluation of the hardware architectural
metrics and failure rate class method.
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Figure 12: Excerpt of report for hardware safety evaluation regarding ISO 26262 valve example
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7 Generating and Consistency Checking of Safety Case Reports

The patterns for sections of a safety case report which have been formalized in WT3.3.3 are
implemented based on the PREEvision model query rule engine and the PREEvision report
framework. Section 7.1 described the integrated work flow of safety engineering and safety case
documentation which is enabled by this approach. Section 7.2 briefly describes where the query
rule package structure and the report structure can be found in the tool while section 7.3 describes
how a safety case report can be generated.

The coverage and consistency checks described in WT3.3.3 are implemented based on the
PREEvision consistency rule engine. PREEvision consistency rules empower the user to describe
inconsistencies as a pattern of meta model artifacts, having specific attribute values and being
connected by defined relations. Section 7.4 describes where the consistency rules can be found in
the tool while section 7.5 describes how the consistency checks for a safety case can be started.

71 Integrated Approach for Safety Engineering and Safety Case Documentation

The approach developed supports an integrated and cooperative way of working between
engineers and safety managers to efficiently create the required documentation. All stakeholders
can focus on performing the safety engineering tasks. PREEvision allows checking the formal
consistency of individual work products at any time in the development process. This allows
finding many problems in the work products often before manual walkthroughs and reviews. The
model based work products can be used to generate a safety case report at any time. This
concept is illustrated in Figure 13.
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Figure 13: Implemented safety case report workflow
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7.2 Implementation of Safety Case Reports

Based on the patterns defined for the report sections PREEvision model queries have been
defined which fetch the meta model artifacts required for the report. Furthermore a modular
PREEvision report structure has been defined which allows to generate the overall safety case
report from these building blocks. Figure 14 shows a section of the query package structure and a

section of the report package structure.
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Figure 14: Query rules and report modules of a safety case report

7.3 Generating a Safety Case Report

In the PREEvision model tree you can now create safety case packages and safety cases as
model artifacts. Artifacts can be associated to the safety case via drag and drop from the model
tree. The following artifacts can be used to create a safety case report:

e A requirement owner artifact (e.g. a requirement package) with the name “Scope” which
contains the requirements which define the scope of the safety case.

e A system artifact which models the system which is subject of the safety case report.

e A hazard and risk analysis which contains the hazards of the system

e Requirement owner artifacts for safety goals, functional safety requirements and technical

safety requirements

e An FMEA artifact which contains the failure causes, detection measures and prevention

measures for the system

e A Project artifact which contains the work tasks of the safety plan
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Figure 15: Associating artifacts with a safety case
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Figure 15 illustrates how artifacts can be associated with a safety case. On the left side the artifact
which represents the hazard and risk analysis is dragged from the model tree and dropped on the
property editor of the safety case.

During development of the safety case the consistency of the safety case can be examined by
running the consistency checks described in section 7.5.

In this approach the safety case serves as a funnel which can be filled with work products. Based
on the meta model, the relevant data is extracted from the work products to create an up to date
safety case report document. This concept is illustrated in Figure 16.

ltem
Definition

Safety Case Report

Figure 16: Safety case as a funnel to create safety case report

The safety case report can be generated by selecting a safety case in the model tree and select
“‘Report > Safety Case Report” from the context menu. The system now generates the report and
displays the result as a LibreOffice document.
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Figure 17: Automatically generated safety case report document (overview)
7.4 Implementation of Safety Case Consistency Patterns

Based on the patterns defined in the consistency rules, consistency checks can be executed on
the integrated architecture and SAFE meta model concepts. By grouping several consistency rules
to a group, a set of checks suitable for examining the consistency of a safety case was defined.
e displayed
on the right hand side of the figure checks for hazardous events which have no associated safety

Figure 18 shows a consistency rule group and a specific rule of that rule group. The rul

goal.
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Figure 18: Consistency rule group and consistency rule

7.5 Performing Checks for Consistency and Coverage of a Safety Case

PREEvisions consistency check perspective can be used to examine and trace the results of
consistency checks. In the model view, the user can navigate through all elements relevant to the
safety case such as system description, hazard and risk analysis, safety goals etc. While it is
possible to execute consistency checks on all artifacts individually, it is most convenient to use the
safety case artifact as a starting point, because the safety case artifact serves as a container for
all work products. Figure 19 shows an excerpt of the model view including two safety case
artifacts.
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- (24 Brake System Safety Case
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Figure 19: Section of the meta model displayed in the model view

In the following example, the safety case consistency check is performed on the safety case for
the lane departure warning system. To execute the check of the safety case the artifact is selected
in the model view (Figure 20, @) and the consistency check is triggered via the context menu
“Execute consistency check > SafetyCaseQuality”. PREEvision now applies the consistency rules
to the safety case. The results of the consistency check of the safety case is displayed in a table in
the inconsistencies view (Figure 20, ®).The view contains the name of the consistency rule that
detected a match together with the elements which are inconsistent. The “Classification” column
shows the classification of the match which can be an ‘error’, ‘warning’ or ‘information’. The
column “Short description” provides a brief description of the match which is sufficient for
experienced user to fix the inconsistency.
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The consistency rule view provides detailed information on the match. The included explanation
describes why the inconsistency was reported including a reference to the ISO standard together
with additional advice for resolving. The inconsistent model elements are listed below the
explanation (Figure 20, ®) and can be used to directly to navigate to the inconsistent artifact

(Figure 20, ©).
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Figure 20: Results of consistency checks applied to the safety case

This allows rapidly assessing the progress and formal quality of a safety case including traceability
and coverage aspects. By applying this model-based approach the safety case can be evolved in
parallel with overall development progress. This represents the major advantage over classical
“document based” approaches to compiling safety cases where inconsistencies can reduce the
quality and value of a safety case.
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