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1 POLICY-BASED MANAGEMENT

The main objective of this document is to illustrate the needs of evolution of the policy
based management by the market, to address new needs. Replacements or adjustments
are suggested to go beyond the obstacles.

1.1 OVERVIEW

Policy-Based Management (PBM) has been defined from different aspects and
perspectives. Multiple definitions of this management approach introduce its adaptability
towards all domains related to Network Management. Despite this variety, PBM has a core
objective; on which all definition agree on, of achieving Business goals towards ensuring
the management of networks.

In his paper of (Jude, 2001), Michael Jude qualifies PBM by its influence on Quality of
Service and writes “When first conceived in the late 1990s, policy-based network
management (PBNM) promised enterprise information technology shops the ability to
control the quality of service (QoS) experienced by networked applications and users.” M.
Jude keeps on writing: “In fact, the hype went further than that: Vendors promised that
ClOs or CEOs would soon be able to control policies through a simple graphical interface
on their desk. Behind the scenes, those instructions would translate into specific traffic
management adjustments, bypassing traditional network operations.”

On the other hand, Boutaba has presented a more balanced definition in his paper
(Boutaba & Aib, 2007). He sees PBM as “A management paradigm that separates the
rules governing the behaviour of a system from its functionality. It promises to reduce
maintenance costs of information and communication systems while improving flexibility
and runtime adaptability. It is today present at the heart of a multitude of management
architectures and paradigms including SLA-driven, Business-driven, autonomous,
adaptive, and self-* management.”

1.2 BACKGROUND

1.2.1 PouLicy

A policy could be defined as the outcome of a big effort that enterprises present on the
definition of Business Goals and Requirements. This outcome is represented as set or a
list of rules that controls the behaviour of the designed ecosystem. The application domain
of an ecosystem is defined in four keywords: Subjects, Actions, Resources and
Environments. Rules are currently expressed based on two paradigms:
Event-Condition-Action (ECA): It is an important paradigm that captures the
behaviour of the system and represents it as set of events. An event, or set of
events, can trigger logical constraints or conditions to evaluate the behaviour of the
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system. In case events met condition(s), there will be list of actions that need to be
enforced or applied to readapt the behaviour to the ecosystems’ goals.
Condition-Action (CA): This paradigm is an exception case of the previous one. The
need of such paradigm occurs when the rules are only triggered to one-and-only-
one type of events. For instance, Access Control List (ACL) is an example of
handling only one type of event defined as “Request for Access”. The evaluation of
rules written based on this paradigm gives usually an answer of Yes/No which
reflects if the access is authorized or not.

1.2.2 AUTHORIZATION POLICIES

When authorization becomes an utmost priority, the ecosystem defines a bench of rules
that could ensure that only authorized subjects can access the ecosystem’s resources. For
example, the following rules can be a part of the authorization policy:
"The CEO of a company can edit and modify any file on the ecosystem servers. No
restriction bounded his rights."”
"The Accountable can edit and modify any file on the accounting server, and can
edit and modify any file on the shared area of servers. He cannot have access to
other servers and, nevertheless, he cannot edit or modify files on them. "
"An employee may edit and modify any file on shared servers. He cannot have
access to other servers and, nevertheless, he cannot edit or modify files on them."”

1.3 ACCESS CONTROL

One subtask a Policy-Based Ecosystem should have, among his tasks of controlling the
behaviour of its resources, is to control the access to these resources. Access Control
System uses authorization policies to ensure that management and usage of the
ecosystem application domain are permitted only to the authorized entities. The
authorization policy, expressed based on the high-level security policy document, is
implemented and formally represented by security models.

From the history of Access Control Models, we distinguish two main categories:
Discretional Access Control (DAC) and Mandatory Access Control (MAC).

Discretional Access Control (DAC) aims to provide access control capabilities to the
discretion of the resource owner or any other entity that should be authorized to control the
resource accessing [14,32]. DAC focuses on fine-grained access control to objects
through Access Control Matrices and object level permission modes. In DAC policies,
access control lists are widely used for file systems access control mechanisms. For
instance, in the matrix model state, access control characterizes the rights of each subject
with respect to every object in the system [47]. In this model, the protection state of a
system can be abstracted as a set of objects O, that is a set of entities that needs to be
protected (e.g. resources, files) and a set of subjects S, that consists of all active entities
(e.g. users, processes). Further, there is a set of rights R of the form r(s, 0), where s LGS, o
LoO and r(s,0) MR. A right thereby specifies the type of access a subject is allowed to
process with regard to an object. An access control matrix lists all processes and files in a
matrix. Each row is a process (“subject”). Each column is a file (object). Each matrix entry
represents access rights that a given subject has for a given object.
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Conversely, MAC focuses on controlling disclosure of information by assigning security
levels to objects and subjects, on limiting access across security levels, and consolidating
of all classification and access controls into the system. This model is widely applied in the
military field Access control where the access control decisions are made by a central
authority. Mandatory Access Control is usually associated with the Bell-LaPadula Model of
multi-level security (MLS) [47,48]. This model supports mandatory access control by
determining the access rights from the security levels associated with subjects and
objects. It specifies how information can flow within the system based on labels attached
to each subject and object. The subjects and objects are often partitioned into different
security levels. It also supports discretionary access control by checking access rights
from an access matrix. In this model, processes can read the same or lower security
levels, but can only write to their own or higher security levels. The majority of systems
that needs to protect multi-level data use the MLS model.

The limitation that can be considered at the first level in these models is their strong
attachment to specific properties, categories or metrics. For instance, Bell-LaPadula is
concerned about confidentiality and presents a confidential policy to prevent unauthorized
accesses. While Mandatory Access Control (MAC) Model is based on the regulations
mandated by a central authority. (Boutaba & Aib, 2007)

September 2006, The National Institute of Standards and Technology (NIST) presented in
its document [NISTIR7316] list of concepts that every Access Control would need. Inspired
by this document, PREDYKOT is interested in definitions related to its implementation of
Access Control. Objects definition as entities that store, receive information and implies
access to this information (e.g. records, fields (in a database record), blocks, pages, files,
directories, network nodes, electrical switches, relays, etc.). Subjects are seen as active
entities that represent person, process, or device. They cause information to flow among
objects or change the system state [NCSC88]. Operations are active process launched by
a subject. Permission (privilege) is the right granted to subject to perform some authorized
actions on the ecosystem [FKCO03]. Access Control List (ACL) is a list planted inside an
object that contains identification of all the subjects that are allowed to access this object.
Entries of the list are formed in pairs (subject, set of rights). Each ACL represents a
column in the access control matrix. Access Control Matrix is a table that its rows
represent subjects’ identification and its columns represent objects, and the cells of this
table are access rights that links subject to an object. Separation of Duty (SOD) is a
principle that implies that under no circumstance a user should have enough permission to
abuse the ecosystem. Safety is a concept that measures that the leakage of permissions
to an unauthorized principal will not be produced by the access control configuration. A
safe configuration is to be true when no permission that leaks to an unauthorized or
unintended principal [NISTIR7316].

Here is a historical view about access control models inspired from a workshop held by
The National Institute of Standards and Technology (NiST):
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To grant happiness to enterprises’ business, Role-Based Access Control (RBAC) has
been defined to group the access rights based on Roles inside organizations. For
instance, a doctor can access patient’s information. A trainee doctors, on the other hand,
could not modify patient’s information. This methodology of identifying or contribute in
identifying a subject by its role has reduced the management headache as it groups the
characterizations of individuals. But, what if enterprises needed to make the authorizations
based on individuals themselves. The presentation of Attribute-Based Access Control (AC)
model was a first step toward a generic model for Access Control Systems. The model
generality comes from the notion of “Attributes” which aggregate all properties and
categories that specifies old models. This abstract view made the expression of policies
easier as the most important step became the definition of Attributes that an AC system
will handle. ABAC represent a set of attributes that characterise a subject and based on an
evaluation process, the subject will be authorized or not to access resources. However,
ABAC basically is an extended idea of RBAC towards a generic representation of the
policy. Afterwards, a proposition came up with new extension of ABAC, Policy-Based
Access Control (PBAC) is said to be a harmonized and standardized image of ABAC that
ensure supporting of specific governance objectives at the level of enterprises. PBAC
works on combination of three aspects: 1) attributes from the resource, the environment,
and the requester (subject) 2) information on the particular set of circumstances under
which the access request is made 3) then uses rule sets that specify whether the access is
allowed under organizational policy for those attributes under those circumstances.
Although ABAC and PBAC are a standard, but the implementation of these models imply a
specific representation of languages and architectures. Risk was not well respected in
decisions of all previous access control models. Therefore, Risk-Adaptive Access Control
(RAJAC) was invented to bring risk-aware access control to enterprises. Assessment of
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business crises and the influence of them (risk level) on enterprises’ sensitive domains
(i.e. finance, economics), invites organizations to assess the risk to protect their IT
infrastructure and data. Things ABAC, RBAC and PBAC are not capable to reach in such
dynamicity and ability for changes on risk levels [Workshop of NIST project, Survey on
Access Control Models].

RBAC and UCON for large scale environments

Several access control systems were built using RBAC for grid computing applications.
For instance, PERMIS is a grid authorization system that makes use of RBAC policies
where roles define the permissions granted to users, in order to perform actions on grid
resources [17]. X.509 Attribute Certificates (ACs) are used to store authorization policies
[50,51]. The analysts consider that RBAC is becoming the most commercially adopted
access control system in the market [99]. RBAC model is based on the concept of role as
a semantic construct on which access policy is formulated [41]. Concretely, the role is
used to define subject rights. In the standard definition adopted by the NIST, an RBAC
policy consists of a set of users, roles (i.e. a group of permissions associated with
resources), permissions (i.e. access rights are composed of operations applied to
resources) and sessions (i.e. linking a user to roles), see Fig 1. Therefore, the use of
resources is restricted only to the individuals having the authorized roles in the
organization. In this model, users are changed frequently but roles remain static. The roles
can be assigned to users through the security management system and their activation
can be both static and dynamic.

The important features of the RBAC model are related to the management of roles
hierarchies, separation of duties, cardinality and dependency constraints [53]. For
instance, the definition of SoD constraints on a policy ensures that no user could be able
to create a conflict in the security policy through dual privileges like a role for authorizing
all payment operations and another role for requesting a payment. However, the standard
version of the RBAC model lacks additional concepts for management of access control
policy in cloud computing such as the management of delegation from tenant to individual
users, obligations management during the collaboration, etc. Sandhu et al, [54], proposed
an extension to RBAC that can be useful to handle cloud policies administration for next-
generation access control through the definition of the ASCAA concepts namely as
abstraction, separation, containment, automation and accountability.

Ni et al, introduced in [55], the P-RBAC family of Privacy aware RBAC models that
extends RBAC to support for privacy issues. The P-RBAC core includes a simple
language for expressing conditions; they are expressed using context variables. As for the
initial version of RBAC, the P-RBAC permissions are assigned to roles and users obtain
such permissions by being assigned to these roles. Such privacy-relevant variables record
information that has to be taken into account, when enforcing privacy permissions. The
distinctive feature of Core PRBAC lies within the complex structure of privacy permissions,
which reflects the highly structured ways of expressing privacy rules. While Core P-RBAC
has limited expressive power, it remains sufficient for representing public privacy policies,
privacy statements and notices of web applications that are compliant with privacy related
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acts, such as HIPPA in the case of healthcare applications. On the other hand, conflicts
detection in Core P-RBAC remains tractable. In [56], the authors propose adding an
obligation model and two efficient decision algorithms that minimize invalid permissions
and can compare the applicability scope of two obligations.

However, several privacy concerns remain as an open research issues, such as the
interactions between obligations and the execution sequence of obligations; individual
exceptions to default policies; compensation and reward mechanisms regarding the status
of the fulfilment of obligations, etc. In fact, the standard RBAC model does not provide
means to define exceptions to access control rules; these exceptions are very useful for
the management of privacy. This implies that the exceptions to a default access control
policy that is used to handle privacy should be stored with concerned information
themselves. To deal with this issue, Reid et al proposed an RBAC extension that
represents general consent with explicit denial, via a new authorization algorithm [57]. The
denied role is associated with a negative permission and the allowed role is associated
with a positive permission.

User Permission
Assignment Assignment

User \ /Session
Sessions roles

Fig. RBAC core model

(Resere)

Permission

RBAC core model matches a centralized management of security, in which a local
resource, or a distributed system, implements an access control policy in order to control
the access of users. The centralized access control requires from all sites, to agree in
advance on the definition and naming of the roles and permissions that are applicable
[14,41]. RBAC does not address resources ownership similarly to DAC, in which the
creator of a resource determines who can access it. The RBAC model considers that all
the resources are owned by the organization that has central control over the resources.
This is an issue when we consider the creation of a resource that should be owned by
several organizations. In the context of cross organizational sharing data and services in
the cloud, even when a resource is created by a user, the organization wants to get a
consensus on some level of control over how the resource is to be shared in the cloud. In
the RBAC-based models, the composition of access control policies means the definition
of a mapping between cross-domain roles. In [58], the authors propose a policy-merging
algorithm that merges RBAC policies of n domains to produce a global multi-domain
policy. The algorithm iteratively combines the RBAC policies in a pair-wise manner. After
n 1 iterations, the access control policies of the n domains are composed to form a global
multi-domain policy. For each iteration, the algorithm calls two procedures for the
integration and the removal of the redundant roles.
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Applying RBAC in cloud computing needs the extension of this model to handle multi
tenants policy management issues such as: policy administration, roles mapping and roles
delegation. The management of roles delegation is an important issue in the cloud,
because it greatly enhances the flexibility and scalability of policies. It may also reduce the
control overhead that the organization has to execute for accounting their access control.
For this purpose, RBAC core model was extended in dRBAC (distributed Role-based
Access Control for Dynamic Coalition Environments) [59]. In dRBAC, the activation of
roles changes every time the context changes. Each user terminal has a context agent
that detects context changes that trigger transitions between the roles. dRBAC roles
represent classes of permissions controlled by their namespace. These permissions can
be delegated to other roles (in the same or other namespaces), or entities or authorize a
user to act in a given role. In addition, permissions can be delegated in a transitive fashion.
A subject S that has been granted the permissions associated with a role R may be able to
further delegate R to others, depending on how S was delegated those rights. A sequence
of delegations from a subject to an object is referred to as a delegation chain. The access
control decision can be based on some additional constraints, such as context constraints
[60]. These constraints take as parameters a subject, an action or an object. In most
cases, the context supports simultaneously any available and important information that
can have an impact on the access control decision. Context information examples are:
time, location, authentication factor, etc. A specific extension called GTRBAC (Generalized
Temporal Role-Based Access Control) was proposed to support temporal constraints on
access control rules [61].

Unlike RBAC, the Attribute Based Access Control (ABAC) model [62,76] defines policy
subjects and objects using respectively the identity attributes of both the requester and the
resource. It is scalable and flexible and is therefore more suitable for distributed open
systems. The access decision is based on identity attributes that the user should prove to
have such as social security number, address, birth date, etc. Moreover, ABAC can be
considered as a good alternative to rights mismatches when mapping RBAC roles from
different domains. However, ABAC requires that collaborating organizations must have an
agreement on the meaning of the identity attributes of users that are stored in each
domain.

Usage Control (UCON), [32,43], is new access control model that extends and goes
beyond traditional trust management, digital rights management and access control
models by integrating obligations and conditions, as well as authorizations continuity and
the strategies of attributes mutability in covering security and privacy, see Fig 2. Therefore,
usage control policy allows systems to enforce the security before the access request,
during the use and after the services’ use.
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Fig. UCON Usage control model

Usage control allows, in fact, an efficient tractability of services usage in a multi-domain
open environment such as the cloud, where domains are loosely coupled and managed
independently. Indeed, UCON policies are defined using eight concepts namely: subjects,
subject attributes, objects, object attributes, rights, authorizations, obligations and
conditions [49]. The authorization, obligations and conditions are components of usage
control decisions. The authorization consists of deciding whether to permit a particular
form of service and data use. Normal authorization decision can be either permit or deny
based on subject and object attributes and conditions. Conditions are system environment
and context restrictions that are not explicitly related to subject or object attributes.
Obligations are the actions that should be performed by subjects or by the access control
system. Unlike traditional access control models such as RBAC or MAC that are applied
only on service-side, UCON model is applied on both service provider and consumer
sides, in order to guarantee a persistent control, during the usage time and even after.
Consumer-side control requires the existence of trusted computing base and a reference
monitor. Moreover, UCON can be applied for systems with centralized or decentralized
access control such as peer-to-peer systems. Moreover, RBAC model requires that all
domains users must be already known by the resource a priori (i.e., user should have
accounts that are provisioned through roles), whereas the UCON model does not require
from users to be known by the resource a priori. Therefore, the UCON model can cope
better with highly distributed environments; this is also due to its support of attributes
mutability. In [82], the authors propose to extend UCON in order to handle dynamic
authorizations requirements in distributed environments. With respect to the issue of policy
administration, RBAC and UCON models support rights delegation and trust relationships,
but RBAC is more powerful for detecting and handling policy conflicts, hierarchies and
temporal constraints along with revocation of user rights. Moreover, the use of obligations
in UCON allows handling the interactive sharing of collaborative cloud services between
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different users. For instance, videoconference services where people can share and
delegate alternately the control of desktop and applications. UCON has been adopted in
GridTrust [63] and Nego-UCON [64] for cloud computing. Unfortunately, unlike the
platforms based on RBAC, these UCON platforms suffer from the complexity of the
administration of users’ identity, especially in highly heterogeneous cross organization
environments.

1.3.1 THOUGHTS ON MODELS

The number of implementations and languages exist in order to represent available
models annoyed Steve Barker — shortly before his death. He imagined, that one day,
policy managers would stand in front of more than 700 access control models in order to
control systems access. So that two questions asked in (Barker, 2009) about 1) the
possibility of developing or implementing a unified access control meta-model based on
the huge number of access control policies and 2) the benefits of having such meta-model.

However, creating a meta-model is an unfinished complicated task that needs effort and
time. Moreover, the meta-model becomes more complex each time the integration or the
adaptation of a new element (model) is required.

1.3.2 PoLicY LANGUAGES & REPRESENTATIONS

Policy languages were independent of a model. To ensure Access Control, security
administrators needed to define a model to apply and then use related policies that could
respect the model. Then, the research advanced to a level was the models presents its
own language and architecture to ease the management of access control.

1.3.2.1 Ponder

Ponder is an Event oriented language that keeps eye on the Quality of Service through
preforming monitoring (surveillance) on network behaviours and activities based on
predefined metrics (e.g. accuracy, performance, etc.). However, the security side is
assured by a special representation of the authorization policy that adapt to Ponder and
RBAC requirements (i.e. role-based limitation). Ponder gets a high score when it comes to
management, but the lack in supporting issuer limits its capabilities to compete other
Access Control implementations.

Four groups represent Ponder’'s authorization policy: positive authorization, negative
authorization, information filtering, restrictions and delegation.

Major points of discussion about ponder could refer to the following: 1) the language does
require users (i.e. Policy Writers) to have a level of Java Experience and Modeling, 2) As
an RBAC implementation, it does not discuss or speak about the permissions of the
object’s creator (e.g. in MAC model, the user who created the object can modify its access
control lists (Jin, Krishnan, & Sandhu, 2012)).
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1322 XACML

XACML (eXtensible Access Control Markup Language) is a security oriented policy
language created by OASIS® in 2003 [Godik03]. The creation of this language based on
two main goals: 1) standardize the access control management through using XML and 2)
enhance the interoperability between heterogeneous systems. Therefore, the standard
XACML provides two languages:
A declarative language for specifying access control policies: these policies are
expressed by a set of rules (could be only one) to be checked or evaluated, and
optionally actions to be performed named obligations,
A query language (request/response) that “allow” or “deny” the requester from
performing access to system resources based on predefined policies.

Standardization of Access Control Management is proposed in the language definition
through the notions of attributes. The Policy Language is based on applying a set of
attributes: a subject (i.e. requester), a target (i.e. network resources or application
domain), a role (i.e. policy administrator), and a task (i.e. action to do).
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The XACML architecture is based on the association between PEP, PDP and the Policy
Repository. The boxes in the figure above are the all components that identified the
architecture:
Context Handler is responsible of ensuring the communication (and translation if
necessary) between the PEP and other boxes or entities to retrieve or complete
required data for the evaluation process of the policy,
PAP (Policy Administration Point) to creates and store security policies in the Policy
Repository. Usually, it is a user-friendly interface that provides the policy writer
(manager or administrator) to write his policy in a domain-specific language (DSL)
that is closer to the human language from XACML.
PIP (Policy Information Point) responsible of storing or retrieving complementary
information about attributes’ values. This information will be needed for the
evaluation of the policy by the PDP,
The Policy Decision Point (PDP), which takes management decisions. This
management agent is independent from the application it manages. It receives
requests using a standardized protocol such as COPS, SAML or XACML. These
requests are analyzed according to a policy; the PDP may ask for more information

coess Request [l R iemd

! Organization for the Advancement of Structured Information Standards. Its aim is to
develop universal standards to facilitate communication within the boundary of e-business.
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to take its decision. Finally, the PDP returns its decision, which can be “accept”,
“refuse” or “I don’t know”. An obligation section can complete this decision, e.g.
“send an email to the administrator after having enforced the authorization
decision”.

The Policy Enforcement Point (PEP) enforces PDP’s decisions. The main role of
this agent is to be the interface between the management application and the PDP.
Hence, it translates the requests that are expressed in the application specific
language into the standardized protocol language understood by the PDP. The PEP
can also get additional information that will help the PDP to take its decision. Finally
it translates the PDP’s decisions into the application specific language.

Once the initialization phase 1 terminated by the PAP (i.e. policies are written and
stored by the PAP and made available to the PDP in a Policy Repository), policies will be
ready for later evaluation. When a subject request for an access 2 , the PEP detects or
receives the request and then forwards it to the Context Handler 3 . The latter asks (i.e.
if necessary) the PIP to lookup for attributes’ values and necessary data that will be used
to evaluate the policy 4 . Once the data is collected and received by the Context
Handler 5 , it combines them and sends them to the PDP 6 who evaluates policy
and produce or make its decision. The decision then is transferred to PEP 7 . The PEP
will make sure the enforcement of the policy (i.e. authorization or refusal of access request
and implementation of appropriate actions specified by the policy named "obligations")
8

Today after that OSAIS launched it 3" version of XACML specification, XACML as an
implementation becomes more and more a best option in term of authorization policy.
XACML V3 now supports obligations on rules level and adds abstract representation of
attributes (i.e. subjects, resources and environment) by using “Any Of" and “All Of".
Moreover, combination algorithms is not anymore bounded with the policy set but with
rules level as well. Algorithms supported by this version are Deny-overrides (Ordered and
Unordered), Permit-overrides (Ordered and Unordered), First-Applicable and Only-one-
applicable (only at the policy level) [eXtensible Access Control Markup Language
(XACML) Version 3.0 Committee Specification 01].

XACML is a language for writing policies at a fine-grained level, but it is with highly
verbosity. This makes its specification difficult. Despite the fact that XACML was initially
dedicated to access control, XACML policies can be aligned to operate with a
management orientation, thanks to its attribute-based model. In addition, events
management became possible in XACML, as shown [Laborde08].

Finally, XACML stay standing at the front line of Authorization Policies queue with its
support for the issuers. XACML issuer is a set of attributes describing the source of a

policy. Policy Issuer is defined in a separated administration profile [XACMLAdmiIn].

<xs:element name="Policylssuer" type="xacml:Policyl ssuerType"/>
<xs:complexType name="PolicylssuerType">
<xs:sequence>

<xs:element ref="xacml:Attribute" minOccurs="0" maxO ccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
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Digital signatures ensure integrity of XACML statements and not as a method of selecting
or evaluating policy. That is, the PDP should not request who signed the policy or whither
it's signed or not. However, “the PDP must verify that the key used to sign the p  olicy
is one controlled by the purported issuer of the po licy ”. [XACML V3.0 Co. Spec. 01]

1.3.3 GOING BEYOND XACML

According to Bonatti et al analysis in [67], we consider the following characteristics in
policy mangement:

Support of heterogeneous control models and unknown policies: The policies those are
partially described or unknown, but specified and enforced by specific AC systems, such
as black boxes. These policies should be queried at run-time to be updated without
handling specific features of underlying AC systems.

Controlled interference and update: Avoid undesired side effects resulting in some policy
updates decisions that are not correctly reflecting the business collaboration objectives.

High-level expressiveness: the framework should provide a high level of expressiveness
that concerns both the policy representation language and the policy administration.

Support of different abstraction levels: The framework should offer different levels of
abstraction of the policy rules of each part of the information system and each domain.
Sharing several levels of abstraction through an incremental approach should facilitate an
analysis, specification, administration and an agreement on the new updates of the policy.

Policy semantics formalization and reasoning: Need formalism to be used in proving and
implementing reasoning algorithms on policies and guarantee their correct update.

Extensibility: it concerns how the framework can dynamically support the evolution of
policies and their control models over the time.

Context awareness: the framework should be able to take into account contextual
information. Several context information types are relevant to adapt the decision of a
control system [38]. Examples of contextual information are the user’s specific situation,
location, time, identity, preferences, and the resources available in the surrounding
environment of users. This information can be captured from different physical or virtual
data sources to update the policy [48].

Even if the characteristics given above are of high importance for policy management,
other characteristics are needed to the multi domain policy management lifecycle and
guarantee a better interoperability.

Table 1 gives a comparative analysis of the properties of policy management and
languages proposed in the state of the art.
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Ontology based policy languages XML based policy languages
KAOS | Rei XACML RBAC OWL- MULTI S4P/SE | XACML XRML P3P/APPE
OowL OwL POLAR POL CPAL + RBAC L
+Privacy

High-level ++ ++ ++ + ++ T+ T T } B
expressiveness
Multiple + + + + + ++ +- R R _
abstraction levels
(multi domain)
Support of + + + + + + +- +- - -
heterogeneity
Extensibility ++ ++ ++ ++ ++ + +- +- +- +-
Composition with +- +- + + +- ++ - - - R
partially defined
local policies
Semantics ++ ++ -+ + ++ ++ +- +- R -
formalization
Conflicts and - -+ + -+ + ++ - R R _
interference
Trust support - - +- - - + - +- + +
Attributes - - +- - - +- R B B R
mutability
Delegation +- + - R +- + N R N N
support
Context +- + +- - - + - +- R _
Awareness

Table 1. Comparison of the most representative approaches

2 COMPLEX EVENTS AND SITUATIONS PROCESSING

2.1 COMPLEX EVENT PROCESSING

Complex Event Processing could be applied to a wide range of domains such as:
Business Process, Atrtificial Intelligence, Network Administration, Security of Information
Systems, etc. Therefore commercial, academic and free tools are available for different
aims and powerful features.

CEP is a process of “Conclusion” driven by events (set of phenomenon)...
It is a Rule-Based Approach, where rules could take many forms: SQL-Like, When-Then,
Logical Predicates, ...
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People call them the nerves, the blood of a network. Events are an important terminology
in IT ecosystems. They simply cause an ecosystem to behave!

Keywords: CEP Rules, Business Rules as Situations describe the systems behaviour,
Events are no more enough, Complex Events a representation for situations, adaptive and
dynamic rules enough to be compatible with other languages.

2.1.1 EVENTS

Oxford Dictionary defines an event as
“Something that happens or is thought of as happening”
Events as defined by following French Dictionaries: LAROUSSE & REVERS:

« Tout ce qui se yrozfuit, arrive ou a]o}mmit: Fait auque[ a abouti une situation, Fait

d'une im])ortance toute }oar‘ticu(iére, Fait marquant de [actualité ou f’ﬁistorique >

The following study extracted and made based on information from the Centre of National
Resource Textual and Lexical of France (CNRTL). Event is:
Fact that leads to a situation . The emperor has knew, by an event, about all faults
of the armistice and he would surely done better by pushing stubbornly forward [Las
Cases, Mémor. Ste-Héléne,t. 2, 1823, p. 16] | see people who accompany the army
on the map and do not lose more than that if they respond to the event [Courier,
Lettres Fr. et It.,1825, p. 862].
Everything that happens, any fact that is a part of the time . In such weather, |
did not had any visit, and if an event, however small it may be, does not appear in
my flat there, could cause with little distractions [Flaub., Corresp.,1879, p. 182]

o The Photographic Art, in the eyes of most people, is primarily based on
capturing the fleeting event, accident maybe, or unpredictable disaster, to
displace the minute or the second so that it could create an apparition of the
fantastic moments of our daily habits. [Lhote, Peint. d'abord,1942, p. 49].

Fact that made a significant importance for a commu nity. Think and act in the
light of an event; measure the impact of an event, consider and mark an event.

o0 Yes, my parents moved. This is not an extraordinary event. This is “an event”
indeed, and to my mother, it is a big concern [Duhamel, Nuit St-Jean,1935,
p. 57].

Facts on what we give an excessive importance

Fact that attracts attention by its uniqueness and exceptionalness. Make
event, an event of the day, the century, of my life. Make historical events, literary,
politically, scientifically and any landmark event (i.e. with date). The major crimes
such a great virtues surprises us.

All the facts that make more or less important news . The events we are
witnessing, be aware of the events, being rushed, and overwhelmed.

o If Metz had surrendered a day later, if the second army had arrived a day
later to the front of the Orleans’ forest, there will be no would to renounce the
siege of Paris (...). The turns that events have taken affected my chances
rather than my merit [Barres, Cahiers,t. 9, 1911-12, p. 5].
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“The event concept is simple yet powerful 7 this is how Opher Etzion sees events in his
book “Event Processing in Action”. A coffee shop example that M. Etzion has mentioned in
his books looks explicit enough to PREDYKOT. A man is setting in a coffee shop with his
laptop trying to finish a story. Couple of things happen around him, i.e. people moving,
waitresses bring orders, etc. Exciting events are not those, but the ones that leave a
significant mark. The story gets more exciting when a robber breaking in and starts asking
people money. The peace of this atmosphere of the shop has been affected by this
phenomenon. The man interrupted his writing while there are no more thoughts coming
out. During this event, a client surrendered his wallet to the robber, waited the robber to
disappear and called his credit card company to cancel the card usage. So what is
happening is that each event introduces the triggering of other events or maybe activities.

The coffee shops works in two ways: 1) A synchronous fashion (i.e. example of traditional
information systems as Request/Response): a client reaches the desk to order a coffee
and a brownie, the waitress serves his order by heating the brownie, preparing the coffee,
takes the brownie out of the microwave, gets paid. She is then turns to serve the next
customer. 2) Asynchronously take orders then deliver clients while working in parallel (i.e.
example of Event-Based Systems). This way needs to team one that takes orders and
money and others deal with the order by the same previous way. When order is ready
waitress calls clients, or brings them orders directly to the table. The last approach allows
clients to relax at the table, maybe get out a laptop and start working while waiting. The
following figure taken from the same book by M. Etzion illustrates these two approaches.
Whereas both approaches see the robbery as an unexpected event (exceptional) that
results in reactions from those involved.

Coffee shop
examples: the synchronous
approach (upper illustration)
versus the event-driven
approach (lower illustration)

It is important to notice that unexpected or exceptional events are not always negative
(e.g. winning best project awards for PRDYKOT or finding a significant amount of petrol in
France).

Events have sources! If we know the source of events or it is included in our daily activity,
then we go directly to the source or the stream (e.g. like reading the news paper).
Otherwise, we need to do an effort to get those events because they enter in our interests
(e.g. Call For Paper). Therefore, we might be obligated to subscribe, for example, to those
events. Once we discovered the source, we start detecting events, but real events that
actually happening. In fact, in reality what we can only observe are indications, warnings or
signs (e.g. a man noticed that his family’s started to drink juice more, so he needed to add
additional carton of juice the grocery list. So, what happened is that the man observed the
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consumption of his family after the first time the family was out of juice. After the third time
that this phenomenon occurred, he reached his conclusion). The example shows that
there are two types of events: low-level events or indications and others that are an
outcome of observing these events. We call the latter a Complex Event. The conclusion
the man reached is a meaningful and a semantic description that we call Situation (i.e.
“Out of Juice”). The reaction on this situation is when he decided to add item (i.e. a new
configuration) to his weekly list.

Events may happen across the various layers of an organization as sales leads, orders or
customer service calls. Or, they may be news items, text messages, social media posts,
stock market feeds, traffic reports, weather reports, or other kinds of data. An event may
also be defined as a "change of state,” when a measurement exceeds a predefined
threshold of time, temperature, or other value.

Event Processing is a methodology that processes (tracks and analyses) collections of
information (data) about things that happen (events), and deriving a conclusion from their
meaning. Collections might be structured and organized (datacentres), grouped (streams)
or vast (clouds). So logically, an Event Processing System should have monitoring system,
reasoning engine (semantics analyser), decision support system, enforcement system (to
react and apply actions) and report system (logs, historization and audit).

It is important to state that events could be located in two forms: Time-Based and Storage-
Based. Storage-Based is when the events are partially ordered (poset) or disordered
inside a pool, i.e. aka Event Cloud. On the other hand, events could be fully ordered by
Time. This creates a sequence of events known as an Event Stream. A special case of the
Event Stream is when one applies Windows of Time on the stream of events (i.e. normally
this window is moveable with time and it is called “Sliding-Window”).

It was in 18™ of August 1998, that David C. Luckham and Brian Frasca first introduced the
concept of Complex Event Processing in Distributed Systems at Stanford University. He
defined this technology as:
“Complex event processing is a new technology for extracting information from
distributed message-based systems. This technology allows users of a system
to specify the information that is of interest to them. It can be low level network
processing data or high level enterprise management intelligence, depending
upon the role and viewpoint of individual users. And it can be changed from
moment to moment while the target system is in operation. This paper
presents an overview of Complex Event Processing applied to a particular
example of a distributed message-based system, a fabrication process
management system. The concepts of causal event histories, event patterns,
event filtering, and event aggregation are introduced and their application to
the process management system is illustrated by simple examples. This paper
gives the reader an overview of Complex Event Processing concepts and
illustrates how they can be applied using the RAPIDE toolset to one specific
kind of system”.
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However, it is only after 2000 when CEP began to popup in IT market. In fact the number
of CEP applications and products in the marketplace has grown rapidly in 2006.

Tim Bass from TIBCO Software Inc., in April 23, 2007 has defined Complex event
processing (CEP) as an emerging network technology that creates actionable, situational
knowledge from distributed message-based 