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Definitions & abbreviations 
 

AES (Advanced Encryption Standard) is a symmetric block cipher chosen by the U.S. government to protect 

classified information and is implemented in software and hardware throughout the world to encrypt sensitive data.  

Architecture - Is both the process and the product of planning, designing, and constructing data solutions. It 

contains following elements: information technology specifications, models and guidelines, using a variety of 

Information Technology notations. Architecture of DMP is covered further in this document by describing all 

aspects of application Azure services and processes to fulfill project objectives. 

ERD (Entity Relationship Diagram) An entityïrelationship model describes interrelated things of interest in a 

specific domain of knowledge. A basic ER model is composed of entity types and specifies relationships that can 

exist between entities. 

ETL (Extract, Transform, Load) - Refers to a process in database usage and especially in data warehousing. 

Data extraction is where data is extracted from homogeneous or heterogeneous data sources; data transformation 

where the data is transformed for storing in the proper format or structure for the purposes of querying and 

analysis; data loading where the data is loaded into the final target database.  

GPS (Global  positioning System)  

GUI (Graphical User Interface) is a form of user interface that allows users to interact with electronic devices 

through graphical icons and visual indicators such as secondary notation, instead of text -based user interfaces, 

typed command labels or text navigation. 

IAQ (Indoor Air Quality)  

IoT (Internet of Things) - Is the network of physical devices, vehicles, and other items embedded with 

electronics, software, sensors, actuators, and network connectivity which enable these objects to collect and 

exchange data. 

OAQ (Outside Air Quality)  

OPC (Optical Particle Counter) an instrument that detects and counts physical particles. 

REST API (Representational State Transfer Application Protocol Interface)  - Is a way of providing 

interoperability between computer systems on the Internet. REST-compliant Web services allow requesting 

systems to access and manipulate textual representations of Web resources using a uniform and predefined set 

of stateless operations. 

SQL (Structured Query Language) - Domain-specific language used in programming and designed for managing 

data held in a relational database management system. 

TCP (Transmission Control Protocol) ï One of the protocols of the transport layer of the Internet protocol suite. 

TCP provides the connection between two hosts using IP packets. Provides reliable, ordered and error-free 

delivery of packets. 
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 Introduction  
 

The objective of this deliverable is to give an overview of how the adapters are implemented and 

integrated in the different pilots and jointly in the ESTABLISH project. The report will focus on the 

interoperability of the pilots and how the pilots have worked together with data, tools and platforms to 

create synergies between the pilots. 

 

Interoperability in Establish has been achieved via a GUI, Sensor data validation, data sharing and EviF 

framework (visualization framework) between partners and pilots. Collaboration in the integration and 

implementation of adapters have also been done outside of the ESTABLISH project with other projects.  

 

This document references the deliverables in work package 3, which should be referred to for more 

information.  

 

 

 Interoperability in ESTABLISH  
 

 ESTABLISH GUI 
 

The present chapter refers to the part of ESTABLISH GUI related to data presentation for data rece ived 

from sensors and wearable. 

The whole GUI is more complex and is subject to the document D3. 2 ESTABLISH GUI. 

The current presentation is strictly related to the interoperability between modules with sensors, modules 

with wearable, and backend analysis and presentation system. The presentation part (GUI) is the common 

place where all data is visible for the final user, while the interoperability procedures are collaborating to 

get a consistent set of data. 

 

There are two types of data presentations performed:  

Á Data presentation and analysis in real time. The received data is analysed, processed by the 

rule engine or the automatic learning system. The results are immediately presented to the user.  

Á Long-term presentation and analysis. Historical data is analysed, processed by the rule engine 

or automatic learning system. The results are presented to the user.  

The presentation is in the form of diagrams and lists. For graphs, Grafana (Grafana, 2018) and Primefaces 

(Primefaces, 2018) 

 

Data presentation is different for different roles in the application. 

We consider that the main roles are GUEST, PATIENT and KINETO 

For all roles, the presentation is grouped in 

Á Main Dashboard 
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Á Real Time evolution of data from sensors (IoT) and wearable (FitBit)  

 

Main Dashboard (figure 1) 

The main dashboard is accessible to all roles. 

The graphical components that represent averages of measurements of some sensors are displayed in 

the reduced view (link View more is available to expand). By default, the tab Current Data is displayed. 

This tab is supposed to display real-time measurements from up to 8 environmental sensors and weather 

data. The displayed values are measured by sensors associated to the current location of the patient 

(measured by GPS tracker of the smartphone). 

 

 
Figure 1. Main dashboard 

 

 

Weather conditions, exterior (figure 2) 

This part is accessible to all roles. 

The graphical components that represent averages of measurements of some sensors specific for weather 

conditions, installed in the exterior of monitored building.  

Temperature, Humidity and Pressure are registered using Libelium devices, then read from IoT MQTT 

broker, and stored in the ESTABLISH database. 

Based on the three values, a comfort index is computed. 
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Figure 2. Weather conditions 

 

 

 

Air quality, exterior (figure 3) 

This data is accessible to PATIENT and KINETO roles 

The graphical components that represent averages of measurements of some sensors specific for air 

conditions, installed in the exterior of monitored building.  

Nitrogen Dioxide. Carbon Dioxide and Carbon Monoxide are registered using Libelium devices, then read 

from IoT MQTT broker, and stored in the ESTABLISH database. 

Based on the three values, an Air Quality index is computed. 
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Figure 3. Air Quality exterior 

 

 

 

Comfort condition interior (figure 4) 

This data is accessible to PATIENT and KINETO roles 

The graphical components that represent averages of measurements of some sensors specific for weather 

conditions, installed in the interior of monitored building.  

Temperature, Humidity and Pressure are registered using Libelium devices, then read from IoT MQTT 

broker, and stored in the ESTABLISH database. 

Based on the three values, a comfort index is computed. 
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Figure 4. Comfort condition interior 
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Air quality, interior (figure 5) 

This data is accessible to PATIENT and KINETO roles 

The graphical components that represent averages of measurements of some sensors specific for air 

conditions, installed in the interior of monitored building.  

Nitrogen Dioxide. Oxygen and Carbon Monoxide are registered using Libelium devices, then read from 

IoT MQTT broker, and stored in the ESTABLISH database. 

Based on the three values, an Air Quality index is computed. 

 

 
Figure 5. Air quality interior 

 

 

  



    
 
 

 

ESTABLISH 

D4.1 Data Management Platform Architecture  10 

Particle, exterior (figure 6) 

This data is accessible to PATIENT and KINETO roles 

The graphical components that represent averages of measurements of some sensors specific for 

particles measured in the exterior of the building. 

Particle 1, 2.5 and 10 are registered using Libelium devices, then read from IoT MQTT broker, and stored 

in the ESTABLISH database. 

Based on the three values, an Air Quality index is computed. 

 

 
Figure 6. Particles exterior 

 

User Physiological data 

This data is accessible to PATIENT and KINETO roles, with the following restrictions:  

The PATIENT can access only data belonging to him 

The KINETO can access only data belonging to patients assigned to him. 

 

Physiological data is collected from the type of bracelet that the patient wears  

These devices record the data according to the device type.  

For ESTABLISH we are looking at devices that can record at least 

Á Cardiac rhythm 

Á Number of steps 

Á Sleep time 

In the current implementation, we use FitBit Charge 2 devices. 

Data is first recorded on the FitBit (cloud) site where it is then retrieved from the ESTABLISH kernel.  

Once taken data is preprocessed, processed, stored and presented in system. 
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The component is interfaced with the activity management component where it provides input values for 

terms and conditions. It is also a data source for visualization, presentation, analysis.  

Data viewing is displayed in graphs with time series or lists of values (reports) 

 

 

 
Figure 7. User physiological data 
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User, health data analyzed (fugure 8) 

This data is accessible to PATIENT and KINETO roles, with the following restrictions:  

The PATIENT can access only data belonging to him 

The KINETO can access only data belonging to patients assigned to him. 

 

 
Figure 8. User health 

 

 Sensor Data Validation  

The comparative analysis of measured pollutant concentrations with different sensors has been done to 

identify the variability of measurements between same type of equipment and between different 

equipment. The parameters tested are particulate matter (fractions PM10 and PM2.5), while the measuring 

techniques are represented by gravimetric and Optical Particle Counter (OPC).  

Regarding the technologies that focus on PMs concentration measurement the main characteristics and 

recommendation are: 

Gravimetric technology: 

Á Advantages: they offer very high precision; there are international standards for measurements 

using this technology; 

Á Disadvantages: intensive process in terms of human capital, investments (dedicated laboratory) 

and related costs (daily transport of the samples, materials); no real or near -real time 

concentration values; restriction regarding the location where can be installed; low-frequency 

values (24 h). 

Á Recommendation: for regulatory purposes (i.e. to demonstrate the compliance with Air Quality 

Directives). 

OPC (Optical Particle Counter) technology: 

Á Advantages: provide real time values with very high frequency; low cost of investments and 

related costs; can be installed almost everywhere; 

Á Disadvantages: good or very good precision; no existing standard for measurements. 
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Á Recommendation: used for the management of air pollutants sources to reduce emissions; to 

provide new insights relating the connection between exposure and effects of air pollutants; can 

be used to complement the measurements made by gravimetric network and raise awareness.  

For gravimetric measurement of particle, a Bravo M Plus air pump was used to measure the PM10 and 

PM2.5 fraction of dust and atmospheric conditions (nebulosity, temperature, atmospheric pressure, 

humidity, speed, and wind direction). This equipment allows measurements according to the requirements 

of EN 12341 standard and represent the reference method for measurements used for regulatory 

purposes (including environmental authorities). 

The equipment using OPC technique for measuring the PM10 and PM2.5 concentrations are Libelium Plug 

and Sense SCP1(SCP1, SCP2, SCP3) and uRADMonitor Industrial2. The technical specification of the 

equipment used and the description of the scenarios are presented in Table 1 and Table 2.  

Table 1.  Equipment and measurement technology 

Equipment Technology Frequency of 
measurement 

Sensor 

Bravo M Plus Pump  Gravimetric 24 hours N/A 
Libelium Plug and Sense 
SCP  

OPC User selected / 15 
minutes 

OPC-N23 

uRADMonitor Industrial  OPC 1 minute Winsen ZH03A4 
 

 

Table 2. Scenario and type of equipment 

Scenario 
Type of 
environment 

Time 
period, 
days 

Type of equipment 

Bravo 
M Plus 

uRADMonitor 
Industrial 

Libelium Plug 
and Sense SCP 

 A - different 
technology 

outdoor, 
industrial 

5 Yes Yes Yes 

 B ï same 
technology, different 
equipment 

outdoor, 
urban 

10 No Yes Yes 

 C - same 
technology and 
equipment 

outdoor, 
urban 

10 No No Yes 

 

2.2.1 Scenario A - Different technology 

In order to compare the measured values with different technologies, it is necessary to consider the 

averaging time period of which equipment. Since gravimetric technology provide only daily values, data 

monitored with Libelium and uRAD were processed to obtain the same type of values (was calculated as 

average values of hourly average values). 

The results of the monitored data processing (Figure 9) indicate that OPC equipment underestimates the 

values of concentrations between 18% (day 3, Libelium equipment) and 239% (day 5, uRAD equipment). 

                                                      
1 Libelium, Waspmote Plug&Sense, Technical Guide, http://www.libelium.com/products/plug-sense/ 
2 uRAD Monitor, Technical Documents https://www.uradmonitor.com/uradmonitor-industrial/ 
3  http://www.alphasense.com/index.php/products/optical-particle-counter/ 
4 https://www.winsensensor.com/d/files/PDF/Gas%20Sensor%20Module/PM2.5%20Detection%20Modul
e/ZH03A%20Laser%20Dust%20Module%20V1.8.pdf  

 

http://www.libelium.com/products/plug-sense/
https://www.uradmonitor.com/uradmonitor-industrial/
http://www.alphasense.com/index.php/products/optical-particle-counter/
https://www.winsensensor.com/d/files/PDF/Gas%20Sensor%20Module/PM2.5%20Detection%20Module/ZH03A%20Laser%20Dust%20Module%20V1.8.pdf
https://www.winsensensor.com/d/files/PDF/Gas%20Sensor%20Module/PM2.5%20Detection%20Module/ZH03A%20Laser%20Dust%20Module%20V1.8.pdf
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It should be noted that on the 5th day the concentration values were very high and could be correlated 

with special weather conditions (high speed wind). 

 

Figure 9.  Abatement percentage of OPC technology equipment compared with 

gravimetric equipment 

 

2.2.2 Scenario B - Same technology, different equipment 

For the comparative analysis of PM concentrations, the data sets measured between 5 and 15 October 

2018 were considered. From the measured data analysis of the concentrations PM2.5 (Figure 10) and 

PM10 (Figure 11), it is observed that they follow almost the same variation curve, with the concentrations 

measured by uRAD equipment being relatively lower than those measured by Libelium equipment (shown 

as mean value).  

 

Figure 10. PM2.5 concentrations values registered in the monitoring period 

 

Figure 11. PM10 concentrations values registered in the monitoring period 
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The values of the main statistical parameters (Table 3) for the uRAD data series and the mean value of 

the Libelium equipment are quite homogeneous (with the lower mean value for uRAD). The values of 

Pearson correlation coefficients are significant, with the smallest between Libelium and uRAD equipment 

(Table 3). 

 

Table 3. The values of the main statistical parameters for PM2.5 and PM10 measured concentrations 

Statistical 
parameter 

PM2.5 PM10 

uRADMonitor Libelium uRADMonitor Libelium 

Mean value 12.43 15.28 17.68 21.93 

Median value 9.91 13.18 14.33 20.99 

Standard 
deviation 

6.24 9.35 8.29 10.89 

Variation 38.93 87.49 68.86 118.79 

Minimum value 6.20 3.43 9.39 4.95 

Maximum value 53.36 49.30 72.11 74.23 

 

2.2.3 Scenario C - Same technology and equipment 

 

In this scenario beside PM2.5 and PM10 concentrations were compared the following parameters: 

temperature, atmospheric pressure and relative humidity. The data obtained in the Scenario C show little 

variation between PM2.5 and PM10 concentrations (Figure 12 and 13) measured with the same type of 

sensors.  

 

Figure 12. PM2.5 concentrations values registered in the monitoring period      

 

 

Figure 13. PM10 concentrations values registered in the monitoring period 
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The values of Pearson correlation coefficients are significant, with the smallest between Libelium and 
uRAD equipment (Table 4). 
 

Table 4. Pearsonôs correlation coefficient values for PM2.5, PM10 

PM2.5 PM10 

  SCP1 SCP2 SCP3 URAD   SCP1 SCP2 SCP3 URAD 

SCP1 1    SCP1 1    

SCP2 0.989 1   SCP2 0.905 1   

SCP3 0.985 0.984 1  SCP4 0.848 0.850 1  

URAD 0.879 0.857 0.864 1 URAD 0.804 0.791 0.803 1 

 

The ANOVA method was used to evaluate the differences between the four datasets. The value of the 

statistical test F (FPM2.5 = 7.9396, FPM10 = 10.8123) for the series analysed is higher than the critical value 

(Fcrt = 2.6136) which indicates that the differences between the four sets of data are statistically significant. 

The result of the test indicates statistically significant differences between the measurements performed 

with the uRAD and Libelium equipment. 

 

From the analysis of the measured data (Figure 14), it is observed it follows the same variation curve, 

indicating that the systems for measuring the temperature provide similar values. 

 

 

Figure 14. The variation of temperature values during the monitoring period 

 

The values of the main statistical parameters (Table 5) for the three data sets are quite homogeneous, 

and the values of correlation coefficients are significant (Table 6). 

 

Table 5. The values of the main statistical parameters for temperature 

Statistical parameter Libelium equipment 

SCP1 SCP2 SCP4 

Mean value 17.16  17.10  17.35  

Median value 14.57  14.40  14.73  

Standard deviation 7.45  7.64  7.11  

Variation 55.52  58.40  50.68  
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Minimum value 8.06  7.83  8.53  

Maximum value 34.94  35.93 33.96 

Count 256 256 256 

Confidence level (95%) ± 0.91 ± 0.94 ± 0.87 

 

Table 6. The values of correlation coefficients for temperature 

  SCP1 SCP2 SCP4 

SCP1 1   

SCP2 0.997  1  

SCP4 0.994 0.994  1 

 

The ANOVA method was used to assess the differences between the three sets of data . The value of the 

statistical test F (F = 0.0783) for the series analysed is lower than the critical value (Fcrt = 3.0074), 

indicating that the differences between the three data sets are not statistically significant and the variations 

registered are explain by the influence of random factors. 

 

From the analysis of the measured data (Figure 15), it is observed it follows the same variation curve, 
indicating that the systems for measuring the atmospheric pressure provide similar values. 

 
Figure 15. The variation of atmospheric pressure values during the 

monitoring period 

 

The values of the main statistical parameters (Table 7) for the three data sets are quite 

homogeneous, and the values of correlation coefficients are significant (Table 8). 

 

Table 7. The values of the main statistical parameters for atmospheric pressure 

Statistical parameter Libelium equipment 

SCP1 SCP2 SCP4 

Mean value 101626.3 101567.5 101678.6 

Median value 101712.4 101653.1 101775.5 

Standard deviation 368.9  368.7  369.2  

Variation 136100.7 135986.4 136350.2 

Minimum value 100739.8 100683.2 100771.7 

Maximum value 102321.8 102272.3 102361.5 

Count 256 256 256 

Confidence level (95%) ± 45.40 ± 45.38 ± 45.44 
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Table 8.  The values of correlation coefficients for atmospheric pressure 

  SCP1 SCP2 SCP4 

SCP1 1   

SCP2 0.999  1  

SCP4 0.999 0.998  1 

 

The ANOVA method was used to assess the differences between the three sets of data. 

The value of the statistical test F (F = 5.8143) for the series analysed is higher than the 

critical value (Fcrt = 3.0074), indicating that the differences between the three data sets 

are statistically significant. 

In order to identify which of the three equipment that provide mean value which is 

statistically significantly different from the other two, the Student test (test t) was applied. 

The resulting values (table 9) indicate with high probability that the mean value for the 

values measured by SCP1 is statistically different from those measured by the SCP2 

stations, while between the values measured by the SCP1 and SCP4 stations, respectively 

SCP2 and SCP4 are no statistically significant differences. 

 

Table 9. Student test values for the data sets analysed  

Statistical parameters SCP1vs. SCP4 SCP1vs. SCP2 SCP2 vs. SCP4 

Test t value -57.0163 79.5280  -78.3969 

P value 1.9 x 10-147 2.6 x 10-182 8.8 x 10-181 

Critical value ( Test t) 1.6508  1.6508  1.6508  

 

From the analysis of the measured data (Figure 16), it is observed it follows the same 

variation curve, indicating that the systems for measuring the relative humidity provide 

similar values. 

 

                   

 
Figure 16. The variation of relative humidity values during the 

monitoring period 

 

The values of the main statistical parameters (Table 10) for the three data sets are quite 

homogeneous, and the values of correlation coefficients are significant (Table 11). 

 






































































