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Description This deliverable reports the final evaluation results of WP1 on the application of
the SmartDelta methodology and tools to the use cases.

Executive Summary

SmartDelta engages in collaborative research with a diverse range of industrial partners,
encompassing sectors such as railway, e-mobility, telecommunications, finance and banking,
enterprise software, logistics, personal mobility, and cybersecurity. The objective of WP1 is to integrate
the disparate use cases into a unified approach that aligns their definition, development, and
evaluation with the overarching objectives of SmartDelta.

In the initial phase of WP1, the specifications of the use cases were established, including the
evaluation criteria, requirements, and the current state of existing systems (Year 1). Subsequently, a
preliminary series of experiments is conducted via WP 2, 3, and 4, resulting in an intermediate
evaluation and set of recommendations (Year 2). In the final year of the project, the present evaluation
is performed.

This report presents the final evaluation of the tools developed and applied within the SmartDelta use
cases, as well as their integration into the SmartDelta methodology. The objective was to provide both
gualitative and quantitative feedback, evaluated against the project's key performance indicators
(KPls).

Each of the 11 use cases provides a comprehensive evaluation and recommendations for the
implementation of SmartDelta in industry. This offers a detailed overview of the project's achievements
and benefits across the various industrial domains involved.

© 2025 SmartDelta Consortium Page 2 of 165



SmartDelta

D1.6 SmartDelta in Industrial Environments-Use Case Report

Table of Contents

EXECULIVE SUIMIMAIY .....eiiiiiiiieie ittt ettt e s bt e e e st b et e e aab b et e e st e e e e e et b e e e e abbeeeesbbeeeeabneeeea 2
DOCUMENT GIOSSANY ....eeeeiiiitiiee ettt ettt ettt et e e st e e e e sk bt e e e aa b b e e e e anb b e e e e sbbe e e e abbeeeesbreeeena 6
1. [ a1 oo [N o1 1o o DT O PSP PP RPPPUPPPPN 7
2. EVAlUAtioN ODJECHIVES.......oiiiiiiii ettt e e e e e 9
a. SmartDelta MethOUOIOGY .......couiiiiiiiiiiee ittt e et e e e anreee e 9
b. Requirements, Metrics and KPIS........coi i 9
3. USE-Case 1 frOM AISTOM .. .oeiiiiiiiiie ettt r e 10
a. USE-CaSE DESCIIPLION ..eeeeiiiiiiiieii e e e e e ettt e e e e e e s et e e e e e s e sst e e e e e aeeessntaraeeeaeeeessnnnneneeeeessaanns 10
b. Link to SmartDelta Methodology ..........cuuuiiiiiiiii i e e 13
C. QLI e 30 1= 2o ] o) 1o 1 14
d. VISUBLIZATION ..ottt et e e et e e e ss e e e e e e e s ann e e e s nnr e e e e nnes 16
e. USE-Case eVAlUALION SEIUP .....uuuuruiiiuiiiiiiiiiiiituieieiaietererernrnrnrererererernrereeararerarnrnrnrarnrnrarnrnrnrnrnne 20
f. EVAIUALION TESUILS ....oeiieiieii et e e e e e e e e 23
g. Recommendation for industry adOplion ...............uuueieieieiuieieieieiieeeee ... 26
4, USE-Case 2 from AKKOGIS ........oiiiiiiiiiiiiiiie ittt ettt e et e e e sbneee e 27
a. USE-CaSE DESCIIPLION ....eeeeeiiiiiee ettt e et e e et e e e st b e e e s bbe e e e sbbeeeeabreeeean 27
b. Link to SmartDelta MethodolOgy ...........cuueiiiiiiiieiiiiiie e 32
C. TOOIS ESCHIPLIONS ..ttt ettt e e it e e e ra e e e e aaba e e e e anbneeeeaeee 34
d. VLI U = 11741 iTo o H PR PTTPTPRP 38
e. EVAIUALION SETUP ... eeeee ittt ettt e e e st e e e abb e e e e s bb e e e e abbeeeeaa 42
f. EVAIUALION FTESUILS ....eeiiiiiiiiei ettt e et e e e e sab et e e e anba e e e e anbee e e e nneee 43
g. Recommendation for industry adOplion ...............uuuuueiuiuimieiiiiieiieieiieeee ... 49
5. Use-Case 3 from @CAMION. .. ...ttt e e s e e snreee e 54
a. LY @ 1Y I L= ox o] (o] o 54
b. Link to SmartDelta MethOAOIOQY .........uuuuuruiuiiiiiiiiiiiiiiieieieierarereereeeereeererererer e 55
C. QLI e 30 L= T ] o) o 1 55
d. VISUBLIZATION ..ottt et e e et e e e st e e et e e e sar e e e s anr e e e e anes 56
e. V= 10 =i IS [ o 58
f. EVAIUALION TESUILS ....eeiiiiieiee ittt e et e e e e e st e e e e anee 59
g. Recommendation for indUStry @dOPLion ...........coooiiiiiiiiiiei i 60
6. USE-Case 4 from NEIRD .......veiiiiiiiiee ettt e et e et e e e snbeee e 60
a. USE-CaSE DESCHPLION ....eeiiiiiiiiiie ittt ettt e ettt e e s bt e e st e e e sbbe e e e sbbeeeeabbeeeean 60
b. Link to SmartDelta MethodolOogy ..........ccueeeiiiiiiiiiiiiie e 62
C. o103 B =TT ol o) 1o SRRSO 62
d. VTSI U= 1174 o o PRSP TPRR 63
e. EVAIUALION SEIUPD ....veieeiiiiiee ettt sttt ettt e ettt e e st e e e snbb e e e e sbbeeeeabbeeeean 66
f.  Evaluation results and Recommendation for industry adoption ...........cccccooeiiiiieiiiiiiiniiiiieenenn. 67
7. USE-Case 5 frOm KUVEYE TUIK.....coiiiiiiiiiiiiiee ettt e e e e e aeee e e e e e ae 70

© 2025 SmartDelta Consortium Page 3 of 165



SmartDelta

-~ o 2 0 T ®

T o © @

® o o

—h

T 9 © @

o o

—h

2 0o o P

PN 0]

o o T p

—h

D1.6 SmartDelta in Industrial Environments-Use Case Report

USE-CaSE DESCIIPLION ....eeeieiiiiiiee ettt e e skt e e st b et e e sbb e e e e sbbeeeeaabrneeean 70
Link to SmartDelta MethodolOgy ...........cuueviiiiiieiiiiiiie et 75
e To 1l B LT T ol o] (o] o HE P O PP PP PPPPPPPPN 76
VISUBLIZATION ...ttt ettt e e e a bt e e e am b et e e e e nbe e e e e anbr e e e e anbreeeennee 77
V7= Y [U = a0 IS T= 11 o PSRRI 82
EVAIUALION FESUILS ....eiiiiieiiiiiee ettt nnn e n e e e 83
Recommendation for industry adOoption ............oocciiiiiiiee e 84
Use-Case 6 from SOMWAIE AG.........cooiiiiiiiiiiiiee e srneee e 84
USE-CaSE DESCIIPLION .eeeeiiiiiiiieie e e e e e ettt e e e e e s s et e e e e e e s ss bt e e e e e e e e ssastataeeeaeeessannnnrrneeeaeseannns 84
Link to SmartDelta Methodology ..........ccuuiiiiiiiii i e e 86
QLI e 30 1= 2o ] o) 1o 1 88
VISUBLIZATION ..ottt et e e e et e e e st e e e e e e e nnn e e e s ann e e e e nnes 90
EVAIUALION SEIUPD ....veiiei ittt e et e e e st e e e st b e e e e sbb e e e e abreeeean 91
EVAIUALION FESUILS ....eiiiiiiiie ettt e et e e e st e e e e nbn e e e e neee 93
Recommendation for industry @adOplion ............cooieeeiiiiiiieiiee e 101
USE-CaSE 7 fTOM C.C.C0M cciiitiiiii ittt ettt ettt et et e e st e e e s aabbe e e s anneeeas 101
USE-CaSE DESCIIPLION ....eeeiieieiiee ettt ettt ettt et e e s st e e s sabbe e e s aanneeas 101
Link to SmartDelta MethodolOgy ...........cuveeiiiiiiiieiiieiee e 103
TOOIS ESCHIPLIONS ..ttt e e bt e e st b e e e sabb e e e e sabb e e e e abbeeeeans 104
VISUBLIZATION ...eeeiirieee ettt ettt et e e e e e e s e e e e s et e e s n e e e e s rneeeeanneeeean 106
V= 10 =0 IS (0 o 107
EVAIUALION TESUILS ....eeiiiiiiie ittt e e e e e e e e anes 108
Recommendation for industry adOplion ...............uureieiiiuieieiiiiiiiiieieieinereee ... 110
Use-Case 8 from GIaSSNOUSE ..........coiiiiiiiiiiii e 110
L LY @ 1Y I L= Yo o] (o) o 110
Link to SmartDelta MethOOIOQY .........uuuruuuiuieiiiiiiiiiiiiieieieieieraiererareererereeerererererararaaranan. 112
B e o] 30 L= T ] o) o 1 114
VLI U = 11741 io ] o H PP POTPPPTPPPRPN 115
EVAIUALION SELUP ... eeiiiiiiiiee ettt ettt e e bt e e s bt et e e s aabb e e e s naneeeas 115
EVAIUALION FESUILS ...eeeiiiiiieee ittt ettt e ettt e e et e e e e et e e e e e snbaeeeeneee 116
Recommendation for indUstry @adOplion ............eeoiieiiiiiiiiie e 117
USE-CaSE O frOM IZEITIS ...eeiiiiiiii et e e s sneeeas 118
USE-CaSE DESCHPLION ....eeiiieiiiiee ettt ettt ettt et e s sttt e e s sn bt e e s anbt e e e e snbbe e e s nnneeeas 118
Link to SmartDelta MethodolOgy ...........cuueiiiiiiiiieiieee e 119
I e Lo ESRe (=2 ox o] 1T o < T TP PPPTT PP 121
V10t 117221 io ] o E PP UTPRPPOPPPPPPPPPRPN 122
BEVAIUBLION SELUD ....eeeeiiiie ittt e ettt e e e e e s bbb et e e e e e e e anbbbreeeaaeeeanns 124
EVAIUALION TESUILS ....eeiiiiiieei ittt e et e e e e re e e e e 125
Recommendation for industry @dOption ..........ooouiiiiiiiii e 126

© 2025 SmartDelta Consortium Page 4 of 165



SmartDelta

12.

T &

=~ ® o o

16.
17.
18.

D1.6 SmartDelta in Industrial Environments-Use Case Report

UsSe-Case 10 from VaAadiN........oeiiiiiiieiiiiiie ettt e e e e e e anneeeas 126
USE-CaSE DESCIIPLION ....eeeiiiiieiiie ettt ettt ettt et e et e e st e e e s anbe e e s nnnneeas 126
Link to SmartDelta MethodolOgy ...........cuueiiiiiiiiieiiieiee e 127
TOOIS DESCIIPTIONS ...ttt ittt ettt ettt ettt et e e et e e e st b e e e e sabb e e e e sabr e e e e anbbeeeeanneeeeans 129
VISUBNIZALION ...ttt e et e s e s e e s e e nn e e nn e e nnn e e e 135
7= Y [U = o ) IR T= 0 o SRR 137
EVAIUALION RESUILS ...t e e 141
Recommendation for industry @adOption ...........oocciiiiriie i 153
USE-Case 11 frOM AFCEIIK .....ccuvieiiieiei et 154
USE-CaSE DESCIIPLION .eeeiiiiiiiitiiiee e e s e ettt e e e e e s e r e e e e e s s st e e e e e e e e s s anteneeaaeeesannsnnnneeeaeeeaanns 154
Link to SmartDelta MethOdOIOQY .........uuuuuuuiuueiiiiiiiiiiiuieieierarereiererereerreereerra ... 154
B e e 30 1= 2o ] o) 1o I 155
VA0 = 11 74= 1o o H TP UU PP POPPPPTPPPPP 156
EVAIUALION SEIUPD ....veeeiiiiiiie ettt sttt e et e e s bt e e e s aabne e e s nanneeas 159
EVAIUALION TESUILS ....iiiiiiiieei ittt ettt e et e e st e e e anbae e e e neee 160
Recommendation for industry @adOplion ............coooieeieiiiiieiiee e 161
Industrial Use-Cases and Project KPIS reSUIS ...........coouiiiiiiiiiiiiii e 161
IMPLHCAtIONS FOF INAUSTIY ..ot e s snnneeas 164
RETEIENCES ...ttt ettt e e bbbt e s s st e e e s sabb e e e s nnnneeas 165

© 2025 SmartDelta Consortium Page 5 of 165



SmartDelta

D1.6 SmartDelta in Industrial Environments-Use Case Report

Document Glossary

Acronym

Definition

AST

Abstract Syntax Tree

Al/ML

Artificial Intelligence/ Machine Learning

Cl/ICD

Continuous Integration / Continuous Delivery

CIT

Combinatorial Interaction Testing

CPaaS

Communications Platform as a Service

DataOps

Data Operations

DevOps

Development (Dev) and Operations (Ops)

ECU

Electronic Control Unit

EFP

Extra-Functional Property

FinTech

Financial Technology

FM

Feature Modelling

FR

Functional Requirement

FODA

Feature-Oriented Domain Analysis

loT

Internet of Things

IPR

Intellectual property rights

MBT

Model-Based Testing

MLOps

Machine Learning Operations

NFP

Non-Functional Property

NFR

Non-Functional Requirement

NLP

Natural Language Processing

OEM

Original Equipment Manufacturer

OoVvM

Orthogonal Variability Modelling

PaaS

Platform as a Service

PLE

Product Line Engineering

QA

Quality Assurance

QIP

Quality Improvement Paradigm

RCS

Rich Communication Services

RL

Reinforcement Learning

SPLE

Software Product Line Engineering

uc

Use Case

UCaaS

Unified Communication as a Service

V&V

Verification and Validation
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1. Introduction

The SmartDelta project encompasses 11 use cases (see table 1 below), which span various industry
domains. Each use case has been designed with the objective of deriving benefits from participation
for the use-case provider. To ensure that the SmartDelta solutions can provide effective support for the
selected industrial use cases, a requirements baseline has been established for each case, taking the
technology, processes involved and business requirements into account (pre-conditions). The
evaluation criteria and values have been set against the baseline values during WP1 and throughout
the project as a whole. These criteria are aligned with the KPIs of the SmartDelta project, thereby
ensuring that the evaluations are meaningful reflections of the project's performance.

The SmartDelta tools and methodology [1] have been developed with the objective of satisfying the
criteria and achieving them. The methodology development is conducted in conjunction with
continuous evaluation, a strategy that has been demonstrated to be an effective means of elaborating
the SmartDelta methodology in a step-by-step manner (see Figure 1 below), thereby ensuring its
suitability for industrial applications.

Use-Case Use Case Evaluation Prel. Review and Industrial Evaluation Final Industrial
nd : Specification Criteria Definition (KPIs)| [ Recommendations Setup Evaluation
ndustria I~

‘ | | I { .
Evaluation—— |

~

(WP1) SmarDett V1.0 v2.0 v21 v22 V30 11 '
martDelta : I E— I~
Methodolgy [ { I L
(WP2) Refinement SmartDelta Methodology Feedback on Methodology
Methodology Evaluation Setup Individual WP level | |Performance Evaluation

Figure 1: Step-by-step industrial evaluation setup and contribution to the Methodology

This document is organized into three main sections.

Section 2 outlines the evaluation framework and environment at the project level, with a particular
focus on the SmartDelta Methodology and the metrics employed for the evaluations.

Sections 3 to 13 are use-case specific, presenting the use-case definition, tools and methodology
integration, along with the evaluation results and recommendations for industrial domain adoption. An
exhaustive list and basic use-cases description is provided in the table 1 below.

The document concludes with an overview of the project KPIs and an examination of their implications
for the software industry in the sections 14 and 15.

© 2025 SmartDelta Consortium Page 7 of 165
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Use Case ID

Country

Partner

Domain

Topic

ucCl1

Sweden

Alstom

Railway

Quality in agile
model-based
system and
product line
engineering

ucz2

Germany

Akkodis

eMobility

Charging
communication
controller
software for
electrical vehicle

ucCs

Canada

eCAMION

eMobility

High quality and
cybersecure
software in
deployable
energy hubs

uc4

Turkey

NetRD

Telecommunicati
on

Al based fault
and performance
analysis in cloud
communication
services

ucCs

Turkey

Kuveyt Turk

Banking
and Finance

Continuous
improvement of
code quality,
security, and
performance in
core

banking software

ucCeé

Germany

Software AG

Enterprise Softwa
re

Continuous
security and
quality
improvement in
enterprise
software

ucv

Austria

c.c.com

Logistics and
Personal
mobility

Continuous
guality monitoring
& improvement in
automated

traffic detection
software

ucs

Canada

GlassHouse

Cybersecurity

Continuous
improvement of
cybersecurity
solutions

uc9

Spain

Izertis

Enterprise Softwa
re

Semantic
matchmaking

ucCl1o

Finland

Vaadin

Software
development
platform

Continuous
quality, security,
and performance
improvement in
software
development
platform

UC11

Turkey

Arcelik

Home
Appliances

Measure
Software Product
and Process
Quality of
Enterprise
Solutions

© 2025 SmartDelta Consortium
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2. Evaluation Objectives

a. SmartDelta Methodology

The SmartDelta approach entails the development of automated solutions for the assessment of
product deltas within a continuous engineering context. To facilitate comprehension of the
interconnections between specific processes and solutions, a software delta management
concept, designated as the SmartDelta Methodology, has been created (see figure 2 below). The
SmartDelta Methodology is presented in detail with examples in the SmartDelta D2.4 - SmartDelta
Methodology Users and Developers Guidelines i

- Ny

Requirements define Incremental test Quality
Engineering Development |«—adjust Assurance ||| i
o Tepo Monitoring and
A )Q%Oo\"‘ based on inerpret|  Visualizing
s 9@"/ () | Recommend and
adjust
i JJ v | Predict
lead to ()

\ J))

Figure 2: SmartDelta Methodology diagram

The present document offers a comprehensive evaluation of the SmartDelta methodology in a
variety of use cases, with the objective of assessing the methodology's adaptability across
multiple industrial domains.

b. Requirements, metrics and KPIs

SmartDeltads performance is measured through four

Table 2: SmartDelta main sets of KPIs

1 Key Innovation related KPIs

2 Unique selling proposition KPIs

3 Progress on market access KPIs i exploitation and
deployment

4 Progress on market access KPIs - dissemination

The Use-Cases Evaluations presented in this report are related to the ID 1 (Key Innovation) and
ID 2 (Unique selling proposition) and can be found in the section 14.

The use-cases and the considered software are defined through functional and non-functional
requirements. At their definition, each requirement has been mapped with the project KPIs.
Therefore, each Use-Case performs an evaluation based on the requirements. The SmartDelta

© 2025 SmartDelta Consortium Page 9 of 165
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performance is measured by considering all requirements contributing to the KPIs. One example
of this linkage is shown in the Figure 3.

el Feg - EEES - B Achiev Rieg. KPI Unit B KPP Succeqid 4 2| Description = |
UCz.FR_AZ success rate of finding conflicting models - in 0 g0 0052 | e fmonocamans AR S Lfeaditv dmonaiamant

<rarget uzlue> of all cazes [according to 2
measure that still has to be defined)
UC2 FRLAZ sucoess rate of finding conflicting models - in 0 90 10052 LY A KALES Dadiact Fraveation

<rarget value> of all pazes[accordingto 2

measure that still has to be defined)
UCZ.FR_AZ suctess rate of finding conflisting madels - in 03 i A005 | adatrarsion of acasdaomani oo i3 fanms of fosatfuseis AALEE Fhackazt fRafiag S Fataniian

<rarget value? of all pazes[according to 2

measure that still has 1o be defined)

UCZFR_AZ sucoess rate of finding conflisting madels - in 0 i V005 | ndatiarion of maan #ima i3 802048 ualt Aneaasn S apsiminaon HELET iy Simacti A i 2
<rarget valuer of all cazes[accordingto a RIS, Sompaead i manual aopeoash.
measure that still has 1o be defined)
UCZFR_AZ success rate of finding conflicting models - in 04 30 1003 i3 5 a S ina 4, Lt g Auitomatad ragna of Susham 2ot Basad on gty trands

<rarget valuer of all cazes[accordingto a
measure that still has to be defined)

(2) If arequirement is met, then
it contributes to the project
KPI 6s success

(1) One Use-Case Requirement
supports more than one
project KPI

Figure 3: Use-Case requirement and project KPIs

3. Use-Case 1 from Alstom

a. Use-Case Description

Alstom is evolving mobility worldwide and making it easier for people to connect with one another.
However, people choose to travel, theyoll find an Al
of fering of public transit products (e.g., high spee

Alstom answers the call for more efficient, sustainable, and enjoyable transportation everywhere.
Our vehicles, services and, most of all, our employees are what make us a global leader in
transportation. We partner with customers, local organizations, and all stakeholders to help build
communities and improve quality of life wherever we do business. Alstom is present in more than
70 countries, with 250 sites among them. Our 70,000 employees push mobility forward by creating
rail transportation products adapted for the travellers of today and tomorrow. In the fiscal year ended
2020/2021, we posted sales of 14 billion Euro with an order backlog of 74.5 billion Euro.

© 2025 SmartDelta Consortium Page 10 of 165
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Over ‘; =
17,500 = } EUROPE
70,000 ’
engineers |
employees employees
worldwide More than :
9,500
70 palents AMECA
A AMER' CAS {AFR‘V\"J\ MIDBI.E E‘h’:‘T.
countries barter to A o00 WSS,

employees employees

Over over

250 sites 300 cities

employees

over 150,000
vehicles in commercial
service

Figure 4: Alstom employee global presence

Challenges and motivation:

The Alstom use case is related to four main challenges that are structured into four user stories as
follows.

Story A: Delta between product line features and customer needs

200 Customer 200 product features 500 requirements in 1 project
Requirements

Previous Project
Requirements

Product Features

—»@ Product Feature #22

New Feature #1

Previous Project
Requirement #52

| nessionm |
Req #200 |

6 Product Feature #72

Figure 5: Customer requirements liked to produce features, past projects, or new features

Alstom in Vasteras meet new customer requirements through modifying previous project solutions
or modi fying standardi zed fAproducto hardware
products provide an abstraction to support implementation of the train functions to fulfil the customer
requirements. Standardized control algorithm products are adapted to suite hardware products been
controlled. Both the hardware products and control algorithm products are usually modified to meet
new customer requirements. Customer requirements are analyzed by advance engineers for
correlation and differences with our standard product and past projects, sometimes within a very
short timeframe due to bid submission and development deadlines. Bidding process is between 1
month to 12 months. Requirement analysis within projects takes 1 to 3 months. This process
requires the system engineer to manually correlate all standard product features, past projects, and
the current customer requirements. This process is extremely difficult, time consuming and error
prone. Therefore, this user story requires innovative solutions that could aid the bidding and reuse
process at Alstom.

Story B: Functional requirements quality and verifiability

© 2025 SmartDelta Consortium Page 11 of 165
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Customer
Requirements

. =
System
Requirements

| ©
Control ﬁ%b

Requirements |

& &
Control Software
Software Verification

Figure 6: Customer requirements functionally verified manually

To ensure the customer requirements are verified, every customer requirement is broken down and
linked to the relevant new and existing features. The features relevant to software control are broken
down and linked to control requirements. All software requirements are linked to the relevant software
implementation within the control software. To ensure the implemented software satisfies each
requirement, at least one test is performed on the software, known as a functional test. The functional
tests enable the verifier to demonstrate the software behaves as specified in the requirements. All links
from the control requirements to the implemented software and functional tests must be traceable to
satisfy European railway standard EN50657 up to safety integrity level 2 (SIL2). The functional tests are
currently created and reviewed manually. Testers must review the requirements and create relevant test
cases which will sufficiently test the control software. This use story attracts innovative solutions to
enable semi-automated requirements quality evaluation and verification.

Story C: Code quality and Delta between manual and automatic test review, design review
and code review

When designing software control solutions with a block diagram approach, the designs should be
developed according to a specific set of rules and standards to ensure a higher reliability of the
code generated and readability of the design. One approach used in Alstom is to use a functional
block programming language using a design and coding standard enabling compliance to EN50128
or EN50657 up to safety integrity level 2 (SIL2). Depending on the designing tool used, the Alstom
design standard is a combination of Alstom-specific designing guidelines and either:

1. Phoenix Contact Multiprog development environment based on IEC-1131
2. MATHWORKS Simulink

A combination of automatic and manual design and code reviews are performed to ensure the
software artifacts have been developed against the Alstom software design and coding standard.
Therefore, this user story will focus on bringing more automation to the code analysis and review
process.

Story D: Incorporating product line updates into existing applications.

© 2025 SmartDelta Consortium Page 12 of 165
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While the product line software evolves, the software artifacts evolve with each baseline and release
which the projects using the product line need to consider. The evolution of these software artifacts
between baselines could be either of the following:

- Clone i no changes to the software artifact.

- Change i changes performed on the software artifact.

- Removed i the software artifact is removed from the product.
- New i a software artifact is added to the product.

Within Alstom, the projects copy and own the product line at the start of their project. Once the
project has copied the product line, they need to consider how to handle the product line to meet
their project needs without affecting the product line. Within SmartDelta project, this user story aims
at supporting the experts merge the desired product line changes into their project without negatively
affecting the project application specific changes, that would be extremely beneficial

b. Link to SmartDelta Methodology

Alstom instantiates the overall SmartDelta methodology that spans across the in-house
development life cycle for the customer delivery projects. Within the Requirements Engineering, the
Alstom User Story A contributes to requirements extraction, allocation, similarity analysis, and
quality. For Incremental development, requirements-driven reuse identification aids in the reuse of
components to reduce the lead time of development and avoid redundant efforts. For Quality
Assurance, User Story C contributes automated code review and automated test case generation
from requirement models. Furthermore, User Story C also contributes quality assurance via
automated design rule checking on the implementation models. Finally, User Story D focuses on
the product dimension of the methodology by supporting product evolutions across product line
variants. All four user stories contribute to visualization by visualizing output results. The four user
stories are realised with various tools that are developed in SmartDelta project. Below, we briefly
summarize each of the tools in relation with the four user stories.

AN N
B Story B Story G Story Dj
( Requirements Engineering ) Incremental Development .‘_ ( Quality Assurance AN
Requirements Elicitation Code Reuse Analysis 11— Delta-Aware Test Generation
and Exiraction
Requirements Quality Analysis | | joc o Code Quality Analysis Test Amplification ‘ Monitoring and Visualizing
Requirements Reuse Analysis A;‘;?y;:":ﬂf:‘:jse Monitoring and Anomaly Detection ; Anomaly Visualization
and Allocation ‘a djust—{
( Requirements Model Extraction Ge::::&:‘:ww‘::::ysis Static Analysis of Deltas — Predictive Analysis
Preconditions influence o |\
(mm"" b Requirements Verification o")% - < ¥
Code; Desi) and Validation % % based on Data Exploration
/ . 4 Recommend and Predict
. Machine Learning -based Anomaly
adjust - < and Threat Prediction \
“lead tor 1 1 Automatic Code Analysis and
Change Impact Analysis
Similarity Analysis Approaches and
Recommendations

<
@y

‘/71

b S

Figure 7: Mapping of the SmartDelta Methodology on the Alstom use-case (dotted lines shows mapping for

Alstom).
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c. Tools descriptions

To address the existing tool limitations described in the User Stories, the following solutions were
proposed during the SmartDelta project. A description of each tool is included in the next section.

Tender Deployment
Planning Validation
REQA —
. TIGER+
REQI Specs
— INT & Test DRACONIS
VARA+
Design
=
2
IS
=
(O]
=
<@
Q.
DRACONIS =

Figure 8: The SmartDelta Methodology for the Alstom use-case mapped to the V model

Key Tools and Their Roles in the Alstom Use-Case

REQ-1T atool for customer needs identification for tender documents

Reqldentifier (REQ-I) formulate the requirement identification problem as a binary text classification
problem. It uses various state-of-the-art classifiers based on traditional machine learning, deep
learning, and few-shot learning for requirements identification from large tender documents., the
tool can process a text entry or a PDF document to extract text from it using Optical Character
Recognition (OCR). Once, all the textual entries of the tender documents are available, a BERT
language model-based classification pipeline is fine-tuned on the input text. In query mode, text or
a PDF file can be given as input to the tool, and it outputs a PDF file with highlighted requirements.

REQA T atool for allocation of requirements to teams for implementation

Once requirements are identified, they need to be allocated to various development and testing
teams for implementation. The REQA tool combines traditional Al with deep learning to allocate
requirements and generate supplementary information to support engineers in well-informed
allocation. The REQA tool has two modules named Assigner and Augmenter:

The Assigner module uses large language models with statistical classification to recommend the
allocation of the requirements to various teams that are likely to accept the allocation,

The Augmenter module uses lexical similarity-based clustering to generate cased based
explanations to support the recommendations of Assigner and in turn, a well-informed allocation.

VARA+ T atool for reuse identification
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VARA is variability-aware requirements reuse analysis method which aims to automate product's
assets reuse analysis and thus helps teams achieve quick and quality delivery of software systems.
The tool uses state-of-the-art natural language processing and machine learning algorithms to
predict existing product's assets that can be reused to realize the new customer requirements. In
addition, VARA also compute various metrics (readability index, complexity and subjectivity etc.) on
the quality of requirements that help in writing better requirements.

VARA takes all existing requirements and their links to software components implementing them,
as input to fit/train a content-based recommender--- driven by clustering. In query mode (steps can
be followed with blue arrows), unseen customer requirements are used as input to recommend
reuse based on similarity with neighbouring existing requirements.

TIGER+ T atool for test case generation and execution

TIGER uses the model-based testing concept to perform the concretization of abstract test cases
and the generation of test scripts. It consists of three parts:

Modelling and Abstract Test Case Generator: GW (Graph Walker) takes as an input the model
file in JSON/GraphML format and generates the abstract test cases by traversing through the model
elements (i.e. states and transitions) based on a generator algorithm (such as random, quick
random, Astar, etc.) and a stopping condition (such as edge coverage, vertex coverage, etc.).

Test Case Generator: The test case concretizer converts abstract test cases into concrete by
mapping the logical signal names with their technical counterparts and corresponding values.
Testers and developers use these logical names as initial names of the signals in the early phases
of development. Later in the development, technical signal names became available that represent
the actual sighal names used by the SUT for its normal operations. Hence, the test case concretizer
extracts the test data i.e. (variable names and their respective values) from the generated abstract
test cases (available in a JSON file), extracts the required information about technical signal names
from an XML file, and maps the logical signal names with technical signal names and their
corresponding values based on defined mapping rules.

Test Script Generator: Once the abstract test cases are converted into concrete test cases, the
test script generator generates the test script in C# language using the implementation details of
the SUT (i.e. script format, libraries, and methods to be executed on the target test execution
platform, SIL & HIL). The generated test script contains two types of steps for each test case, forcing
the input signals and verifying the expected output signals, to validate the expected behaviour of
the SUT.

DRACONIS i aframework for static analysis

DRACONIS is a static analysis framework. It is separated into three steps: Intermediate
representation generation, analysis and reporting.

The intermediate representation is generated either directly through model transformations from
the source models, or by converting the models to JSON, which is then parsed by the framework.
The analysis core supports analyses based on metrics or dataflow information. The tool supports
design requirement checking by instantiating requirements as analysis rules (commonly called
fchecker so) as a named Additobal chacksi cam be girfovidedutleraughe s .
configuration files, where the checker behaviour is defined using a subset of python. This allows
multiple user configurations to be used, supporting for instance low-cost checks that may be run on
every change to more extensive configurations which are part of the final validation work. After the
analysis is performed, the tool stores the model instance and the analysis report in a database. In
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cases where the model is then changed, a delta analysis is performed to recommend what analyses
will need to be re-run.

The framework additionally supports upload of analysis results performed offline through JSON
format, which will be added as additional metrics. Thus, some support for stand-alone tools such as
https://github.com/jean-malm-mdh/fbd-complexity-tool exists.

DRACONIS can produce result outputs both in pure text-based format as well as a structured report,
including a rendered image of the model. The web application provides functionality for reviewing
and annotating the reports as well as viewing some statistics.

The usage of DRACONIS allows the automated generation of reports based on some existing
design rules, which in turn accelerates starting the review process, and by automating the tedious
parts manual validation effort can then befocused on cases where a human is most needed.

Implementation Details
1 Python-based analysis backend. Developed against Python 3.9
1 Adapters: PLC adapter uses ANTLR4 parser framework, Simulink adapter generates into
JSON format.
1 Django Web Application exposing report review interface and API functionality.
1 Command Line Interface for batch uploading and generating textual reports.
The implementation of the tool can be found at https://github.com/jean-malm-mdh/draconis

d. Visualization

DRACONIS.Most of DRACONI S&6 vi s aaéssed tarbuglotime webaapplicdation.i es ar
Figure 9 shows the report view for a block model. Checks are first grouped by whether they pass or

fail, to ensure the user can quickly get an overview of the status. Users may then add review the

different reports by adding comments. Additionally, a graphical rendering of the model is shown to

the right of the reports, giving the developer contextual information such as comment blocks. In

Figure 10 we see the remaining information: Variable information, metrics, as well as dependency

chains of endpoint variables.

MaxInt4

Uploaded: Jan. 27,2025, 1:08 p.m.
Make and Download Report

Go back to the models list view

Checks Failed Rendering of Model

Malntd
Check Name ‘ Message Review Status Notes Justification Actions |

Checks Passed

Check Name Message Review Status Notes | Actions

(Calculate the Max valuc™)

“The number of variables (18) does not
FBD MetricRule TooMany Variables ne nmber of vara! ”r; ) does nol

exceed chosen limit of 4

£d conversion betwesn safe Alert As
FBD DatsFlow SaloncssProperty No unjustified con usl:ﬂbtlv.m.ns I 1

and unsafe data detecte

MAX_INT_S

INT

" Alert As IN2
FBD Varisbles GroupCohesion Varisbles are properly sorted into inputs n o
aind outputs groups

‘The mandatory groups (Inputs and Note.
FBD Variables G 0u¢pum exists,

Figure 9: Tophalf of DRACONI S6 mo d e ITo thedeft i3 the report seley and a rendering of the model
can be seen to the right (continuing off-screen). The user may the buttons in the action column to leave comments
or classify reports.
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Variable Info Core Metrics
Variable name Variable Type Data Type Initialized Value Description Name Value
IN1 InputVar SAFEINT UNINIT Value in 1 NrOfVaanlt:s 18
m2 InputVar SAFEINT UNINIT Value in 2 NrOfFuncBlocks 20
IN3 InputVar SAFEINT UNINIT Value in 3 I’\Irlr’\pu;Vaa.\Vh]e; 4
N InputVar SAFEINT UNINIT Value in 4 ﬁ,dull;“t\}m}abies 2
ouT1 OutputVar  SAFEINT UNINIT Value OUT | Max Value VariableTypeComplexity 132
OUT2 OutputVar  SAFEINT UNINIT Value OUT 2 Second Max Valwe  [yporentiallylmpure True
C_lavalid lnternalVar  SAFEINT -32767 Constant: lnvalid
C_Idl InternalVar  SAFEUSINT ~ SAFEUSINT#1  Constant: Index 1
C_1d2 InternalVar SAFEUSINT ~ SAFEUSINT#2 Constant: Index 2
C_1d3 InternalVar SAFEUSINT ~ SAFEUSINT#3 Constant: Index 3
C_ld4 InternalVar SAFEUSINT  SAFEUSINT#4 Constant: Index 4
Max_Id TnternalVar SAFEUSINT  UNINIT 1d of the Maximum Value
MAX_INT_S_1 InternalVar CUSTOM_FBD UNINIT None
MAX_INT_S_2 InternalVar  CUSTOM_FBD UNINIT None
MAX_INT_S_3 IniernalVar  CUSTOM_FBD UNINIT None
MAX_INT_S_4 IntemalVar ~ CUSTOM_FBD UNINIT None
MAX_INT_S_5 InternalVar ~ CUSTOM_FBD UNINIT None
MAX INT S & InternalVar CUSTOM_FBD UNINIT None

Additional Metrics

Name Value

Dependency Analysis
Network
Of“p:L Potentially dependent Input(s)
Max_Id ['INT','IN2', IN3', 'IN4', IN4', 'C_Td4", IN1', IN2', 'IN¥'", 'IN3', 'C_Id¥", 'IN1", 'IN2', IN2','C_Id2'", 'C_Id1']
" [Max_Id',"C_Id1','C_Invalid', IN1', Max_Id", 'C_Id2','C_Invalid', 'IN2', Max_Id','C_Id3','C_Invalid', 'IN3','Max_Id', 'C_Id4',
ouT2 il A
'C_Invalid', IN4'|
0OUT1 ['IN1','IN2', "IN, 'IN4']

Figure 10: Bottom half of DRACGQdhydgdatmin thieular forne phe fulk set of ivagiables is
sorted and printed. Core and additional metrics are displayed separately. The dependency analysis shows the
dependencies from function block network endpoints (internal feedback variables, and outputs) backwards.

Users may also download an excel report, which contains a summary of checker reports, their
feedback, the metrics and the rendering. This allows the analysis results to be disseminated in a
document-driven way-of-working process.

DRACONIS can also perform a diff analysis of two models. If differences are detected, a summary
of the differences is written out in plain text, and a visual comparison is highlighted by overlaying
the different model renderings, where a red colour marking the graphical differences detected.
Figure 11 and 12 show these two views for a small illustrative example.

Diff Report for the Selected Programs

Summary

The following variables have changed some property between the versions:
Var(UINT Result_Even: OutputVar = 0; Description: 'Result if the input is an even number') ->
Var(SAFEUINT Result_Even: OutputVar = 0; Description: 'Result if the input is an even number')

Expression in constant block UINT#2 has changed to SAFEUINT#2 - rerun 1O tests

Figure 11: Textual summary of a diff analysis between two variants of the same base model, where the newer
model has been rewritten to use the SAFE variant of unsigned int datatypes.
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SAFEUINTY,

Visual Difference

Differences between the model variants are highlighted using a bright red colour.

o
e

Figure 12: The graphical differences highlighting the changed input port properties. The original variants are
presented alongside the diff to allow the user to investigate the change in the same view.

TIGER+. The TIGER framework uses visualizations that display the finite state machine model (from
Graphwalker as shown in Figure 13) and the generated test. It highlights the states, transitions, and
guard conditions derived from the system requirements, showing traceability from requirements to

test elements.
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Figure 13. An example test model shown in Graphwalker within the TIGER framework.

Each model element (node or edge) is linked to the corresponding requirement so engineers can
track coverage and confirm that all essential behaviour is represented. The visualization also shows
the status of generation and optimization runs.
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Figure 14. A representation of an abstract test case and its actions.

(i)\Dashboard Solution

DRACONIS.As it is primarily an an antesna dashbdandes meusedr k, DRAC
on showing an overview of the ongoing review status and is built into the web application. This

allows stakeholders to get an overview of the code quality on a checker level and the review

effort. These views are shown in Figures 15. and 16 respectively.
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Figure 15: A graph of the number of models that have passed and failed the specific checks respectively. Basic
interactivity for filtering the data based on labels exists.
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Figure 16: Graph showing the number of reports that have been attended to by a user. All reports will start with
the status unreviewed, and then get other statuses upon being interacted with.

Visualisation requirements
TIGER+.

In industrial practice, especially for safety-critical systems like the TCMS system, these
visualizations in TIGER+ ensure testers, developers, and validators understand which requirement
is tested and when it transitions in the model. This is particularly useful during audits or
certification steps, where visual confirmation of requirement coverage helps verify compliance with
standards such as EN 50128 or EN 50657.

e. Use-Case evaluation Setup

Each tool included in the Alstom use case was evaluated within SmartDelta. The tools are
evaluated against technical KPIs.

REQ-I.

We focused the evaluation on the effectiveness of the requirements identification process. To achieve
this, we considered five already annotated tender documents from Alstom. These five documents were
annotated by experts, and requirements among the documents were identified. In addition, to allow
replication, we also considered a public dataset.

Dataset |Reqs. Info. Sent.|AW pAW |TRD TSD
Industrial| 1680 1293 8332 | 39 20 | 2378 595
Public 99 280 533 |25 13 | 303 76
* AW= Avg. words, pAW= Avg. words when
pre-processed, TRD= Avg. training dataset rows,
TSD= Avg. test dataset rows
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As shown in Figure 17, in the industrial data, around 1680 requirements were identified by experts, while
the rest of the 1293 text chunks were considered to be additional supporting information. We use five-
fold validation to avoid model overfitting and enable generalizability of the results. On average 2378
textual chunk were considered across the five folds for training various classifiers for requirements
identification.

Considered classifiers included traditional classifiers, deep language models, and few-shot classifiers.
For traditional classifier, we feed term-frequency inverse document frequency (TF-IDF) based vectors
to the classifiers Support Vector Machines (SVM), Logistic Regression (LR), Decision Tree (DT),
Random Forest (RF), and Naive Bayes (NB). For a fair comparison and tuning, we applied random multi-
search optimization to select the optimal hyperparameters. SVM and LR achieved better results on
evaluation metrics when trained with normalized and reduced TF-IDF vectors using PCA. However, the
rest of the ML pipelines---RF, DT, and NB---performed better with normalized TF-IDF vectors without
PCA-based dimensionality reduction. In addition, we also consider a baseline random pipeline (W.
Rand.) that classifies input as a requirement or not based on their frequency distribution in the dataset.

For deep language model-based classifiers, we considered the seminal GLOVE and FastText based
embedding for the LSTM classifier. We considered the REQ-I approach based on BERT uncased model
and few other variants of the approach SciBERT, RoBERTa, XLMRoBERTa (XRBERT), DistiiBERT
(DisBERT), and XLNet.

Finally, for few-shot classifiers, we considered MiniLM and S-BERT-based classifiers with only 10% and

20% of the data to evaluate their performance of #fAfew

As typical in the NLP domain, pre-processing of the input text might impact classification performance.
Therefore, we also consider the datasets both with
pre-processing.

We use the standard evaluation metrics for text classification, as follows:

- Accuracy (A) is the ratio of the number of correct predictions and the total predictions.

- Precision (Prec. Or P) is the ratio of correct positive predictions and the total number of positive
predictions.

- Recall (Rec. Or R) quantifies the number of correct positive predictions from all possible positive
predictions.

- F1 score (F1) is the harmonic mean of precision and recall.

We report the macro and weighted average across the fold for all our evaluation metrics.
REQA.

The REQA tool for requirements allocation to teams was evaluated on 1680 requirements that were
already allocated to various teams at Alstom. As shown in Figure 18, the requirements were allocated
to 15 different teams at the company responsible for developing various sub-systems. We use five-fold
validation to avoid model overfitting and enable generalizability of the results. On average 1344
requirements were considered across the five folds for training various classifiers for requirements
allocation.

© 2025 SmartDelta Consortium Page 21 of 165



Smar\tDjelta D1.6 SmartDelta in Industrial Environments-Use Case Report

N

Systems I 18%
Converters N 15%
Converter Control [N 14%
Operability I 14%
Integrated Logistic Support I 5%
Standard design N 6%
Sanitary System I 4%
Electro Magnetic Compatibility Il 3%
Entertainment System Il 3%
Industrial Design M 3%
Infrastructure Testing Il 3%
Doors Control Il 3%
Drives [l 3%
CCTV System M 2%
High Voltage Il 2%

0 100 200 300

Teams

No. of Requirements
Figure 18: Considered data for REQA evaluation

Considered classifiers for comparison included traditional classifiers and classifiers based on deep
language models. For traditional classifiers, we feed term-frequency inverse document frequency (TF-
IDF) based vectors to the classifiers like the setup for REQ-I but instead of Naive Bayes we use the
multi-class version (MNB). In addition, we also consider a baseline random pipeline (W. Rand.) that
classifies input as a requirement or not based on their frequency distribution in the dataset.

For deep language model-based classifiers, we considered the seminal FastText based embedding for
the LSTM classifier. We considered the REQA approach based on SciBERT model and few other
variants of the approach BERT base, and ROBERTA.

We use the same evaluation metrics as of REQ-I.

VARA

T -
d
Han;zgc.[iﬁﬂl procuees m Training Set

h "l" ¥ 'L h 4 +

Random TFIDF D2VT D2VW3aoo FTT FTW300

Results Evaluation

Figure 19: VARA evaluation procedure

Old Evaluation: As shown in Figure 19, the evaluation process considered a requirements repository
originating from two projects and containing 188 high-level requirements linked to software components
implementing them. The data was randomly split to consider 75% of the requirements for training.
Clustering-based Content-based recommenders are then trained on the training set and evaluated on
the test set. The considered recommendation pipelines consider a random, the VARA approach (TF-
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IDF), Doc2Vec trained (D2VT), Doc2Vec pre-trained (D2VW300), FastText trained (FTT), and FastText
pre-trained (FTW300).

New Evaluation: After the old evaluation, resulting in around 78% average accuracy for the VARA
approach, the tool is also exploited at another department at Alstom. In this case, the tool was used for
in-project reuse identification. The evaluation considers two projects with varying numbers of
requirements among which 80% of requirements were used for training and 20% for testing and
validation.

We used the standard metric accuracy (A) and exact match ratio (E) for the evaluation of our pipelines.
A recommendation is correct if the recommendations generated by the pipeline contains the ground
truth. In our case, accuracy is calculated as the ratio between the total number of correct
recommendations and total instances in the test set. In addition, we use a stricter evaluation metric (i.e.,
exact match percentage). This is calculated using the ratio between the number of exactly correct
recommendations (where the ground truth is ranked on the top of the list of recommendations) and the
total number of instances in the test set.

DRACONIS. For evaluating the speedup of the review process, the tool was applied on a set of
real function block diagrams provided by Alstom, with the full analysis and upload time sampled 5
times per model. This was evaluated against the current way-of-working, where a developer would
produce the same information from the development tool.

TIGER+. The evaluation framework for TIGER+ follows a model-based testing process integrated
with the GraphWalker tool for test case generation and execution. The process starts with defining
system requirements. These requirements are translated into a model representing the system
under test. Abstract test cases are generated from the model and optimized by TIGER+ to remove
redundancies while preserving fault detection effectiveness. The requirements for the evaluation
setup are as follows: generate MC/DC-adequate test suites while ensuring efficient coverage of
system requirements, achieve high requirement coverage with a minimized number of test cases,
and maintain or improve the fault detection rate after test suite optimization.

f. Evaluation results

REQI. Results from the evaluation on the Alstom use-case show that the tool could identify requirements
in large documents with an average F1 score of 0.82%. Our results also confirm that few-shot classifiers
can achieve comparable results with an average F1 score of 0.76 on significantly lower samples, i.e.,
only 20% of the data.

REQA. Results from the evaluation show that REQA can allocate the requirements to different
teams with a 76% F1 score when considering requirements allocation to the most frequent teams.
Information augmentation provides potentially useful indications in 76% of the cases.

VARA. Evaluation of VARA+ shows that the tool can recommend reuse with an average accuracy
of around 82% and can reduce the lead time of the propulsion software system. In addition, the
gualitative evaluation also shows that the recommendations produced by the tool are valuable and
insightful.

TIGER+. TIGER+ improved test execution efficiency in the Alstom use case by reducing the size of
the model-based test suite while maintaining high fault detection effectiveness. TIGER+ identified
and removed redundant test cases, reducing the test suite size by approximately 85% to 92%. The
optimized test suites maintained a fault detection rate of 95% to 100%, comparable to manually
created test suites, while lowering execution costs.
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DRACONIS. With respect to the review process speedup, the evaluation was performed on a dataset
of 51 function block diagrams of varying complexity, with a total number of over 1100 function blocks.
Using the command line interface, the entire analysis and upload to the web app process took 17.89s
(sampled over 5 uploads) with a single user action. Once uploaded, generating an excel report out of
the results and rendered model can be done in four clicks, from the starting point of the application.

In comparison, for the manual process we observed generation times of between 5 and 10 minutes per
model, depending on the complexity and size of the model. This included performing the same reviews,
computing/finding the metrics and dependency information and putting the information into a report form.

The success is to reduce the cost
of translating input requirements
into architecture/Design and
functional tests. In Alstom today,
UC1.FR1 [TIGER+ MDU  |majority of this process is manual. | 100% 40% 70%
This solution shall conform to
safety standards
EN50657&EN50128 if a human is
not kept in the loop.

The success is to reduce the cost
of verifying a software package
through a smart verification
tool/processes ensuring
redundant testing is removed.
Today, a full set of tests are
performed on the software
package, no matter the number or
types of changes. This solution
shall conform to safety standards
EN50657&EN50128 if a human is
not kept in the loop.

The success is to reduce the cost
of identifying the similarities and  |functional

UC1l.FR2 [TIGER+ MDU 100% 80% 2%

differences between two software ity

packages. The software packages| identical [functionality

are usually very similar. Key models | identical

metrics on the types of differences 10 models 20 . .

. : functionalit

between software packages is minutes | seconds identical

very important. The current per per model. ymodels
UC1.FR3 [DRACONIS [MDU |process today is to manually model. identical less than 5

review the changes between two | identical| models &

. seconds
software packages and record if |models &| code takes
. : per model.
the changes affects interfaces, code 1 minute
functionality, documentation or takes 1 per
testing. This solution shall minute | package
conform to safety standards per

EN50657&EN50128 if a human is | package
not kept in the loop.
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UC1.FR4

VARA+
REQA
REQI

RISE

The success is to reduce the cost
of identifying the similarities and
differences between two
requirement sets. Key metrics on
the types of differences between
two sets of requirements is very
important. Today, a manual
review of the two requirement sets
is performed. This solution shall
conform to safety standards
EN50657&EN50128 if a human is
not kept in the loop.

100%

20%

20%

UC1.FR5

DRACONIS

MDU

The success is to reduce the cost
of identifying the gaps in the
conformance and compliance
when verifying software packages.
Key metrics on the types of gaps
is very beneficial. Today, a
manual review of the activities
performed vs the activities
requested is performed
highlighting the gaps in different
tools, e.g. excel. This solution
shall conform to safety standards
EN50657&EN50128 if a human is
not kept in the loop.

20
seconds
to 20
hours
dependin
gon
task.

a minute to
clearly see
which
compliance
gap exists
in the
code/model
S.

less than 1
second

UC1.FR6

DRACONIS

MDU

The success is to process
software packages which can
generate around 1 million lines of
code.

N/A,
waiting
for tool.

1 million
lines of
code and/or
300 models

300+
models

UC1.FR7

All

All

The success is to reduce the time
(hence cost) a defect is
discovered in the whole software
design process. Defects can be
created through all development
steps from requirement mistakes
to coding errors. Alstom detects
different defects are different
stages of the development
process, but generally in the
design review or testing steps.
This solution shall conform to
safety standards
EN50657&EN50128 if a human is

not kept in the loop.

100%

50%

33%
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C1.FR1: The KPI measures the reduction of the cost associated with the input requirements
translation to architecture models and functional tests. We have measured 30% reduction of cost,
which was mainly contributed by the functional tests generation from requirements. However, the
former step of translating requirements to architectural models has not been fully achieved, which
potentially could contribute to further cost reduction to achieve the targeted 60% reduction. The
measurement is carried out by selecting a set of requirements which has been manually translated into
models and functional tests by experienced engineers in contrast with the activities/steps carried out
by the tool to generate the functional tests.

UC1.FR2: The KPI measures the reduction of the cost associated with the verification of software
package. We have achieved 28% reduction in cost thanks to TIGER+ tool. Similar to the UC1.FR1, the
measurement is carried out by selecting a set of requirements, for which the experienced testers
performed the test case design, implementing test case scripts and executing the test cases to verify
the software package. The cost (measured in terms of time) is compared with to the time taken by the
TIGER+ tool to verify and generate test reports for the same data set.

UCL1.FR3: The KPI measures the reduction of cost associated with identifying the similarities between
two software packages mainly to identify the differences between two models. This delta identification
is essential to enable the reuse of software with ease in the projects. Moreover, this supports the
identification of the change impact for example in iterative development a clear visualisation of the
delta (such as interfaces, functionality etc.) between two versions of same models results efficient
planning of change impact. We have measured that this delta is highlighted and can be followed with
DRACONIS tool in less than 5 seconds for the diverse models of complexity.

UC1.FR4: The KPI measures the reduction of cost associated with identifying the similarities between
two requirements set. For measurement, we have selected a set of requirements which has been
estimated by experience manager for identification of similar requirements in the existing project base.
The VARA+ tool chain is applied on the same set of requirements which provides the results in few
mins. However, these results need to be manually reviewed (human in the loop) by experience
manager for conformance. Considering both the review time and execution time of VARA+, we have
achieved 80% cost reduction in contrast with the manual approach.

UCL1.FR5: The KPI measures the reduction of cost associated with identification of compliance gaps in
the software package mainly related to code review. For measurement, we have selected a sample of
ten models (of diverse complexity) which are manually reviewed by the experienced verifier and
recorded the cost associated to this activity. The same models are then fed to the DRACONIS tool,
where we have measured that the results can be visualised in less than 1 second for each model.

UC1.FR6: The KPI measures the scalability of the solution. We have measured that the DRACONIS
tool can practically process and generate the code review results for 300+ models with a single input.

UC1.FR7: The KPI measures the overall cost reduction in identifying the defects spanning across
different phases of the software development. To measure this, we have considered the other KPIs
which are addressing the reduction in three stages of the over development cycle i.e., requirements
engineering, implementation and verification respectively. The reduction measured on each of these
stages is then summed i we have measured an overall reduction of 67%.

g. Recommendation for industry adoption

Even for experienced engineers, it is difficult and time-consuming to manually identify the specific
product feature or previous products which complies with new customer requirements, since each
standard product has over a hundred features and Alstom has over a thousand solutions within
our past projects linked to 100 to 10000 requirements in each project (as highlighted in Story A
and D). Tools like REQA, REQ-I and VARA, can analyse and bridge the gap between existing
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product line features and customer needs. The evaluation results show that these tools can
provide, in many cases, a good requirements identification and mapping that can aid the
engineers in their work.

When a project starts and it takes a product or similar project solutions as a base for
development, they also inherit all the associated test cases and verification results. Since each
project or product iteration has a unique set of customer requirements, the links from customer
requirements to implementation need to be created and verification activities need to be
performed again (as highlighted in Story B). Currently, these tests are created and reviewed
manually. Tools like TIGER+ can support with the test-case generation and execution and the
evaluation results show that the tool can speed-up the testing activities by reducing the number of
tests while maintaining a high fault detection rate. To be adopted in the industry, the evaluation
suggests that organizations should ensure that the requirements are well-structured and
traceable, as the effectiveness of TIGER+ relies heavily on the quality of input requirements and
models. Investing in training for engineering teams to create accurate models and properly utilize
the Gherkin-like DSL will improve the use of TIGER+. It is recommended that companies validate
the generated FSM models for syntactic and semantic correctness to prevent the propagation of
modeling errors. Regular reviews of requirement traceability and coverage metrics through the
TIGER+ visualizations will help monitor test suite effectiveness. While adopting TIGER+,
companies should avoid relying solely on automated test suite optimization without proper manual
review. Although TIGER+ significantly reduces test suite size, some context-specific test cases
may be necessary to cover edge cases.

The control software is developed according to a specific set of rules and standards to ensure a
high readability of the design and reliability of the generated code. To check that the block
diagrams used to produce the software are developed according to the coding standard, a set of
design and code reviews are performed (as highlighted in Story C). While many of these check
require manual review, tools like DRACONIS have supported the automatic checking through
static analysis of different design requirements.

Overall, the constellation of tools included in the SmartDelta methodology effectively addresses
the companyds needs as outlined in the use case. How
their industrial adoption.

4. Use-Case 2 from Akkodis

a. Use-Case Description

Challenges and Motivation

Starting Point: The Challenges of Developing the EvaCharge Product

The EvaCharge product operates in a highly competitive and fast-paced environment, specifically
within the rapidly evolving market for electric vehicle (EV) charging. EvaCharge is an 1SO 15118-
compliant controller designed for both electric vehicles and charging stations (see figure). Its
development faces unique challenges driven by the complexity and dynamism of the EV charging
ecosystem. Since its launch in 2014, EvaCharge has established a strong foothold in the market,
with over 170 customers and more than 35,000 installations across 35 countries on 5 continents.
This extensive adoption underscores the product's versatility and reliability in various charging
scenarios, from individual users to large-scale commercial applications (see figure 20)

© 2025 SmartDelta Consortium Page 27 of 165



SmartDeIta D1.6 SmartDelta in Industrial Environments-Use Case Report

“We are a leading innovative solutions provider for the charging communication
technology between electric vehicle and charging point”

5 Continents 35 Countries >1 70 Customers >35.000 Installations

© Akkodis

The Evolving Market of Electric Vehicle Charging
The EV charging market is still relatively young, but it is growing and transforming at an
extraordinary pace. This evolution is fuelled by advancements in technology and the increasing
adoption of electric vehicles across various sectors, including passenger cars, buses, trucks, and
even specialized vehicles like agricultural machinery. Several key trends are shaping the market:
1. Higher Power Rates:
The industry is moving towards ultra-fast charging solutions capable of delivering higher
power rates. This is critical to reducing charging times and enhancing the overall user
experience, particularly for long-distance travellers and commercial fleet operators.
2. Simplified Authentication and Billing:
Modern EV charging systems prioritize seamless user experiences, offering easy
authentication methods such as Plug & Charge (enabled by ISO 15118) and streamlined
billing processes. These innovations make charging as convenient as traditional refuelling.
3. Dynamic Scheduling and Pricing:
Smart charging infrastructure enables dynamic scheduling and pricing models. This not
only maximizes resource utilization but also provides users with flexible options tailored to
their specific needs and energy availability.
4. Convenience and Flexibility:
The market demands charging solutions that are convenient and adaptable to various
user scenarios. Whet her i tcliagginghstatioas, ar thepot gi n g, publ
charging for commercial fleets, the infrastructure must accommodate diverse needs.
5. Smarter Charging Planning:
Advanced algorithms and Al are increasingly employed to optimize charging schedules.
This ensures vehicles are charged efficiently while minimizing stress on the electrical grid
and leveraging periods of low electricity costs.
6. Grid-Friendly Charging:
As the adoption of EVs increases, their collective impact on the grid becomes significant.
Charging solutions are now designed to support grid stability through load balancing,
vehicle-to-grid (V2G) technologies, and integration with renewable energy sources.
7. Diverse Use Cases:
The market is expanding beyond passenger vehicles. Solutions are being developed for
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specialized applications, such as pantograph charging for buses and trucks, wireless
charging for convenience, and even solar-integrated systems for off-grid scenarios.

8. High Connectivity and Service Integration:
Modern charging solutions emphasize connectivity, allowing integration with a wide range
of services. These include navigation systems, fleet management software, energy
management systems, and even smart home devices. This connectivity supports smatrter,
more autonomous charging behaviour.

/IKLODIS

EVAcharge EV, EVAcharge EVSE and V2G Routing

Internet

Internet

e OPPCHARGE

OCPP - Open Charge Poimt Protoool; VDV261: Supplement 1o the E5015118 standand; VOV:  Verband deutscher Verkehrsbetriabe ; V2CP: Vehicle -2-intamet cache protocol

The figure 21 illustrates the evolving ecosystem of the EvaCharge product, highlighting new use
cases and the integration of additional components and standards. As the ISO 15118 standard
evolves beyond its initial implementation, new features like Vehicle-to-Grid (V2G) routing,
advanced charging protocols, and enhanced communication methods such as OppCharge and
VDV261 are introduced. These developments build on older standards like DIN 70121, increasing
the overall system complexity.
Key elements shown include:
1 EvaCharge EV (onboard vehicle controller) and EvaCharge EVSE (charging station
controller), both supporting powerline and wireless communication.
1 Compatibility with multiple communication layers, including CAN and Ethernet, for
seamless interaction between vehicles, chargers, and the grid.
1 Integration with OCPP (Open Charge Point Protocol) for global connectivity and remote
management.
1T Advanced use cases | i ke pantograph charging for
versatility across different vehicle types and applications.

This interconnected setup demonstrates the growing sophistication of EV charging infrastructure,
aiming to provide smarter, more efficient, and grid-friendly charging solutions.

However, the challenges EvaCharge faces are not confined to the EV charging domain alone.
Broader difficulties stem from the general software development field, which is currently grappling
with a well-documented shortage of skilled software developers. This industry-wide constraint
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exacerbates the task of developing high-quality, feature-rich software under tight deadlines.
Combined with the ever-increasing demand for faster development cycles and more sophisticated
product capabilities, these factors place significant pressure on development teams to do more
with less.

This dynamic environment presents several significant challenges:

1. Limited Software Development Resources:
A critical constraint in our context is the shortage of skilled software developers. Given
the high demand for rapid product innovation, this limitation hampers our ability to scale
efficiently and meet market expectations.

2. Accelerated Development Timelines:
To remain competitive in this disruptive market, new features and product variants must
be developed and released at an increasingly rapid pace. Traditional development
methods struggle to meet these demanding timelines.

3. High Variability Across Product Lines:
The EvaCharge product portfolio includes numerous variants to cater to diverse customer
segments and comply with different regulatory environments. Managing this level of
complexity within constrained timeframes adds significant pressure to our development
processes.

4. Necessity for Agile Development Practices:
In such a dynamic market, agility is essential. We must quickly adapt to changing
requirements and market conditions. However, our existing practices do not fully exploit
the potential of agile methodologies to streamline development.

Motivation: The Need for an Advanced Development Framework

These challenges underscore the need for innovative tools and methodologies that can optimize
resource utilization, accelerate development cycles, and manage product variability effectively.
Addressing these goals is critical to maintaining our competitiveness and ensuring efficient scaling
of our development efforts.

Goals: Applying Advanced Tools in a Real-World Use Case
To tackle these challenges, we are working with research partners who are developing advanced
tools based on a corpus-based development approach with Al support. Our role is to provide a
real-world use case that involves defining specific requirements, supplying relevant data, and
engaging in productive discussions to ensure the tools are tailored to address our needs. The
core principles of corpus-based development include:

1. Comprehensive Storage of Software Artifacts:

The approach emphasizes organizing and storing all development artifactsd such as
source code, requirements, specifications, and modelsd in a structured and accessible
format within Git repositories. This practice ensures that each artifact is readily available
for reference and reuse.

2. Avoidance of Binary Files:

Binary files are avoided wherever possible, favoring text-based formats instead. This
enables efficient version control, making it easier to track, diff, and merge changes across
the development lifecycle.

3. Direct Integration of Requirements and Specifications:

Requirements and specifications, often derived from external standards like ISO 15118,
are directly incorporated into the repositories alongside code. This integration enhances
traceability and enables a consi stent view of the projectds

The corpus used in our EvaCharge use case comprises:
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1 Requirements and Specifications sourced from the ISO 15118 standard, which governs
electric vehicle charging communication protocols.

1 C++ Source Code implementing the core functionality of EvaCharge.

1 UML State Machine Models that enable simulation and testing of complex system
behaviors.

Through this structured corpus, developers gain efficient access to information, enabling the Al
tools to deliver meaningful recommendations for reuse, code generation, and impact analysis.

Applying Al to Enhance Corpus-Based Development
The tools developed by our research partners target specific goals that address the challenges in
our use case:
1. Efficient Reuse of Existing Software Artifacts:
The tools create a repository of reusable software artifacts. Using Al, they can identify
and recommend existing components, reducing redundant development efforts and
accelerating project timelines.
2. Automated Generation of Software Artifacts from Requirements:
The tools leverage Al to transform high-level requirements into functional software
components, streamlining early development phases and helping ensure alignment
between requirements and implementation.
3. Streamlined Change Management:
The tools support seamless planning and integration of changes by automatically
identifying affected components within the repositories, providing optimized strategies for
their modification.
4. Incorporation of Software Metrics in Decision-Making:
The tools use metrics such as code complexity, test coverage, and maintainability to
guide changes in ways that maintain or improve system quality.
5. Visualization of Changes at the Model Level:
Through visual representations, the tools enable stakeholders to grasp the scope and
implications of modifications quickly, which enhances communication within agile teams.

Conclusion

In this project, our role is to provide a comprehensive use case for testing and refining these

advanced tools. Through the application of corpus-based development and Al-powered
capabilities, we aim to eval uat ewdrldhoballenges | sd6 ef fecti v
associated with the EvaCharge product. This collaboration not only promises to improve our own

development practices but also contributes valuable insights that will advance the ongoing

development and refinement of these cutting-edge tools.
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b. Link to SmartDelta Methodology

The Akkodis use case and its associated developments exemplify the methodology outlined in the
SmartDelta framework, specifically within the context of incremental development, as illustrated in
the Figure 22:

e N\

Incremental Development |

 SmartTrace | \ GSR + ReForm + Visualization

retrieve existing artfefacts Impact, Change Decide reuse based on implement changes visualize, inspect changes
incl. quality metrics & Reuse analysis impact and quality aspects based on reuse decision

New Reguirements Analyse (Quality, ; New or
Change Requast Retrieve & Filter Logs, Issues) & reu?:z"jims f;”feﬁ':nf‘ Check & Modify changed
Feature Request Select, Reuse =€ op P software

T artfefacts

‘ process with next level
‘ (requirement specs, modsl, code, tests) |

\ -
\ continue on code level | /

Overview of the Incremental Development Approach

The incremental development approach implemented in the SmartDelta framework utilizes tools and
methodologies to enhance software development processes. This approach is designed to help
developers manage the increasing complexity of modern software systems, especially in dynamic and
rapidly evolving domains such as electric vehicle charging.

Initial Query and Artefact Retrieval

The process begins with a manually written query. This queryd comprising a topic, keywords, or a full
sentence derived from a requirement or specificationd serves as the starting point for retrieving
relevant software artefacts from the project corpus. These artefacts include:

1 Requirements and Specifications
1 Models (e.g., UML state machine models)
1 Source Code

The SmartTrace tool acts as the retriever, searching the structured project corpus (e.g., Git
repositories) for artefacts that align with the query. SmartTrace returns artefacts deemed relevant to
the new requirement or feature under development.

Iterative Review and Refinement

Once retrieved, the artefacts are reviewed by developers to ensure their relevance to the current task.
If necessary, developers can refine their query to retrieve additional or more precise artefacts. This
iterative process ensures that a comprehensive and contextually relevant set of artefacts is gathered,
providing a solid foundation for the subsequent development stages.

Contextual Model Generation

After identifying and validating relevant artefacts, the identified models are utilized to provide critical
context for the model generation process conducted by Reform tool. This process supports the
creation of new artefacts or updates existing ones, ensuring alignment with project goals and
adherence to established requirements and specifications.

Tools and Workflow
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The Figure 23 outlines the tools and workflow underpinning this incremental development
approach as part of the SmartDelta methodology.

[ |
| SmartMetrics I Indexing
| e
| I
| RAG |
| |
| [S—
I | 1 Storing
| I
| relevant
artefacts
| I
| | aassnansss ,
|::> | > SmariTrace | Retrieval
| I
Developer reIeuant
| : requirements |
iterate & models |
VAR I
Frontend —_— :
| ReForm | Generate
| I
| Visualize Visualization <: | GSR  Compare '

Figure 22: Example Workflow and corresponding tools

Key Tools and Their Roles

SmartMetrics: Responsible for indexing artefacts into a central repository for efficient retrieval. This
includes embedding generation, labeling, and storing software metrics.

SmartTrace: Retrieves artefacts from the repository based on developer queries. SmartTrace ensures
the retrieval of specifications, models, and code essential for implementing new features or changes.

ReForm: Leverages retrieved models to generate or adapt artefacts. This tool ensures the
consistency of newly created or updated artefacts with overarching project goals and requirements.
With this step, the Retrieval-Augmented Generation (RAG) pipeline is completed.

GSR: Provides a comparison between two models by calculating deltas at the branch or module
(subgraph) level and measuring similarity. These features help developers analyze changes, assess
their impact, and plan subsequent code-level development.

Visualization: Supports developers with visualization and interaction capabilities. Its intuitive frontend

highlights deltas identified by TWT and displays software metrics to facilitate decisions based on
quality and architectural considerations.
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Conclusion

This integrated, tool-supported methodology enables a structured and efficient approach to
incremental development. By automating the retrieval and generation of artefacts and providing
robust tools for analysis and validation, the SmartDelta framework significantly improves
developer productivity and ensures high-quality outcomes in complex software projects.

c. Tools descriptions

Four tools have been developed from scratch.
GSR 1 Graph Similarity Recommender (TWT-Tool)

The GSR tool facilitates the automatized comparison of State Machines with transitions defined by 1SO
standards, quantifying their similarity and identifying deltas. This analysis is essential to track the
evolution of normative requirements over time or to recognize reuse opportunities. Manual comparison
of State Machines, especially across numerous instances, is labor-intensive and impractical. By
leveraging hierarchical decomposition based on ISO standards, GSR improves efficiency and enhances
analysis quality.

The tool is implemented in python and the input for the tool consists of two State Machines in Json
format, as well as a hierarchical modularisation of the 1ISO standard. This modularization is used to
decompose the State Machines into submodules that are being compared. This reduces the runtime of
the comparison. Currently, the modularization must be prepared once as a preprocessing step.
Additionally, a converter makes it possible to also use State Machines in ceps format. However, the tool
does not support nested State Machines as input, meaning State Machines containing states that are
themselves State Machines.

The output of the tool is also a Json file that contains the decompositions of the input State Machines. It
also contains mappings between the states and transitions of the State Machines, indicating the deltas.
Finally, the output Json contains similarity values between the submodules of the State Machines,
including the overall state machines. Note that the tool does not consider guards and actions yet. The
tool version used for the evaluation is GSR V1.0.

For more information on the GSR Tool, see chapter 4.3 of D4.5.

SmartSearch (SmartMetrics & SmartTrace)

SmartMetrics and SmartTrace are two Python-based tools that work together to offer a smart
search functionality for project users. SmartMetrics scans and indexes the Git repositories of a
project and stores all calculated data in a PostgreSQL database, enhanced by vector search
functionality using the pgvector extension. The scanning process loops over all commits, branches
and files, allowing for a comprehensive analysis of the entire history of each repository. This
analysis can be used to detect trends and degradations. Each compatible file is analyzed
depending on its type and configuration. It is possible to calculate software metrics, dense vector
embeddings using sentence transformers, and semantic data generated by large language

models (LLMs). Based on this data, diagrams can be generated using dashboard technologies like
Plotly to create Python-based interfaces that run in a browser, or by connecting to common tools
like Grafana and performing SQL queries on the data.

Using an LLM to create tags and a short paragraph to describe the file content introduces a
common representation that enables the retrieval of all kinds of file types with a single query. The
guery itself is performed by the tool SmartTrace, which is a command-line-based tool that has
also been integrated into the browser-based interface developed by Fraunhofer (see next section).
SmartTrace runs 5 search streams consisting of vectors searches (cosine, L2, dot product) and
the PostgreSQL full text searches named tsvector and tsquery. The results will be merged
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according to the score of each result. The following Figures 24 and 25 provide an overview of
SmartMetrics and SmartTrace and their connections.

Semantic search Project dashboards

query: what should happen when the requestoed cenergy tran sttt xanple mmutly
sfer schedule can’t be fulfilled?

answer: schedule renegotiation mechanism (score: 0.98)
filename: V2C20-2625,jscn,txt

Most Changes

PostgreSQL -
|

+ pgvector

smarttrace

Ogit=7

Figure 23: SmartMetrics and SmartTrace Architecture
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Figure 25: SmartTrace integrateth Ul

SmartMetrics

Input: git repositories, configuration

Output: data stored in database

Tech: Python, Sentence Transformer Embedding Models, LLM (GPT-40, Llama3)
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Limitations: TRL 3, only basic software metrics as example implemented, semantic indexing
needs improvement for more accurate search

SmartTrace

Input: smartmetrics database

Output: search results based on query and settings
Tech: Python, PostgreSQL, Hybrid search
Limitations: TRL 3

Architecture Analysis and Visualization Tool (Fraunhofer)
The Architecture Analysis and Visualization Tool can be used to extract various architectural
views from a variety of input file types. Specifically, the tool analyzes .ceps and log files to
produce three unique views: the execution flow state diagram, the log similarity matrix, and the
event flow diagram.
1 The Execution Flow State Diagram analyzes individual log files within the input folder
and generates state transitions captured in the log file.
9 The Log Similarity Matrix is a heatmap that depicts the similarity among log files within a
folder.
9 Finally, the Event Flow Diagram shows the relationship among various state machines
described in the .ceps file.
The general workflow is as depicted in the Figure 26 below:

Diagram analysis and data storage Visualization Dashboard

"‘\\\ ! i
\'\ Ly
o . 1A = ] . ]
e MysaL iy A . .
_— @ State machines as mmd Y T | Streamlit
| = I
N = oot = |
Input folder Diagram . P Streamlit application -
L -
containing log analysis / Web-based Dashboard
files

Heatmaps as dataframes

Figure 26: General Workflow of the Architecture Visualization Tool.

As shown in Figure 16, the architecture views are initially computed in a textual format (except for the
Events Map Diagram) through the analysis module as markdown-like syntax and data frames and are
stored in a database for persistent access. The graphical representations of the computed diagrams are
then available through a web-based visualization dashboard.

The tool is publicly available on GitHub at:
https://github.com/SmartDeltaFraunhoferFOKUS/Architecture Visualization _Tool. The steps to
install and use the tool, along with the technologies used, are explained in detail in the README
and Wiki.

ReForm Tool - Automated Requirements Formalization (IFAK)

ReForm is a tool that automatically transforms textual requirements into structured state machine
models. It processes requirements from ISO 15118 and similar standards, ensuring formalized and
machine-readable representations. The tool uses language models (sentence-transformers) to
generate vector embeddings for all stored requirements. These embeddings are stored in a FAISS
vector database, enabling fast and efficient similarity searches. When a new requirement is
provided, ReForm retrieves the most similar existing requirements and their state machine models.
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This retrieval-augmented generation (RAG) pipeline provides context to generate a new state
machine. It converts the new requirement into a JSON-based state machine model using a recent
large language model (Llama 3). The model consists of states, transitions, events, guards, and
actions, ensuring a complete representation. The newly generated state machine is then merged
into the existing system model.

The tool supports customization of embedding models and inference models, making it adaptable
for different domains and use cases. The tool improves requirement traceability, consistency, and
automation in system modeling. It reduces manual effort in formalizing requirements, increasing
efficiency and accuracy. ReForm is useful for engineers, researchers, and developers working on
requirement-based modeling. Its structured approach makes requirement analysis and system
design more scalable and automated.

Input: requirement (JSON)

Output: state machine model (JSON)

Tech: pytorch, sentence-transformers, langchain, faiss, llama-cpp-python, Llama 3

Limitations: TRL 3, the accuracy depends on the provided examples (RAG) and language model

The tool will be made publicly available on Github:
https://github.com/ifak-prototypes/nlp reform
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Figure 27: Pipepline of ReForm tool for automated model generation.
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d. Visualization

The use case brings together a range of tools developed within the SmartDelta project to address various
requirements, including resolving architectures from textual data, identifying similarities or deltas among
models, and generating models from requirements. The web-based integrated environment, which
provides a graphical interface for easier execution of these tools, also offers a range of visualization
options to make the results more accessible. The visualization options available within the integrated
environment are discussed below:

1.

Visualizing the input models: Tools like GSR require users to input state machines in
JSON format. These model definitions can become quite complex, especially where there
are large number of states and transitions. To help users easily verify the input state
machines, the web-based tool offers visualization options. It leverages PlantUML? to
generate visual representations of the state machines defined in the input JSON files (Figure
28).

Graph Similarity Recommender

A Home

3
Upload USM JSON File

Figure 28. Visualize input state machine.

2. Delta Visualization:

Full View: The GSR tool generates a JSON formatted output that details the similarities
between the input models. This JSON is highly expressive, allowing users to identify specific
states and transitions that have been added, removed, or changed between state machines
being compared. This information is then utilized to create a visualization of the delta between
the state machines. States are segmented in accordance to the corresponding modules defined
within the GSR tool.

1 https://plantuml.com/
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Select View: [Ful View v/
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B Smart Metrics Delta View USM
Uplosd USM JSON File

Upload DBSM JSON File

Completed!

Delta View DBSM
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As illustrated in Figure 29, the visualization displays all states within their respective modules,
providing a detailed view. States and transitions present in one state machine but absent in the
other are highlighted in green, while those differing between the two models are highlighted in
red. This colour coding also applies to edges. The tool leverages PlantUML to generate these
visualizations.

Compact View: The delta visualization window also offers an option to collapse the
visualization, displaying only the modules while hiding all states within them. Incoming and
outgoing edges to and from the modules are still plotted, but edges that connect states solely
within a module are hidden.

jocalhost5000/tool

< c o

Select View: |Compact View «

Zoomin | | ZoomOut | | Reset Zoom

A Home Graph Similarity Recommender

. Delta View USM
Smart Metrics

Uploss
B G

B 3avT

B Reform
@ Dashboard

Process .-

Delta View DBSM

Figure30:Del ta visualization .showing fACompact Vi ew

Modules containing exclusively green or red states are highlighted accordingly (see Figure 29
and Figure 30). Modules containing both green and red states are coloured red. Collapsing the
view to show only modules simplifies the visualization, making it easier to interpret differences
when both input state machines have a large number of states and transitions, which can
otherwise make the diagram difficult to navigate.

© 2025 SmartDelta Consortium Page 39 of 165



SmartDelta

D1.6 SmartDelta in Industrial Environments-Use Case Report

The Visualization Dashboard: The visualization dashboard is a Streamlit? web application that
attaches to a MySql database with a pre-populated data. The data is inserted during the
execution of the diagram analysis and storage (see Figure 31) process. The dashboard offers a
tabbed view, enabling intuitive navigation across various visualization components and

configuration options.
7] [l GSR Dashboard @ Settings [l About

Architecture Visualization Dashboard

Select a folder to view related dashboard:

new_log_format_all >

2 Folder-levelviews ~ Event Flow Diagram

Showing processed log files within the selected folder, select any file to draw related views

Execution Flow state diagram 3

Y
SupportedAppProtocal
e i t Start v2g state machine

[ SessionSetup | | No SessionSetupRes response received!
EvccV2gHandier_20 failed to estalish SessionSetup

Figure 31: Architecture Visualization Dashboard i Execution Flow State Diagram.

As shown in Figure 8, the "file-l evel viewdo (2) enables users
from within a processed folder (1) and view the Execution Flow State Diagram (3) that captures
the runtime behaviour of a model as captured in that log file. Activities logged during the execution
of a state are displayed alongside the corresponding states. For example, Start v2g state
machine is depicted as an activity that occurred during the execution of the
SupportedAppProtocol state.

2 https://streamlit.io/
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[ AT Dashboard Ll GSRDashboard (@ Settings [l About

Architecture Visualization Dashboard

Select afolder to view related dashboard:

elevator -

4

File-level views  Folderlevelviews  Event Flow Diagram

Log similarity matrix

Figure 32: Architecture Visualization Dashboard i Log Similarity Matrix.

Similarly, "Folder-1 e v e | v i e wo Loig rSienllanity &atrixt(4),ea heatmap that depicts
similarity among ingested log files (Figure 32) within the selected folder (1).

Finally, the Event Flow Diagram (5) in Figure 33 illustrates the relationship among state
machines based on the shared events. Users can drag and drop multiple .ceps files, that define
state machines, into the input widget in the Ul. These files are then processed to extract both
outgoing and incoming events associated with the state machines defined by each .ceps file. The
resulting diagram displays state machines as nodes and uses event connections as edges.

i Dasnboars @ Settings 1 About

Architecture Visualization Dashboard

Select a folderto view related dashboard:

elevator -

ws Folderievelviews Event 5

¢ Drgand drop fileshere
! 5

s2.ceps

sl.ceps 0.6

DOoE

s0.ceps

exi-proc-coonceptual.ceps 0.ceps 50151 18-2-evoe_communication_states_ac_vig.ceps

server stream_encoder stream_decoder 50 evee_ac_conceptual 52

RES REQ B El

clidgt.q

client E4 s1

Figure 33: Architecture Visualization Dashboard i Events Flow Diagram.
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The generated architectural views are helpful for developers and first level QC in fault diagnosis.
For instance, when a fault occurs, the corresponding log file can be analyzed, allowing users to
visually observe the sequence of events via the execution flow state diagram. Additionally, the
similarity matrix facilitates the identification of similar faults from previous logs, aiding in the
discovery of similar faults. As a result, these diagrams provide valuable insights for initial quality
control, aiding in localizing faults and supporting the diagnostic process.

e. Evaluation setup

The tools are evaluated using technical KPIs (refer to the next section, Evaluation Results), which
measure specific functionalities. However, while these technical KPIs provide deep insights into
performance, they do not fully reflect the tools' effectiveness in real-world scenarios. To address
this, the following diagram illustrates potential tool integrations and workflows for achieving a
common goal: incorporating and implementing new requirements into an existing corpus.

The process consists of the following steps:

1. Artefact Retrieval:

0 The first step is to retrieve existing artefacts relevant to implementing the new
requirement. Specifically, the focus is on identifying all relevant state machine models
within the corpus.

0 This task can be performed manually by the developer or automated using
SmartTrace, which efficiently retrieves artefacts based on a query.

o Remark: In many cases, the retriever (e.g., SmartTrace) will identify multiple relevant
models. It is up to the developer to decide which model to use.

2. Model Modification

0 The retrieved artefacts, along with the new requirement, are passed to the ReForm
tool, which outputs a modified model.

0 This process can be iterative, allowing developers to use different input models or
make small adjustments to the requirement until an acceptable output model is
achieved.

3. Visualization and Review

0 The graphical user interface developed by FOKUS displays the model and highlights
the modifications.

o While direct intervention in this workflow is limited, developers can modify the model
externally if needed.

o0 Once arequirement is added and the resulting model is accepted, developers can
either continue adding new requirements to the updated model or switch to another
available model.

4. Optional: Model Comparison

0 Atthis stage, the GSR tool can be employed to compare models and assist in
selecting one based on similarity metrics.

o However, as similarity is not always the sole criterion, automatic selection based
solely on similarity is not feasible.

5. Delta Analysis

0 After iteratively adding requirements, developers can use GSR to compare the original
and final output models, analyzing cumulative deltas to understand the impact of
changes.

Besides this core workflow, the following steps are available:

1 Dashboard Integration
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o0 The Dashboard is independent of this workflow but can monitor specific project
aspects. It also serves as an extension for other dashboards, such as those in the Jira
toolchain (Atlassian)

1 Visualization Enhancement

0 The AVT tool provides an alternative method for visualizing models and their
interconnections. This is particularly useful for inspecting models retrieved by
SmartTrace.

1 Model Conversion
Before processing, models must be converted into the appropriate format.

0 The GSR and ReForm tools require input in JSON format, while the corpus and AVT
operate in the original CEPS format.

o A converter tool developed by TWT facilitates this transformation.

The experiences, observations, and results obtained through this evaluation setup are detailed in
the next section.

‘Semantic Aefact
[ Search
(Tool C)
task: find relevant

anefacts
1 y----------------- ﬁ 1/ Retrieve all
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e Il 777777 relevant existing
| i artefacts
| 1
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(requirements,
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|
|
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model level
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Figure 34: Evaluate tools in context of adding new requirements to existing corpus

f. Evaluation results
UC2.FR_A:

KPI1: Alignment of Similarity Values with User-Defined Similarity

The similarity value of two State Machines computed by the tool is a percentage value between 0%
and 100%, 100% meaning that the State Machines are identical except for possibly different State
names and 0% meaning that in order to obtain one State Machine from the other one, all transitions
have to be deleted or relabelled.

This KPI evaluates whether the similarity values computed by the tool aligns with the similarity defined
by a user. To assess this, we prepared 12 examples of state machines with varying degrees of
similarity. From these, we created four test sets, each consisting of one state machine compared
against eight samples selected from the remaining 11 state machines.

After visualizing the state machines, we manually categorized the pairs into three similarity levels:
High Similarity, Medium Similarity, and Low Similarity. We then applied the GSR tool to these
pairs to compute similarity values, categorizing them as follows based on the computed percentages:

§  High Similarity: 0 85 %
f  Medium Similarity: O 60% and < 85%
1 Low Similarity: < 60%

The computed categories were compared to the subjective categories. For 29 out of 32 comparisons
(90.62%), the computed category matched the subjective assessment.

© 2025 SmartDelta Consortium Page 43 of 165



SmartDelta

D1.6 SmartDelta in Industrial Environments-Use Case Report

KPI 2: Accurate Allocation of Changes and Conflict Identification

This KPI assesses the toolds ability to accurately al
10,000 test examples by applying random modifications to a base test example. The possible
modifications included the following:

1 Deleting a random edge or node
1 Adding a new random edge or node
1 Relabelling a random edge or node
We evaluated the tool's performance in two areas:

1. Change Allocation: Verifying if the similarity value of a module is exactly 1 when no changes
were applied to that module.
2. Conflict Identification: Accurately detecting deletions or relabelling applied to any module.
The tool successfully determined these aspects in 99.81% of cases.

KPI 3: Correct Determination of Deltas Between State Machines

This KPI evaluates the accuracy of determining deltas between two state machines. Using the same
10,000 test examples generated for KPI 2, we assessed the deltas between the base state machine
and the modified examples.

The process involved identifying the delta path from the base state machine to the modified example,
then applying the determined deltas back to the base state machine. The resulting state machine was
then compared to the modified example to check for equivalence. This process resulted in successful
matches in 99.98% of cases.

Detailed evaluation results for single requirements and the corresponding KPI are shown in the
table below.

UC2.FR_C:
KPI4: Semantic search functionality covering different artefacts types

The tools offer search functionality for three artifact types: requirements (JSON), models (CEPS
format), and code (C++). All types can be retrieved with a single query, as illustrated in the figure
in the tools description section above. However, it is important to note that our current evaluation
does not provide a measure of the quality of the search results. Due to the absence of a ground
truth, the results obtained cannot be considered definitive. Since users can query using entire
sentences, such as requirements from ISO 15118, the results should not be interpreted as
development recommendations. Different developers may have varying expectations for the
results, making the definition of a ground truth challenging. Additionally, there are many design
alternatives and optimization options to consider, but choosing the right direction remains an open
research question that needs to be addressed in an upcoming project. The current tools serve as
a starting point for further exploration and analysis.

KPI5: Number of Valuable Technical Insights into the Project Repository, Including Semantic
Insights and a Delta View

Diagrams were counted if they provide new technical insights into the repositories and cannot be
generated by other tools. The value or helpfulness of a diagram depends on the project role and
personal preferences. There is one delta view (showing the difference between two commits) and
several diagrams based on semantic information.

By selecting two repositories, two branches, and two commits, the Delta View offers several diagrams
in a side-by-side comparison, including:
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1 Number of commits per time slot, where a time slot may represent a sprint in an agile
development process.
The types of files that have been worked on.
The types of changes (added, modified, or deleted lines of code) per user.
A table showing average values, such as average cyclomatic complexity.
A time plot showing the evolution of average cyclomatic complexity over time.
Three diagrams illustrating the evolution of:
0 Added lines of code
o Changed lines of code
o Deleted lines of code

=A =4 =4 -4 -4

Having a list of Al-generated labels and descriptions for model and code files allows for the creation of
the following diagrams (as examples):

1 Labels that have been worked on per time slot (sprint), which can be used to identify topics
and semantic trends.

1 Evolution of activity rates per label, e.g., identifying the top X labels per time slot and plotting
their evolution over time. This is helpful for tracking the evolution of labels and topics.

9 Labels per user, which allows for the identification of experts, single points of knowledge, and
other relationships between labels and users.

During the project, new approaches for visualizing the semantic structure of complex documents, such
as the different parts of the ISO 15118 standard, were explored and tested.

The following figure 35 shows an interactive visualization of the semantic document structure of the
ISO 15118-2 standard after extracting and processing the raw data from the PDF file.

1SO 15118-2 Requirement Topic Graph

BBl Wi

Basic requirements for V2G communication/7.7 Transport Layer/7.7.3 Transport Layer Security (TLS)7.7.3.2 Applicable RFCs

Topics created with topic2vec
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Figure 35: interactive visualization of the semantic document structure of the ISO 15118-2 standard

It is important to note that many aspects were explored during the project, and our experiences with Al
have led to significant progress. Many of the ideas, approaches, and implemented tools were part of
our journey to explore the new possibilities of generative Al in the context of software development.
The functional prototypes currently have a low Technology Readiness Level (TRL) of 3 and are not
intended for use in developing software solutions for production environments. Substantial redesigns
and improved concepts that leverage the latest findings from global Al research are necessary to
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achieve a level of quality, stability, scalability, and effectiveness. See more in next section
fRecommendations for industry adoptiona

UC2.FR_D:
KPI6: Number of generated /up-to-date architectural views for a variant.

The Architectural Visualization Dashboard from FOKUS currently provides 3 unique architectural
views.

a. Execution flow diagram (Figure 8) uses log files to visualize sequence of events during model
execution.

b. Log similarity matrix (Figure 9) shows similarity among ingested logs in a heatmap.

c. Events flow diagram (Figure 10) visualizes how multiple models are related based on shared
events. The input models are written in .ceps format.

Apart from these, the delta visualizations, that include full view (Figure 6) and a compact view (Figure
7), are available from the integrated environment. These diagrams use the output from the GSR tool
developed by TWT. Thus, a total of 5 different architecture views are offering various levels of
information and insights.

KPI7: Automation of visualizing model changes.

The KPI measures the extent to which the visualization of delta between models is automated across
various tools. The Model changes can currently be visualized in two scenarios:

1. Using the GSR Tool: Users provide models as JSON files, which serve as inputs to the tool.
Once processing is complete, they can visualize the delta between the two inputs.

2. Using the ReForm Tool: Similarly, when executing the ReForm tool from the integrated
environment, users can view the delta between the input and output state machines. They can
also modify requirements iteratively, and after each iteration, the delta between the initial input
and the updated output state machine becomes available for visualization.

In both cases, the visualization module computes delta between models automatically once the tool
execution (GSR or ReForm) is complete.

However, when using the ReForm tool, users can replace the initial input state machine with the
current output state machine and rerun the tool to generate another output state machine. In this
scenario, manual intervention is required. Users must save the final output state machine to disk, open
the GSR tool from the integrated environment, and execute it by providing the initial state machine and
the final output state machine as inputs to view the delta. This step is currently missing from the
automated toolchain. Thus, about 90% of the automation goal has been met, with the final step
requiring user intervention.

UC2.FR_E:
KPI8: Accuracy of generated models.

We evaluated the accuracy of automatically generated state machine models for 72 requirements from
ISO 15118 Part 2 and Part 20, comparing them against manually created models as the ground truth.
Our evaluation used a macro-average accuracy metric, incorporating Levenshtein similarity across key
model properties (source/target state, event, guard, and action), allowing for partial correctness.

We tested different LLMs and selected the 6 currently best-performing models for detailed analysis.
Each model was tested under Zero-Shot (without RAG) and Few-Shot (with RAG) prompting. To ensure
robustness, we conducted three independent runs per model, both with and without RAG, averaging the
results to account for statistical deviations.

The accuracy results revealed significant performance differences. Mistral Small 3 achieved the highest
accuracy at 83.3%, followed by Phi-4 (80.3%), surpassing the target threshold of 80% accuracy. The
other models performed slightly lower but still demonstrated improvements with RAG-based prompting.
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The Levenshtein-based metric provided a more flexible and granular evaluation, tolerating minor
variations in naming, structure, and syntax while still rewarding overall correctness.

Notably, RAG-based prompting consistently improved accuracy, highlighting the benefits of
incorporating relevant context for structured model generation. These findings confirm that our
developed method is effective and generalizable, opening opportunities for further fine-tuning, optimized
retrieval strategies, and hybrid approaches to enhance performance in real-world applications.

Language Model Prompt Average Accuracy
Name Size Quant. Use RAG Source State Target State  Event Guard Action Total
Code LI 7B F16 No 72.3% 57.3% 59.3% 51.5% 39.3% 55.9%
ode Hama Yes 64.9% 47.6% 79.1%  72.2%  39.2%  60.6%
Deenseek Cod 7B F16 No 82.7% 67.1% 65.0% 60.8% 43.3% 63.8%
eepSeek Coder
P Yes 72.8% 54.5% 84.2% 76.0% 44.9% 66.5%
No 87.5% 70.9% 70.7% 55.7% 43.7% 65.7%
Code Gemma 7B F16
Yes 73.8% 60.1% 88.6% 79.8% 46.1% 69.7%
No 80.9% 68.5% 65.8% 59.7% 46.5% 64.3%
Qwen2.5 Coder 7B F16
Yes 75.3% 70.3% 90.7% 77.9% 52.1% 73.3%
Phia 148 a8 No 94.7% 71.9% 67.3% 67.4% 45.4% 69.3%
I_
Yes 88.3% 82.7% 93.6% 85.1% 51.8% 80.3%
. No 93.6% 75.5% 77.2% 65.7% 47.6% 71.9%
Mistral Small 3 24B Q8
Yes 94.6% 91.3% 93.8% 86.6% 50.2% 83.3%
100% Il H
90% (= 83,3%
<7 80,3%

80% %
0\\) 69,7% 73,3%

70% 60,65 66,5%
60%
50%
40%
30%
20%
10%
0%

Code Llama  DeepSeek Code Gemma Qwen2.5 Phi-4 Mistral
Coder Coder Small 3

Average Accuracy

Figure 36: RAG-based prompting accuracy

KPI9: Compatibility with existing models.

We evaluated the compatibility of the LLM-generated state machine models with existing models by
integrating them into comprehensive system-wide models. Our deterministic approach ensured that
newly generated sub-models seamlessly merged with the existing model structure.

In all test runs, the integration was 100% successful: the new states were incorporated correctly, and

the LLM consistently recognized and reused pre-existing states from the modeling process. This
confirms that our approach fully meets the targeted
reliability for extending and refining existing system models.
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[tech]- success rate of finding similar
models - in <target value> of all cases
GSR [TWT - I <target val 0 90% 90,62%
(according to a similarity measure that
still has to be defined)
UC2.FR [tech] - success rate of finding
s i< S
A lgsr wT conflicting models _|n target value 0 90% 99.81%
of all cases (according to a measure
that still has to be defined)
h] - f findi I
GSR:  TWT '[tec ] sgccess rate of finding a 0 90% 99,98%
impacts -in <target value> of all cases
Smart- Akkodis S_emantlc search functionality covering 0 5 3
Trace different artefacts types
UC2.FR
C Number of valuable technical insights
Smart— Akkodis into the pl’Oje.Ct re.po.snory including at 0 8 8
Metrics least semantical insights and a delta
view
. . |Fraunho
Visualiz tar [tech] number of generated /up-to-date 0 4 5
ation FOKUS architectural views for a variant
UC2.FR
P Visualiz [F h
isualiz |Fraunho
. tech] automation of visualizing model
ation ffer [Chan] . L 0% 90% 90%
Fokus |12
ReForm IFAK [tech] correct model generation in 0% 70% 83.3%
<target value> of all cases
UC2.FR
E
hT hiah ibility with existi
ReForm IFAK [tech] |g compatibility with existing 0% 80% 100%
models in <target value> of all cases
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g. Recommendation for industry adoption

The tools developed during this project present significant potential for improving development
efficiency, velocity, and quality in software engineering. Key benefits include:

- Enhanced Efficiency in Artifact Retrieval: The tools facilitate a more efficient process for
finding relevant artifacts across different repositories, reducing the effort required for
developers to access necessary information.

- Automated Model Comparison and Visualization: The ability to automatically compare
models, along with integrated visualization features, streamlines the analysis process and aids
in understanding differences and similarities between various design elements.

- Informed Design Decisions: By reusing and modifying design decisions based on software
guality metrics, teams can make more informed choices that enhance the overall quality of the
software.

- Improved Planning Capabilities: The tools support better planning by providing insights into
quality trends and semantic overviews, such as the distribution of employees across
topics/keywords and domain expertise within the project.

While the methodology shows promise, it is important to recognize that some aspects are use-case
specific, particularly regarding the types of models employed (e.g., UML state machines in CEPS or
JSON format). However, the underlying pipeline is generally applicable to various software
development contexts.

Challenges and Limitations

Despite the advantages, several challenges must be addressed to enable productive usage and
facilitate broader industry adoption:

GSR: Limitations in Model Comparison: The current model comparison for delta calculations has
inherent limitations, particularly regarding the assumptions required for effective model comparison,
such as a common namespace for states and transitions. This may hinder the ability to achieve
accurate comparisons. Additionally, the model comparison tool requires a module definition that is not
readily available, limiting its automatic use. A solution for automatic module calculation is currently
lacking, which restricts usability to prepared environments where module definitions exist.

SmartMetrics and SmartTrace: Quality of Semantic Indexing: The effectiveness of semantic
indexing using large language models (LLMs) heavily depends on the quality of the models and
artefacts being analyzed. Poor code quality, insufficient comments, and outdated documentation can
lead to suboptimal semantic representations, such as embedding vectors, labels, and descriptions.
However, as these challenges are common in many real-world use cases, it is crucial for new
approaches to address and adapt to such constraints effectively.

While the current era of Al-based tools is still in its early stages, the potential for improvement is
immense. Future advancements in Al and machine learning promise significant enhancements to
semantic indexing and retrieval capabilities. Nevertheless, good engineering practices remain
essential to harness this potential and develop tools with production-level maturity that meet real-world
demands.

Challenges in Semantic Search
Semantic search capabilities face several challenges that hinder accuracy and relevance:

1. Merging Multiple Search Streams
a. The system employs five distinct search streamsd three vector-based searches
and two text-based searches® which are merged to produce the final results.
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b. These streams often fail to meet user expectations due to the inherent difficulty of
reranking results across different modalities. For example, comparing vector-
based and text-based search scores is complexand maynotal i gn wi t h t he
personal preferences.

2. Unified Queries for Multiple Artefact Types

a. Conducting a single search query across multiple artefact types (e.qg.,
requirements, models, and code) adds further complexity.

b. Identifying optimal strategies for retrieving artefacts across these diverse domains
remains an unresolved challenge.

3. Indexing Consistency

a. Tags generated by LLMs for artefacts are often inconsistent or too generic,
particularly when applied across different artefact types or files.

b. This lack of specificity reduces the utility of the indexing process and hampers
effective retrieval.

Areas for Improvement

To enhance the performance of SmartMetrics and SmartTrace, two primary areas require
further development:

1. Improved Search Quality
a. Efforts should focus on refining the semantic indexing and search ranking
algorithms to deliver more accurate and relevant results.
b. Addressing inconsistencies in tagging and improving the merging logic for multiple
search streams will be critical.
2. Reduced Latency
a. Minimizing latency during retrieval processes is essential for ensuring a smoother
user experience.

ReForm: Artifact Generation Challenges: The ambitious goal of automating requirement-based
change i mplementation, starting at the model l evel ,
practical usage in its current form.

Current Limitations

1. One-to-One Mapping Assumption

a. The ReForm tool assumes a one-to-one mapping between individual requirements
and small state machine models as input for the generation process. However,
this scenario rarely exists in practice.

b. While individual requirements are typically available, existing models are often
larger and represent a set of interconnected requirements, making it difficult to
isolate specific mappings.

2. Sequential Requirement Addition

a. Requirements must be added one by one, which slows the process and limits
scalability.

b. Additionally, the tool ds scope is current/
incorporating knowledge of the broader codebases or technical environment.

Broader Challenges in Al-Based Generation

These limitations highlight a more general challenge for Al-based artifact generation tools:
achieving better integration of the technical context and environment to produce results
aligned with real-world conditions. Key issues include:

1. Pre-Processing of Requirements
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a. Effective pre-processing of requirements is essential to clarify ambiguities and
provide the tool with improved context awareness.

b. This pre-processing must account for both the explicit requirements and the
implicit assumptions present in the project environment.

2. Comprehensive Context Integration

a. The context for generation spans the entire project environment, including:
i. Requirements
ii. System architecture
iii. Subsystem and interface specifications
iv. Codebases and libraries
v. The overall technical environment
b. Integrating this context effectively remains an open research question. A more
sophisticated approach is needed to align generated artifacts with the
preconditions, constraints, and dependencies inherent to the project.

3. Human-in-the-Loop Processes

a. Maintaining human oversight and involvement is critical to ensuring the generated
artifacts are both relevant and aligned with user expectations. Developing
workflows that balance automation with human input is a key area for further
exploration.

Path Forward

To make tools like ReForm practical and scalable, future development should focus on:

f
f
f

Addressing the limitations of one-to-one requirement mapping assumptions.
Exploring methods to incorporate broader project context into the generation process.
Developing pre-processing techniques that improve the quality and specificity of
requirements before they are fed into the generation tool.

By addressing these challenges, ReForm and similar tools could better support real-world
software development scenarios while aligning with the complexities of modern technical
environments.

General Workflow: Incorporating Verification and Feedback: In complex software development
projects, ensuring alignment between generated artifacts and project requirements demands a
structured workflow. Incorporating mechanisms for verification, human feedback, context awareness,
refinements on different levels. These elements play a pivotal role in improving both the reliability of
generated artifacts and the overall effectiveness of the development process.

Verification and Design-Level Alignment

Verification is fundamental to ensuring that generated artifacts adhere to global architectural
requirements and specifications. This process should occur at multiple levels, including:

1.

2.

Design-Level Verification:
a. Ensures compliance with system-wide requirements and architectural constraints.
b. Verifies alignment with established interfaces, subsystems, and overall project
goals.
Artifact-Level Verification:
a. Validates generated models or code against specific requirements.
b. Uses formal methods or automated checks to confirm consistency and
correctness.
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By embedding verification mechanisms throughout the workflow, the risk of inconsistencies or
misaligned outputs is significantly reduced, particularly in dynamic and complex environments.

Human Feedback: A Critical Loop

Human input is essential for refining the workflow and addressing limitations in automated
systems. Feedback loops enable developers and domain experts to:

1 Provide design decisions that clarify ambiguities in requirements or outputs.

1 Identify opportunities for refactoring, improving maintainability and aligning artifacts with
long-term project goals.

1 Resolve open questions about trade-offs, constraints, or alternative approaches.

Incorporating verification and feedback mechanisms into the development workflow is
essential for ensuring that design artifacts align with global architectural requirements and
specifications. By integrating human feedbackd such as design decisions, addressing open
questions, and identifying opportunities for refactoringd developers can enhance design
choices and improve the quality of artifacts.

Iterative Multi-Stage and Multi-Agent Approaches

Implementing iterative multi-stage or multi-agent strategies can significantly enhance design
decisions and artifact quality. For instance, the "Cocoa: Co-Planning and Co-Execution with Al
Agents" [2] system introduces interactive plans that allow users to collaborate with Al agents
on complex, multi-step tasks within a document editor. This approach harmonizes human and
Al efforts, enabling flexible delegation through co-planning and co-execution phases.

By adopting such collaborative frameworks, development processes can become more
adaptive and responsive to the dynamic needs of software projects, leading to more robust
and well-aligned outcomes.

1. Ilterative Workflow:
a. Incorporates cycles of generation, verification, feedback, and refinement.
b. Promotes gradual improvement of artifacts by systematically addressing errors,
ambiguities, or omissions in each cycle.
2. Multi-Agent Setup:
a. Specialized Agents: Different agents can be designed to perform distinct tasks,
such as semantic analysis, artifact generation, verification, and optimization.
b. Collaboration and Coordination: Agents can exchange intermediate outputs,
sharing context and updates to refine the results collectively. For instance:
i. One agent generates models based on requirements.
ii. Another verifies the consistency of generated models with system
architecture.
iii. A third agent suggests optimizations or refactoring opportunities.
3. Dynamic Adaptation:
a. Agents adapt based on feedback from verification and human reviewers, ensuring
the workflow remains responsive to evolving requirements or project conditions.
b. Facilitates exploration of multiple alternatives for changes, allowing the system to
converge on the most suitable solution.

Maturity: The tools developed within the SmartDelta project are currently in prototype form, exhibiting
limited functionality and a Technology Readiness Level (TRL) of approximately 3. This indicates that
they have been validated in a laboratory environment but require significant advancements to reach
production-level maturity. To enhance these tools, it is recommended to develop production-ready
versions from scratch, leveraging insights gained from the research prototypes rather than building
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upon the existing codebase. This approach will facilitate the introduction of new features, improve
usability, and enable deeper integration into existing development environments.

Usability: To fully realize the potential of these tools, a comprehensive and general-purpose user
interface is essential. This interface should streamline the entire artifact generation workflow while
fostering effective collaboration between Al agents and human developers.

Key Features of the User Interface

1. Workflow Management
a. The interface should support all stages of the artifact generation process,
including:

i. Requirements Clarification: Allow users to refine and clarify requirements,
ensuring they are well-defined for the generation process.

ii. Specification and Design Management: Facilitate the organization and
visualization of specifications and design elements, maintaining alignment
with overarching project goals.

iii. Final Artifact Generation: Provide a seamless transition from design to the
generation of models or code.

2. Change Impact Visualization
1 The interface should dynamically display deltas at all levels of the project, including:
0 Specifications: Highlight modifications to requirements or functional
descriptions.
o Documentation: Identify changes in textual artifacts.
0 Models: Visualize differences in state machine or architectural models.
o0 Code: Show the effects of changes at the implementation level.
1 These visualizations will help developers assess the implications of new or modified
requirements, facilitating informed decision-making.
3. Collaboration Between Al Agents and Humans
a. To support the complex cooperation between Al agents and human developers,
the interface should:

i. Enable real-time feedback and adjustments.

ii. Offer clear explanations for Al-generated outputs, enhancing trust and
transparency.

iii. Allow for flexible delegation of tasks, enabling humans to step in or modify
outputs as needed.

These challenges highlight the need for continued investment in research and development to create a
user interface that not only enhances usability but also transforms the way developers interact with Al-
driven tools.

Summary

The current results should be viewed as initial steps toward harnessing generative Al-based
technologies to address the complexities of software development. Generative Al presents promising
capabilities, with many applications currently focused on simpler use cases, such as code snippet
generation and chat assistance, which are functioning effectively at scale. However, the Al revolution
is just beginning, and its ultimate trajectory remains uncertain. What is clear, though, is that it has the
potential to revolutionize the way we develop software-based systemsd a transformation that is
urgently needed, given the challenges our existing approaches face in managing increasing
complexity.

In the automotive industry, for example, software-related issues have resulted in years of delays,
billions of euros in losses, and a decline in market revenue due to ongoing software problems.
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Emerging innovations in generative Al are set to create better opportunities, fundamentally altering
how we manage software projects and develop software.

The activities undertaken in the Akkodis use case are crucial to this transformation. Identifying relevant
existing resources, such as software artifacts, is the first step toward effective reuse. The ability to
compare, rate, visualize, and utilize retrieved artifacts for generation represents essential process
steps in this journey.

Our research conducted within the SmartDelta framework (in the context of Akkodis) will be
instrumental in facilitating future advancements and ensuring our participation in the global Al race.
However, it is important to recognize that the implementation of generative Al-based tools in software
development will differ from the SmartDelta approach. This distinction arises primarily from the rapid
evolution of technologies, which necessitates the swift development of prototypes to keep pace. By
learning from these prototypes and applying that knowledge and experience, we can create solutions
that are well-suited for productive environments.

5. Use-Case 3 from eCAMION

a. Use-Case Description

Electric Vehicles have become more prevalent on the roads in recent years, and EV charging
infrastructures have been growing rapidly to support the growth of EV cars on the road. EV
charging infrastructure is a developing area of research and development, with 0T technology
enabling real-time communication between the EV charging unit and the Charging Station
Management System (CSMS).

At eCamion, real-time data collected from the charging stations are used in three different ways to
provide additional insight to the charging station operators.

1. Charging Station Health Monitoring
Using sensor data collected from the charging station and its battery, operators can monitor the
availability, anomalies and batteryo6s health down to
2. Charging Station Usage Monitoring
The dashboard offers an overview of charging station usage, presenting key metrics and insights
to help estimate the station's popularity.
3. Energy Consumption Rate Prediction
Using the load profile of each charging station, the dashboard provides the predicted energy
consumption rate at hourly intervals.

As the EV charging industry rapidly evolves, eCami on
continuous development to enhance communication, energy efficiency, and functionality.

Specifically, in collaboration with SmartDelta, we have considered the development of a Charging

Station Management System (CSMS) and a charging station analysis dashboard.

The CSMS serves as a central server that communicates with charging stations and collects real -

time performance metrics. Its development is fast-paced, driven by an active industry community

and ongoing enhancements fr om e Ca nourecalaerationevithe | o p me n't
SmartDelta, we are also evaluating the improvements introduced with each CSMS implementation

to assess their impact and effectiveness.
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Figure 37: eCamion and the SmartDelta Methodology

Using SmartDelta methodology, we have established KPIs to track the quality of subsequent
product variations. Following the SmartDelta methodology, our development focuses on
recommendation and predict where our ML model is applied to predict the energy load of a
charging station. Based on the evaluation KPI of the model, suggestions can be made to apply
different models. Lastly, the predicted output from the model, along with other charging station
usage and sensor data are visualized using the management dashboard.

c. Tools descriptions

Our management dashboard analyzes the health and performance of charging stations.

Commercial charging stations are often installed outdoors, exposed to weather and other

environmental factors. Swift action in response to anomalies is crucial for effective maintenance.

Usingreal-t i me data from the stationds sensors, owners ar
anomalies, enabling proactive inspections and preventing failures.

Tracking charging station performance is essential for future development and cost-saving

measures. The dashboard provides insights such as station popularity, usage patterns, and

predicted trends, helping owners make informed decisions.
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d. Visualization

The visualization features planned for the tool aim to present a comprehensive view of system health
through historical data and detailed summary statistics. This includes measurements of key physical
parameters at charging sites and stations, such as component temperatures, humidity, dew points,
voltages, and power delivery. Additionally, outdoor readings at corresponding site locations are
incorporated to evaluate the impact of external environmental factors on the system's physical
characteristics.

In its current stage of development, the Figure 38 below represents a few examples of the
visualizations intended for inclusion in the final version.

.
EV Charging
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Dashboard solution

The data collected to characterize various system health parameters is stored within a PostgreSQL
database. Raw data from the database tables are queried, processed, and prepared for use by a suite
of Python scripts and modules. These scripts are utilized by a Python Flask server, which functions as
the system's backend for the dashboard tool.

The dashboard's frontend is built in NodeJS and leverages the ReactJS framework. Several
JavaScript libraries have been employed for visualization components, including MaterialUl, ReCharts,
and ChartJS, with additional libraries expected to be integrated as development progresses.

Visualisation requirements
The dashboard visualization requirements focus on providing clear, actionable insights across various
aspects of system performance and usage. Key elements include:

Forecasted Demand:

9 Visualizing the demand forecast for the next week, showing maximum, minimum, and peak
demand hours.

91 Including uncertainty bands and allowing room to easily plug in additional metrics or data
sources with features like tabs for better organization.

System Health:

1 Monitoring temperatures for cells and cabinets, including average, max, and min values over
time, compared with external temperatures.

1 Flagging unusual temperature deviations and analyzing cell voltage spreads to identify
modules that most reduce station capacity.

Station "J" Insights:

1 Tracking the number of sessions and cumulative session times to gauge popularity.
1 Reporting power delivery stats and flagging deviations in max or average power.
1 Incorporating temperature analysis similar to the system health section.

Environmental Context:

1 Adding historical weather data (like temperature and humidity) for each site and comparing it
to internal humidity sensor readings in cabinets.
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The goal is to deliver a dashboard that's not only scalable but also intuitive, helping users identify
trends and anomalies more easily.

e. Evaluation Setup

The evaluation of the tool focuses on availability and latency between the communicating systems.
The assessment considers three aspects of charging station functionality: communication latency
between the Charging Station Management System (CSMS) and the charging station, authorization
latency, and the availability of the dashboard tool.

To measure communication latency, the CSMS was configured with an SQL database that records

charging station data obtained through the communication protocol. By comparing the timestamps of

the charging stationds aut hor ientimnd, therequirengentefert and t he
Uc3. FR4, FR5, and FR17 were met. Similarly, the EV ch
meeting the requirements for UC3.FR8 and FR9.

The latency of price settings was measured through a manual test using a single charging station.
Price changes were applied, and the timestamp reflecting the change in the CSMS was recorded,
ensuring compliance with UC3.FR6, FR10, and FR11.

eCamionés charging station provides sensor data indic
the CSMS through configured messages and recorded in the SQL database. By comparing the

timestamps of records from both the charging station and the CSMS, transmission latency was

measured, satisfying UC.FR17.

To evaluate the availability of the visualization dashboard, which is hosted on AWS Kubernetes, AWS
downtime metrics were referenced to obtain data for UC.FRL1.

Charging Station Management System

OCPP Process OCPP data —
 ——— and insertto  |——» . . Lo ,
Long term
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Storage
Charging Station e g

Cron job to fetch new - Visualization
7 Dashboard
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results

UC3.FR4
UCS3.FR5
UC3.FR17

Tool A

eCamion

The EV charging authorization
(non PnC) latency should not
exceed 30 sec after the user has
completed payment at the
terminal

The EV charging authorization
must have at least a success rate
of 99% to ensure the quality of
service

2 min

30 sec

15.0 sec

UC3.FR8
UC3.FR9

Tool A

eCamion

The EV charger availability status
must reporting latency no more
than 20s

The reservation must have a
latency for no more than 15s

2 min

15s

13.5 sec

UC3.FR6
UC3.FR10
UC3.FR11

Tool A

eCamion

The monetary transaction details
must be reflective to the pricing
setting with a max age of 2 min

5 min

2 min

2.418se(

UC3.FR17

Tool A

eCamion

Considering the real-time charger
status reportin
JuleNet operation, the latency
shall not exceed 1 min

5 min

1 min

15.0 sec

UC3.FR1

Tool A

eCamion

It must be made for a high
available application (max annual
down time </=5 min)

60 min

5 min

0 sec (no
downtime
recorded)

UCS3.FR4, UC3.FR5, UC3.FR17: The authorization latency of the EV charging station is measured
from the time the client completes payment to the start of energy delivery. With an initial KPI target of
30 seconds, our system recorded a median latency of 15 seconds.

UC3.FR8, UC3.FR9: The KPI accounts for latencies in both charger reservation and charger

availability. Since a successful reservation implies availability, the KPl was measured for charger
availability. With a target of 2 minutes, our system recorded a median latency of 13.5 seconds.

UC3.FR6, UC3.FR10, UC3.FR11: The KPI measures the latency between a price change made in the
Charging Station Management System and its application at the EV charging station. Measurements
were conducted manually, with 10 trials performed on a charging station, and the average latency was

recorded.

UCS3.FR17: The KPI ensures that all charging station statuses are recorded by the Charging Station
Management System. With a target latency of 1 minute, we observed a median latency of 15.0

seconds.
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UC.FR1: The dashboard tool should have no more than 5 minutes of downtime annually. Our
evaluation of the AWS Kubernetes environment, where the dashboard application is hosted, found no
recorded downtime.

g. Recommendation for industry adoption

The dashboard provides potential in health monitoring and Al prediction to improve charging system
performance. In health monitoring, using the dashboard, the analyst can flag the charging system
based on issues such as:

1 Temperature deviation which could indicate fan failure, voltage spreads causing reduced
capacity

1 Low system voltage due to insufficient power

1 Water damage caused by high humidity or low dew points

These diagnostics enable faster response and repair, minimizing system downtime.

Using the Al prediction trained on charging station usage data, the prediction adds value by identifying
peak hours and expected demand, allowing for external battery to be charged during the off-peak
hours.

The current limitation of the dashboard is that health monitoring would identify issues only after they
occur. However, further work can be done to incorporate Al to predict the faults before the failure, thus
increasing the availability of the system.

The SmartDelta methodology has been a valuable framework for our EV charging station infrastructure
development, particularly in an industry that demands rapid innovation. Given the fast-paced evolution
of EV technology and the necessity for frequent enhancements to remain competitive, SmartDelta
provides a structured approach for evaluating each new variation of our product.

By |l everaging SmartDeltads methodol ogy, we ensure tha
assessed for its impact on system performance, reliability. This approach enables efficient iteration
and validation of functionalities without compromising system stability.

6. Use-Case 4 from NetRD

a. Use-Case Description

CPaaS Overview: Platform as a Service (PaaS), which is one of the service models of cloud
computing, is a cloud-based application development platform, so that service providers can create,
develop, and deploy their applications instead of knowing the resource utilizations by their
applications. In the PaaS model, network, server, storage, and other services required for the
customer's application development processes are provided and maintained by cloud providers3.

CPaas, is based on PaaS, is a cloud-based development platform that allows developers to embed
real-time communication services such as video, chat, and voice to their services. In this model,
application developers do not need to build their own backend infrastructure for communication
stack. It offers a development framework to build real-time communication features by employing
APIs (Application Programming Interface) and integrated development environments.

3 C.M. Mohammed, S. Zeebaree, "Sufficient Comparison Among Cloud Computing Services: laas,
PaaS, and SaaS: A Review", International Journal of Science and Business, 5, issue 2, p. 17-30,
2021.
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CPaaS Platform Worked On: CPaaS, a telecommunications platform with a high number of
microservices, developed in a technology company, operating in 5 different data centers located in
4 different continents, is a software platform that provides communication services to users through
a scalable, microservice architecture-based platform by making use of PaaS, which is one of the
popular cloud computing models. On the other hand, it can also offer VolP (Voice over Internet
Protocol) APIs on the same platform so that companies can use them in line with their own needs*.

Problem and Challenges: Debugging and problem addressing process varies according to the
components in the CPaaS platform, which contains many microservices and consists of many
different components. Table 3 provides some sample issues in CPaaS and the components where
these errors were observed. In addition, the time spent by the operations engineers for addressing
and fixing errors is given in percent. Although these values vary according to the experience of the
engineers in charge, they have been obtained from the Jira data where the CPaaS project is
managed.

Fault Reason Fault Component and Effort to Fix

Component Effort

Disk Usage Docker, GlusterF5S, Elasticsearch 10%
Memory Usage | Systemn, containers, microservices etc. 10%
Network Keepalived, Weavenet 10%
Routing Kong, Nginx 20%
Conlainer Docker, Harbor, Kubernetes 11%
Databases Postgresgl, Redis, Mariadb, Minio ete. 9%
Services Microservices 22%
Other Ansible, Rabbitmg, Hazelcast elc. 8%

According to the Table 3, the most difficult errors to address for operations teams are in the fields
Routing and Services and are reported directly from user scenarios as they include service
functions. The main reason for the challenge here is the need to detect microservice interactions.
For example, for debugging process in a basic call scenario, all interacting microservices and their
behaviours must be known and understood. This creates a time handicap for a solution with a high
number of microservices. On the other hand, it has been observed that the time required for
troubleshooting user scenarios is related to knowing the relationship between the scenario and
microservices.

Debugging Approach for User Scenarios: Figure 40 presents a flowchart of a DevOps engineer's
approach to troubleshoot observed errors in user scenarios. After Kubernetes system health check
and failed API identification, the next step is to examine the user's REST request and check routing
rules on the gateway. Then, starting from the logs of the first microservice to which the request was
sent, a log analysis is performed in a chained manner, considering the interactions with other
microservices. The biggest handicap in this approach is the time it takes to detect the interaction
between microservices. The fact that the values given for Routing and Services in Table 3 have the
highest time spent proves this handicap.

4K. Aktaxk, H.H. Kilinc, N. Arica, "Microservice Inter
Service," 30th Signal Processing and Communications Applications Conference (SIU), Safranbolu,
Turkey, 2022, pp. 1-4.
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Figure 40: DevOps engineerés debugging approach f
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Figure 41: Position of the DIA4M tool in the SmartDelta Methodology.

c. Tools Descriptions

DIA4M (Discovery of Interactions and Anomalies for Microservices) is a tool which have been
developed from scratch.

DIA4M is a web-based tool designed to enhance the efficiency of DevOps engineers managing
cloud-based distributed platforms. The tool focuses on mapping microservice interactions and
quickly identifying anomalies and faults, leveraging advanced analytics to automate processes and
address issues in CI/CD processes.

DIA4M aims to provide a comprehensive toolkit that leverages advanced statistical methodologies
to detect critical issues, anomalies, and hard-to-find errors throughout DevOps processes. With
Elastic Cloud Infrastructure that leverages APM agents having auto-instrumentation capabilities for
logging, tracing, and error detection, DIA4M is designed to handle high event rates in both real-time
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distributed systems and systems with many users®. The primary goal is to automate monitoring data
collection for Continuous Verification, reducing error rates and improving response times without
introducing additional layers of complexity to already intricate systems. One of its most crucial goals
is to minimize troubleshooting time for DevOps engineers by employing state-of-the-art
visualizations and adhering to best practices in UI/UX design. Moreover, DIAAM aims to offer
analytic services at no cost, thereby supporting the open-source community and amplifying its
overall impact.

DevOpsEngineer

DIA4M Topology Interaction Visualizer

/Log Data Methods
¥ Ny
| {upload Log Data via CSV File Integrate with Elastic 2 |

AN

Use GPT for Troubleshooting Visualize Outliers Predict Resource Usage Compare Logs and Detect Changes Detect Anomalies Identify and Analyze Faults Predict Fallures Monitor Trends Compare Log File Pairs

The tool evaluates quality attributes by analyzing microservice log data to extract patterns and
understand interactions, enabling the identification of anomalies and faults efficiently.

Figure 42 represents the usage scenarios for the DIA4M Topology Interaction Visualizer. The
primary actor is the DevOps Engineer, who can interact with the system through two main methods:
uploading log data via CSV files or integrating with Elastic Cloud. Each method enables the engineer
to perform various core functionalities, such as visualizing outliers, predicting resource usage,
comparing logs, detecting anomalies, identifying faults, predicting failures, monitoring trends,
comparing log file pairs, and using a GPT-based troubleshooting guide.

d. Visualization

DIA4M has many modules and features. Visualization is done according to the requirements. The
four key features and visualizations that distinguish the tool from others are as follows.

Service Mapping Feature: The service mapping feature includes handling file uploads, reading the
CSV file, extracting columns, filtering data, generating output with nodes and edges to be visualized
and used as input in other analytics related modules. As shown in Figure 43, DIA4M employs a drill-
down approach in its service mapping, using node-based visualizations to adhere to user
experience principles by avoiding information overload in a single view. It offers the ability to adjust
the strength between nodes using a slider interaction.

Compared to other well-known service maps, a unique feature of DIA4AM's mapping visualization is
its flexibility. As the number of services and their dependencies increase, the mapping still maintains
its clarity for DevOps engineers by offering the ability to change the distance between nodes using
a slider interaction.

5 Elastic. Elastic apm documentation. Accessed: 10-Dec-2024. [Online].
Available: https://www.elastic.co/docs/current/integrations/apmhow-to-
use-this-integration
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Figure 43: Service mapping by log file

Anomaly Detection Feature: Anomaly detection is an important aspect of system monitoring,
especially to identify irregularities in log data that may indicate possible system failures or security
breaches. This process uses a mixture of statistical methods and domain-specific heuristics to
improve detection accuracy. Anomaly scores derived from logs guide DevOps engineers in
identifying areas that require attention, as shown in Figure 44.

Elastic Anomalies Search her
earc! ere
SD Smart Delta Elastic Anomalies

% DIAAM

Anomalies

i E

ANOMALY SCORE ANOMALY START TIME DATA SET
Fewer log messages January 31, 2024 at 12:00 PM unknown
Fewer log messages January 31, 2024 at 2:45 AM unknown
Fewer log messages January 31, 2024 at 12:45 AM unknown
Fewer log messages January 28, 2024 at 2:30 AM unknown

Fewer log messages January 28, 2024 at 1:00 AM unknown

Figure 44: Anomaly detection with scoring

Service Health Feature: The Services Health Summary Ul in DIA4AM redefines the way DevOps
engineers analyse microservice performance through a visually engaging table with embedded line
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graphs as shown in Figure 45. This interface provides a comprehensive view of critical metrics for
each service.

Services Summary
Services Summary

HEALTH NAME AVG. RESPONSE TIME TRANS. PER MIN ERROR RATE

60.00%

100.00%

Healthy smshroker

Healthy intelepeersmsadapter

Healthy restamgqpgw 0.00%

Healthy notificationbroker 100.00%

Healthy chatbroker

l 60.00%

Healthy cimchat 100.00%

Healthy callbroker

50.00%

Healthy spidrcalladapter e

LLERGSRT

Figure 45: Each service's health status in a single view

Logs Comparison Feature: The Log Comparison feature facilitates the analysis of existing logs in
relation to those in previous versions and enables users to discern changes and patterns in log
data. Using the "Horizontal Comparison" method, the tool clusters messages based on their
instances in each log file and then compares these clusters, highlighting differences and similarities.
This approach allows for a detailed examination of log data and supports selective analysis of
specific log areas of interest, increasing the ability to effectively understand and monitor log
changes, as shown in Figure 46.

Compare Log Files

Compare combined_logs.csv vs callbroker.csv

combined_logs.csv callbroker.csv

timestamp

messageRealm
serviceAction

subscriber

COMPARE

Figure 46: Logs comparison feature

Visualisation requirements
There are 9 functional requirements for this use case. The 10th requirement is related to the
visualization of the first 9 FRs.
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Solution should be able visualize the below:
Topology of microservice interactions (relates UC4.FR1)
Predicted interactions for previous and next hops (relates
UC4.FR2)
Faults and anomalies (if exist) in the predicted microservices
(relates UC4.FR3)

We aim to live the best %20 4,100 Faults and anomalies (if exist) in the extracted topology (relates
UC4.FR10 customer experience satisfaction satisfaction UC4.FR4)

Deployed microservice's state in the cluster (relates UC4.FR5)

Comparison of last 2 image sizes of the same microservice
(relates UC4.FR6)
Running microservice versions in the cluster and their releases
(relates UC4.FR7 and UC4.FR8)
Resource utilization of each microservices (individually), nodes
in the cluster and system components (UC4.FRS)

Figure 47: Visualization requirements

e. Evaluation Setup

DIA4M users can easily select their microservice monitoring type with these three selections:

o«

Directly from Kubernetes Cluster
Via a Cloud Provider (Amazon Web Services, Google Cloud, or Microsoft Azure)
0 Via Localhost
Additionally, four different monitoring systems are available for better visualization and analysis for Cloud
Provider and Localhost selections, which are Prometheus, SigNoz, Zabbix, and Datadog.

o«

SD Smart Delta PGS onmtar

K8Cluster
« DIA4AM
Enable Kubernetes Cluster Monitoring

How would you like to integrate your Kubernetes monitoring?

Please select your cloud provider

@ Kubernetes Cluster

Would you like to monitor your Kubernetes Cluster using any of the following monitoring systems?

@ ZABBIX

Kubernetes Cluster Monitoring via Prometheus

Select Pods & Microservices Select All

P

microservice-v1 microservice-v2

COMPARE SELECTED MICROSERVICES

Figure 48: Evaluation setup environments

In addition, to prove whether the microservices are running after new version deployments, we used
Vercel Deployment Management as a third way.
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Vercel Projects
Vercel Projects Overview
Deployed Vercel

' Deployment is ready (but NOT the releass branch)

A Vercel

Figure 49: Vercel setup environments

f. Evaluation results and Recommendation for industry
adoption

The evaluations and recommendations made by the DevOps team are as follows. Only the points
where additional development is requested, and recommendations are reported here. General
evaluations and KPI targets are reported to have been met.

Product Implementation Sample#1. CPU & Memory Metrics for Microservices

CPU usage, memory usage and image sizes of microservices can be observed in a single, dynamic

designed, modern looking dashboard. Any microservice can be selected in CPU Usage and Memory

Usage tables for comparison. Also,t hei r ti me ranges can be adjusted fr
y e a Futther, zoom in and zoom out features exists for checking detailed analysis for DIA4M users. All
selected microservicesdé cpu and memory usages can be
below. In addition, al | selected microservicesd docker i mage si z
observable.
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K8z Cluster-Comparisons

CPU & Memory Metrics for Microservices

CPU Usage @ Memory Usage &

Image Sizes (3
microservice-vl

microservice-vZ

Figure 50: CPU usage, memory usage and image sizes of microservices

Recommendation#1: Heap memory usage and memory breakdowns can be added. Typically, heap
memory usage refers to the memory (RAM) usage of virtual machines in an environment using
hypervisor or virtual machine technologies. The hypervisor manages the memory usage of the system
and balances the amount of memory allocated to each virtual machine with the total memory capacity
of the physical machine.

Product Implementation Sample#2: Vercel Deployment Management for Release Branch
Tracking

The Vercel Deployment Management module in the DIA4M Tool provides an efficient and secure
way to manage and monitor microservice deployments. By leveraging Vercel's free and user-friendly
platform, this feature simplifies the deployment process, particularly for tracking release branches.
This integration allows users to observe the deployment status of their microservices and ensures
that non-release branches are flagged with warnings to maintain proper version control.
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Vercel Projects Overview

Deployed Vercs! Proje

(4. Deployeect s ready (s HOT the release bemach)

Figure 51: Vercel Deployment Management Module

Recommendation #2: Information about where the branches are deployed can be added. This
information can be retrieved from the pipeline config. Targeted IP address can be shown, and GIT
link can be added to Latest Commit.

Product Implementation Sample#3. Anomaly Detection Module

The Service Anomaly Detection module aims to enhance monitoring capabilities by implementing a user-
friendly and dynamic anomaly detection system. The system provides insights into service metrics and
anomaly scores, allowing users to identify and respond promptly to unexpected deviations in
performance.

f  Visualizer
Visualizer

A EA A
Anomaly Detection @
® Score(max)
»” | Trans.per m
Req. per mir

Trans. error rat

CPU usage: 21

Memory usage: 21

Figure 52: Anomaly Detection

Recommendation #3: There should be a notification mechanism such as email and sms for
anomalies. These notifications should be configurable according to the anomaly score. In addition,
a link should be added to access the logs related to the anomaly.

General Recommendation: The developed solution is a successful solution that analyzes and
monitors microservices in detail. The solution can be developed to give and receive
recommendations for small actions. For example, it should be able to give suggestions such as
Airest asrytsttehme i f you see this alar mo.
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7. Use-Case 5 from Kuveyt Turk

a. Use-Case Description

Banking Systems Overview: Banking systems are platforms that store all customer, account,
transaction, and system configuration information for a bank. Unlike other systems, transactions
are extremely fast, and system and service continuity is nearly 100%. Additionally, data
consistency and high levels of system and data security are essential. Another distinction is that
banking services can be accessed through distribution channels such as ATMs, the internet, and
mobile devices. With the widespread use of these channels, the importance of continuity and
security has increased.

Banking System Worked On: The BOA Banking Platform enables the entire banking system,
including channels, to operate on a single platform. This integrated system not only speeds up
processes but also reduces IT operation and investment costs, offering a significant advantage,
especially in new product development.

BOA is a comprehensive banking platform that allows all necessary banking functions to operate
on a single platform. Currently, it is actively used by six banks and two financial institutions. It
incorporates the participation finance knowledge and corporate capabilities that Kuveyt Tirk has
accumulated over more than 30 years. Additionally, it has been developed by a highly
experienced technology team. It is the most up-to-date and stable banking software package
actively working in the market. It is continuously updated to meet customer needs, global trends,
security requirements, and rapid technological advancements. Approximately 650 qualified
engineers are actively working on the product, ensuring it remains a robust and current banking
platform.

The platform is currently active in Kuveyt Tg¢r k, E ml
Global banks, Turkcell Finansman, and TOM Digital companies in Turkey, as well as KT Bank AG

in Germany. Some modules are also operational in Kuwait Finance House in Kuwait. It is a

banking software product approved by the Turkish Banking Supervision and Regulation Authority

(BDDK) and the German banking regulator BaFin.

The platform includes modules for core banking, loans, treasury, foreign trade, international
banking, payment systems, CRM, campaign management, financial control, accounting, digital
banking (mobile (i0OS, Android), internet), direct banking, branchless banking, ATM, XTM, call
center, telephone banking, corporate integrations, collections management, human resources,
administrative services, purchasing management, mobile sales automation, budget management,
artificial intelligence models, and all other modules a bank might need. It continues to serve more
than 10 business channels with over 10,000 screens, more than 1,500 business intelligence
reports, and over 1,200 business processes.
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BANKING BACKEND FRAMEWORK
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Figure 53: Banking Backend Framework

In addition to all these features, BOA can be considered one of the pioneering low-code platforms.
Its infrastructure modules are entirely definition-based, making it very easy to develop new
modules or update existing ones. The application architecture is straightforward and easy to
understand. It has been developed by incorporating the best practices from PMI, Agile, COBIT,
ITIL, Owasp, VISA, MasterCard, 1SO, and other international standards and global experiences. It
does not require purchasing additional licenses to operate. The application update (DevOps) cycle
is simple and is managed with the software that comes with it. BOA includes an application called
BCP (BOA Change Protocol) for data model and application updates. Data dictionary and data
model management, as well as software development lifecycle management (SDLC), are handled
through its internal modules. Errors and performance issues that arise during operation are
automatically detected, and a bug report is generated for the relevant developer through the
responsibility management system to resolve them. Source codes are continuously scanned using
CAST and SonarQube applications, and critical findings are addressed to ensure ongoing
improvements in code quality. Its modular structure allows for easy installation.

One of the primary advantages of BOA is that it simplifies complex banking transactions into a
plug-and-play format in the digital environment. Its simple structure allows for quick setup from
scratch, and the operating cost is very low. It is also an easy system to learn.

Additionally, BOA has a comprehensive infrastructure that ensures business modules operate
stably, securely, and with high performance. Business process management, digital document
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management, central authorization, logging, scheduled task management, definition-based
application infrastructures (such as accounting, commission, receipt, etc.), information
management, corporate mobile application platform, in-office document management (BOA
Cloud), central transaction management (limit, authorization), and fraud management
infrastructure modules all work in a definition-based and performance-oriented manner.

One of the most significant advantages of the BOA platform is its security. Leveraging the best
international experiences, security analyses and tests are conducted separately for each module
and channel. The security analysis and testing process is naturally integrated into the entire
development process. Advanced NT, SSL, and multi-factor authentication methods are active
options in BOA. Oauth2 features include data encryption, single-point authentication, and regional
IP restriction.

Another advantage is the emphasis on performance at all levels of BOA. It is designed to be
easily scalable, and areas that could cause bugs and performance issues are made accessible for
developers. Thanks to these superior features, in its early years of development, BOA achieved
the highest number of transactions per second, with 14,200 transactions per second, in tests
conducted at Microsoft Redmond laboratories, setting a world record.

The BOAE brand represents the application software infrastructure that forms the core of banking
applications developed by Kuveyt Turk. The Core Banking Platform (BOA) features a 3-tier
architecture (database servers, application servers, and branch servers). The client side includes
WPF, React, Android, iOS, and ASP.NET, while the middle tier uses C# (WCF), and the data tier
uses MSSQL.

Motivation: Monitoring code quality and security in the banking system is crucial, especially given
the recent cyber-attacks targeting banks with security vulnerabilities. Ensuring the continuity of the
banking system is therefore essential.

Typically, banks that offer individual services aim for an average continuity rate of 99.99%. To
achieve this, they allow for a maximum of 52.56 minutes of service interruption per year. This
99.99% continuity rate, often referred to as "four nines," equates to 52.56 minutes of downtime
annually. A slightly lower continuity rate of 99.9%, known as "three nines," translates to 8.76 hours
of downtime per year, which is considered quite lengthy for the banking sector. In 2021, the total
downtime across all systems amounted to 480 minutes, with 180 minutes attributed to A Class
interruptions (affecting all channels) and 300 minutes to B Class interruptions (affecting only one
channel).

Efforts have been initiated to reduce both the duration and frequency of these interruptions. It has
been determined that the most effective way to address this issue is by enhancing code quality,
security, and performance.

Goals: Our BOA Banking infrastructure framework (Business Oriented Architecture) will be used in
the use case. BOA is used as a banking framework in many banks in Turkey and the Middle East.
BOA has a Monolithic Architecture, avoiding unnecessary stratification and over architecture as
much as possible, while providing visual experiences that make life easier for users with a service -
oriented, performance and traceable infrastructure.

In such large multi-channel systems, any unnecessary added layer to the architecture later returns
as maintenance cost and flexibility issues. On the other hand, overly primitive designs negatively
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<

affect rapid automation, horizontal scalability, parameterization, and standardization in software
development processes.

It is essential that the system supports horizontal scalability with a physical 3-tier architecture. Here,
it was possible to design and host core business processes in logical units in the middle layer, and
to take the burden of transaction management and orchestration from the data layer. The
architecture supports the "Service Bus" topology to allow software development automation. In this
way, it is possible to design "strongly typed" transfer objects or contracts for declarative
programming of requests flowing on the Service Bus. Business processes can be designed quickly
with the "software generating" engines of the system
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Figure 54: Business Processes
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Centralized Business Services

BOA Container BOA Internet XT™M EOD BOA Mobile

Resource | Channel

¢ Hundreds of
centralized business
services flows through
50 Channels and 5000
Screens

Business Service Pool

Figure 55: Business Services

Transaction management is automatically managed by the engines of the system, not by the
software development teams. Otherwise, nested, and distributed transactions, which increase
transaction times, make it impossible to manage the system. In the data layer, there is a minimum
business, if possible close to zero, in this layer atomic simple objects are used. The front-end
architecture was standardized as much as possible and designed in a declarative model to support
switching between different front-end technologies.

Kuveyt Turk Main Banking Program (BOA) consists of approximately 14.8 million lines of code in
total, of which 85% is .NET and 10% is SQL based. The BOA Framework receives approximately
100 GB of data and 45 TB of system log data per month. ELK structure is used to collect system
log data. In test environments, Jenkins is used for compilation and Azure is used for building the
source code, DevOps is used for deployment. In the live environment, Azure DevOps is used for
both compilation and deployment. DevOps techniques are used in code deployments and
SonarQube application is used to analyze code quality. Also Fortify is used for Code Security.
Increasing the quality of code between versions is one of our important business requirements.

Problems and Challenges: Deployments are carried out monthly, incorporating numerous
changes each time. The goal is to shorten the intervals between these versions, necessitating
continuous integration and continuous improvement.

Each deployment involves approximately 1,000 DLL changes across about 50 channels and 100
different applications. Thousands of files undergo code changes between the monthly
deployments, and hundreds of requests and calls are logged in the demand call system.
Monitoring code quality, security, and performance changes between these versions poses a
challenge. Sometimes, efforts to enhance code quality and security can negatively impact the
system's overall performance, while also increasing its size and complexity.

The SonarQube application, used for code quality, provides outputs for code analysis, code

review, code quality, and code coverage. However, it does not assist with static code analysis and
delta analysis, nor does it offer personnel-based reports by analyzing commit histories in projects.
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There is no correlation between code quality and the performance of the work done, and it does
not propose design improvements for future structures based on this association.

System performance monitoring and analysis of changes between versions are conducted using
traditional methods. Performance metrics for cross-version requests need to be analyzed.

User Stories: The focus is on analyzing code quality and performance within the BOA (Business
Analytic Architecture) core banking platform, which involves a substantial amount of code,
logging, journal entries, and performance metrics. It is essential to manage the deltas that arise
between deployments. There are two stories below.

Story A: Code Quality Measurement Approach:

A Software Development Engineer is involved in various tasks and makes code changes across multiple
projects. While they can use code quality tools to monitor the analysis of these projects, they cannot track
the differences in code quality metrics betweemo versions. Similarly, they are unable to follow the

results of static code analysis or review design proposals for future projects. Based on personal commit
history, it is also not possible to observe code quality metrics on an individual or projsist ba

Story B: Cross-version Performance Detection:

When a performance issue or system interruption occurs after a version transition, it is the responsibility
of the infrastructure engineer to identify the problematic code blocks. However, tracking all the code
changes made after deployment is a challergtiask for the engineer.

Firstly, pinpointing the source of the performance issue is essential. This requires generating reports using
traditional methods, which involve metrics such as the average request time and the number of errors.
This process is timeonsuming, and traditioal methods do not support delta analysis.

Although pre and postversion comparisons are conducted monthly during each deployment process, it is
not possible to compare the deltas of version changes.

b. Link to SmartDelta Methodology

Extracting, analysing and visualization of the request performance data & code quality metrics of
the main banking system is done.

Placement in the SmartDelta-Methodology:
1 Condition Assessment
1 Prediction
9 Visualization
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SmartDelta

)

Figure 56: Kuveyt Tirk Use Case - Mapping to Methodology

c. Tool Description
DETANGLE®, a software suite to analyze software and locate and measure Technical Debt and
knowledge distribution issues in R&D projects, with the following capabilities:
Identify the Technical Debt that really endangers the future of the software.

- Know the effort required to get the Technical Debt under control

- Locate all code and architecture quality issues to efficiently counteract it

- Examine the organization as a cause for quality problems

- Maintain the ability to innovate by limiting maintenance effort

DETANGLE is an ideal fit for our specific scenario as it seamlessly supports our objective of
establishing a correlation between production performance metrics and software quality metrics. Our
plan involves utilizing DETANGLE's software quality metrics while contributing our performance
metrics for seamless integration within the DETANGLE dashboards.
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Figure 57: Kuveyt Turk Use Case and DETANGLE
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