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Definitions and Acronyms
	Acronym
	Meaning

	ADK
	Agent Development Kit (Google)

	API
	Application Programming Interface

	CPU / GPU
	Central / Graphics Processing Unit

	CSV
	Comma-Separated Values

	JANI
	JSON-based model interchange format for (timed, probabilistic) automata

	JSONL
	JSON Lines — one JSON object per line (also NDJSON)

	LLM
	Large Language Model

	MoC
	Model of Computation

	PNML
	Petri Net Markup Language

	RAG
	Retrieval-Augmented Generation

	SCXML
	State Chart XML

	SysML / UML
	Systems Modeling Language / Unified Modeling Language

	TF-IDF
	Term Frequency – Inverse Document Frequency

	WP
	Work Package

	XMI
	XML Metadata Interchange



[bookmark: _Toc243312109]1. Executive Summary of Deliverable
This document accompanies deliverable D4.2, the open-source reference implementation of the model reengineering tools of Work Package 4 (WP4) of the MONA LISA project. D4.2 is a software deliverable: the deliverable is the software itself, and this document describes what it contains, how it relates to the specification in D4.1 [1], how it is installed and used, how it was validated, and how it will evolve. The software is continuously updated until the end of WP4 in June 2027.
The release implements the part of the WP4 pipeline that turns raw execution traces into analysable structure:
Input data transformation — conversion of the use-case provider's JSON Lines call traces into a typed, schema-checked tabular form, and a streaming ingest that partitions captures of tens of gigabytes by process with bounded memory.
Structural analysis — four deterministic detectors that encode invariants of the use case's logging specification (call-stack integrity, generator protocol, process-restart churn, severity), so that every finding is a rule violation rather than a statistical guess.
Process-model discovery — Petri-net models reconstructed from function entry and exit events with the inductive miner, with token-based conformance checking wired in.
Context extraction and service interface — compact context windows around every finding, handed to the analysis layer, and an HTTP service shipped as a container stack that runs entirely on premises.
The language-model agents that interpret these findings run in the same application, but they are delivered and documented as part of D5.2 (LLM-driven analysis).
Validated on 1,000,000 rows of real production log data from the ELI ALPS use case, the deterministic tier flags 0.0006% of normal rows (six rows, all artefacts of cutting a capture into chunks), detects all 18 structural faults injected across four fault classes, and screens 118,762 rows per second on a single CPU workstation without a GPU.
Of the models of computation specified in D4.1, Petri-net discovery is implemented. Conformance checking against a reference model built from known-good captures, model export in the D4.1 interchange formats, and model extraction from documentation (Task 4.2) are the next steps; they are scheduled in Section 11.
[bookmark: _Toc243312110]2. Introduction
[bookmark: _Toc243312111]2.1 Purpose and Scope
WP4 provides unified, formal models of computation derived from the use cases: models extracted from written documentation (Task 4.2) and from execution traces (Task 4.3), on the model definitions and platform fixed in Task 4.1 and documented in D4.1 [1]. D4.2 is the open-source reference implementation of these tools. In line with the project plan, it is published as continuously updated software rather than as a single frozen release.
This document covers the newest release. It describes the components delivered under D4.2, their interfaces, deployment, validation results and limitations.
[bookmark: _Toc243312112]2.2 Relation to Other Work Packages and Deliverables
	Work package / deliverable
	Relation to D4.2

	WP2 — use cases
	The ELI ALPS use case (control software of the optomechanics subsystem) provides the logging specification, the production captures and the labelled failure data used for development and validation.

	WP3 — infrastructure
	Defines the harmonised trace formats; the consortium selected the Google Trace Event Format [2] for exchange between work packages. In the use-case deployment, a log harvester delivers the provider's rotated log files to a shared volume from which the D4.2 software reads (Section 7.5).

	D4.1
	Specifies the models of computation, interchange formats, metamodel and interfaces that D4.2 implements. Section 4 reports the implementation status per model; Section 7.4 supersedes the API description of D4.1.

	WP5 / D5.2
	Consumes the D4.2 findings and context windows. The LLM-driven analysis agents and the synthesis of the final anomaly report are delivered with D5.2.

	WP6 — visual analytics
	Converted traces and results are inspected in Perfetto and Eclipse Trace Compass.


[bookmark: _Toc243312100]Table 1: Relation of D4.2 to other work packages and deliverables
[bookmark: _Toc243312113]2.3 Structure of this Document
Section 3 gives an overview of the software and draws the boundary to D5.2. Section 4 reports the implementation status of the D4.1 models of computation. Sections 5 and 6 describe the input data transformation and the structural analysis. Section 7 documents the interfaces and the HTTP API, Section 8 the installation and deployment, and Section 9 the validation. Section 10 states where and under which licence the software is available, and Section 11 lists limitations and next steps.
[bookmark: _Toc243312114]3. Software Overview
[bookmark: _Toc243312115]3.1 Architecture
The software is a Python application built on the Google Agent Development Kit (ADK) [7]. An analysis run is a sequential pipeline in which the stages communicate only through a shared session state:
Input transformation. Provider traces in JSON Lines are converted to the typed analysis schema; large captures are partitioned per process.
Deterministic pre-filter (no language model). The enabled detectors scan every row; their findings are merged and de-duplicated.
Context extraction. For every finding, the surrounding rows (±5 by default) are rendered into a compact context window; overlapping windows are merged.
LLM analysis and report synthesis (D5.2). Three analysis agents and a summariser interpret the context windows and produce a schema-validated anomaly report.
Stages 1–3 and the process-model discovery are delivered under D4.2. All computation runs on premises: the language models used in stage 4 are served locally through Ollama [8], so no log data has to leave the provider's site.
[bookmark: _Toc243312116]3.2 Components Delivered under D4.2
	Component
	Responsibility

	eli_converter.py, eli_json_to_csv.py
	Conversion of JSON Lines traces into the typed 32-column analysis schema; schema validation.

	testing/eli_ingest.py
	Streaming, per-process partitioning of large captures with bounded memory; capture manifest.

	tools.py
	Detectors, process-model discovery and conformance checking, context-window extraction, schema contract.

	config.py, config.json
	Single source of configuration: detector toggles, thresholds, columns, model endpoints; environment-variable overrides.

	runner.py, api.py
	Orchestration of a run in isolated working directories; HTTP service with OpenAPI (Swagger) documentation.

	Dockerfile, docker-compose.yml
	Container stack: local model server, model initialisation, API service.

	testing/
	Test environment: labelled test-set builder, fault injector, harness, HTML/JSON reports, smoke test.

	docs_eng/, docs_hun/
	Documentation in English and Hungarian: installation, architecture, configuration, API, helper scripts, testing.


[bookmark: _Toc243312101]Table 2: Components delivered under D4.2
[bookmark: _Toc243312117]3.3 Components Delivered under D5.2
agent.py (the line-level, segment, rule-based and summariser agents), schemas.py (the output schemas of the agents and of the final report) and the rule knowledge base in skills/rule-skill/ form the LLM-driven analysis layer and are described in D5.2. They are part of the same repository and container stack.
[bookmark: _Toc243312118]4. Implementation Status of the D4.1 Models of Computation
Table 3 maps the models of computation selected in D4.1 to the state of this release.
	Model of computation (D4.1)
	Format
	Status in this release
	Next step

	Petri net
	PNML [3]
	Discovery from entry/exit events implemented (inductive miner); token-based conformance implemented
	Reference model from known-good captures; PNML export

	UML sequence diagram / message sequence chart
	XMI
	Planned
	Map trace events to lifelines and messages

	Core metamodel
	—
	Event-level trace schema implemented as the input contract; full metamodel planned
	Shared metamodel module


[bookmark: _Toc243312102]Table 3: Implementation status of the D4.1 models of computation
[bookmark: _Toc243312119]4.1 Process-Model Discovery from Traces
Only control-flow events — function entry and exit — are mined; plain application messages are excluded because they are not part of the control flow. The case identifier is the pair (process, thread), so that each trace is one thread of one process. The activity is the pair (function name, event), because the raw message embeds call identifiers that would make every event unique. Discovery and token-based replay use the PM4Py library [4].
Two discovery algorithms were compared on clean production traces of the use case. The inductive miner [5] reconstructs a model that fits every trace (trace fitness 1.0). The alpha miner [6] cannot represent the loops and nesting of generator iterations: its model reaches a trace fitness of only 0.66–0.72 and declares about 70% of its own training data non-conformant. The inductive miner is therefore the default.
A further result determines the next step. When a model is discovered from a capture and the same capture is then checked against it, an injected fault — one deleted exit event — remains invisible, because the model is learned from the faulty trace as well and accommodates the fault. Conformance checking therefore requires a reference model discovered from separate, known-good captures and replayed against new captures. The mechanics are implemented.
[bookmark: _Toc243312120]5. Input Data Transformation
[bookmark: _Toc243312121]5.1 Source Format
The use-case control software logs every function call as an entry record and an exit record (CallRecord), and every iteration of a generator as an IterationRecord. Each record carries a call identifier, the identifier of the calling function, the thread, for generators a generator identifier and state, a syslog severity, the process identifier and the configuration identifier of the component. Captures are written as JSON Lines to rotated files; one hour of operation produces about 60 GB and 36 million records.
[bookmark: _Toc243312122]5.2 Conversion
The converter parses each record into a typed 32-column schema (Table 4). Fields it does not map are kept in an extra-fields column instead of being dropped, records are ordered chronologically, and the user chooses which field identifies the component. A schema check at load time rejects files that do not follow the schema, with a message that names the missing columns, instead of failing later inside a detector.
	Columns
	Content

	Timestamp, Level, SeverityCode
	Time of the record; syslog severity name and code (0 = emergency … 7 = debug)

	ProcessUuid, ThreadId, LogIndex
	Process and thread identifiers; per-process order index. Call and generator identifiers are scoped to one process.

	Event, CallId, ParentCallId
	Entry or exit event, call identifier, identifier of the calling function

	FullName
	Fully qualified name of the called function

	GeneratorId, GeneratorState
	Generator identifier and state (GEN_CREATED, GEN_SUSPENDED, GEN_CLOSED)

	ConfigId, Hostname, AppName
	Component configuration, host and application

	Content
	The original log message

	ExtraFields
	All fields of the source record that are not mapped to a column


[bookmark: _Toc243312103]Table 4: Key columns of the analysis schema
[bookmark: _Toc243312123]5.3 Streaming Ingest of Large Captures
Captures are far larger than memory, and the stateful detectors correlate rows that may be thousands of lines apart. Because call, thread and generator identifiers are scoped to a single process, the process is the only safe boundary for splitting a capture: a boundary inside a process would separate an entry from its exit and create a false “unclosed call”. The ingest therefore streams the time-interleaved capture once, routes every line to the file of its process while keeping at most 256 files open, and writes a manifest with the row count, configuration identifier and time range of each process.
Measured on a 57 GB capture of about 36 million records from 69 processes, the ingest runs at 10,635 lines per second — the full capture in about one hour — with bounded memory. Loading only the columns a detector needs reduces the memory required for the dominant process (about 24 million rows, 68% of the capture) from about 99 GB to about 16 GB.
[bookmark: _Toc243312124]5.4 Exchange Format
For exchange between work packages the consortium selected the Google Trace Event Format [2]. The detectors depend only on event-level fields — process, thread, call identifier, entry/exit, generator state and severity — all of which can be carried in that format. A direct input adapter for Trace Event files produced by WP3 is scheduled (Section 11).
[bookmark: _Toc243312125]6. Structural Analysis
Table 5 lists the detectors of the deterministic tier. The four specification-based detectors form the validated configuration. Like the schema check, they raise an error when a required column is missing instead of silently reporting no anomalies.
	Detector
	What it checks

	Call-stack integrity
	Every (process, thread, call identifier) has exactly one entry and one exit; flags reused identifiers, calls that never return, and exits without an entry

	Generator protocol
	A generator is never logged as running, never iterated after it was closed, and never iterated concurrently

	Process-restart churn
	A component (configuration identifier) does not restart repeatedly within a capture (default threshold: two restarts)

	Severity threshold
	Records at warning level or worse (code ≤ 4) become candidates; handled exceptions are separated in the analysis layer

	DBSCAN on message text
	Density-based outliers of TF-IDF message vectors

	Isolation forest, z-score
	Statistical outliers of TF-IDF message vectors

	Vector similarity (RAG)
	Distance of each message to a reference corpus

	Petri-net conformance
	Token replay against a discovered model


[bookmark: _Toc243312104]Table 5: Detectors of the deterministic tier
The call-stack check is vectorised: on 674,000 rows it runs in 0.2 seconds instead of 66.6 seconds.
[bookmark: _Toc243312126]6.1 Context Extraction
For every finding, the software renders the surrounding rows into a context window (±5 rows by default; overlapping windows are merged). Only the configured columns are rendered, empty cells are skipped, values that are constant within a window are printed once in its header, and embedded tracebacks are kept on one line. This reduces the cost of a typical window from 4,034 to about 1,000 tokens (−75%), so the cost of the analysis layer grows with the number of findings rather than with the size of the log.
[bookmark: _Toc243312127]7. Interfaces and API
[bookmark: _Toc243312128]7.1 Input Interface
The software accepts a capture either as JSON Lines, which is converted on the fly, or as a CSV file in the analysis schema. In both cases the schema contract of Section 5.2 is enforced before any detector runs.
[bookmark: _Toc243312129]7.2 Output Interface
The deterministic tier produces, per run, the row indices flagged by each detector, the merged candidate set and the context windows. They are passed to the D5.2 analysis layer through the session state and written to a debug file, so the exact input of the language models can be inspected. The final anomaly report (score, incidents, affected lines, root-cause analysis, recommended action) is produced by the D5.2 summariser.
[bookmark: _Toc243312130]7.3 HTTP API
	Endpoint
	Purpose

	POST /infer_csv
	Upload a CSV in the analysis schema, run the pipeline and return the report; in debug mode, a ZIP archive with all artefacts

	POST /infer_json
	Upload a JSON Lines capture, convert it and run the pipeline; conversion statistics are returned in X-Conversion-* response headers

	POST /toggle_debug, GET /debug
	Switch and query debug mode

	POST /set_config, GET /config
	Change and query the effective configuration; the pipeline is reloaded

	GET /health
	Liveness check


[bookmark: _Toc243312105]Table 6: HTTP API of the service
Runs are serialised by a global lock, and each request uses an isolated temporary working directory. The OpenAPI (Swagger) documentation is served at /docs.
[bookmark: _Toc243312131]7.4 Changes with Respect to D4.1
Section 6 of D4.1 described the interface of the row-level prototype (/predict_row, /predict_file, /set_model, /set_embedding, /add_csv_to_vectordb). It has been replaced by the file-level interface above: analysis now runs on whole captures, model and embedding selection moved into /set_config, and maintenance of the vector store moved to offline helper scripts. This section supersedes Section 6 of D4.1.
[bookmark: _Toc243312132]7.5 Integration in the Use-Case Deployment
At the use-case site, a log collector writes rotated JSON Lines files. A log harvester container (FrontEndART) detects closed files, fetches, verifies and compresses them, and writes them to a shared volume (raw/). The D4.2 analyser container reads raw/ and writes its results to out/, from where they are opened in Perfetto, Eclipse Trace Compass or the trace processor shell on the user's workstation. The shared folder is the complete contract between the two containers, so both can be developed and released independently.
[bookmark: _Toc243312133]8. Installation and Deployment
The full stack starts with one command, docker compose up --build. It brings up three services: the Ollama model server, a one-shot job that pulls the required models, and the API service on port 8000 with its Swagger documentation at /docs. The API starts serving only after the models are available, so the first request already works.
The model server runs on CPU by default; NVIDIA GPU support can be enabled in docker-compose.yml. The model-server address and the vector-store location are injected through the environment variables OLLAMA_BASE_URL and CHROMA_DB_PATH, so no code change is needed between local and containerised runs. A native installation (Python 3.13 and requirements.txt) is described in the installation guide in the repository.
The deterministic tier runs on a single CPU workstation. With column-selective loading, the largest process of the reference capture needs about 16 GB of memory.
[bookmark: _Toc243312134]9. Validation
The software ships with a test environment that measures it on real data. It has two tiers: a deterministic tier that scores every row, and an optional, sampled language-model tier. Test sets are built from clean production chunks: every real row is labelled normal, and a fault injector can add synthetic faults with known labels. The harness reports the confusion matrix, false-positive rate, recall, precision, throughput, and per-detector and per-fault breakdowns as HTML and JSON. A smoke test with one known fault per detector guards against regressions.
	Measured on
	Metric
	Result

	Real production data: 1,000,000 rows, 69 processes, certified clean by the provider
	False-positive rate
	0.0006% — 6 rows, all chunk-boundary artefacts of a bounded ingest

	
	False positives of generator-protocol and severity detectors
	0

	
	Throughput of the deterministic tier
	118,762 rows/s (8.4 s for the full set), single CPU, no GPU

	Generated faults injected into the same data, four classes
	Recall
	100% — 18 of 18: dropped exit 3/3, reused call identifier 9/9, illegal generator state 3/3, error severity 3/3

	
	Precision
	75% — 18 true positives against the 6 boundary artefacts

	Real failures labelled by the use-case provider
	Labelled failures reached by the detectors
	9 of 9; full evaluation pending

	Context windows of real candidates
	Tokens per window
	4,034 → about 1,000


[bookmark: _Toc243312106]Table 7: Validation results by data set
The distinction between the data sets matters. The false-positive rate and the throughput are measured on real, clean production data. Recall is measured on generated faults: it shows that the detectors fire on the defects they encode, but it is not an estimate of recall on real failures. The real labelled captures contain 27 identical tolerance-exceeded records, of which only nine are labelled as failures; precision on real failures will be reported once these labels are settled with the use-case provider.
The six false positives occur because the measured set was a bounded prefix of a capture: calls still running at the cut appear unclosed to the call-stack check. On a complete capture they do not occur. They are reported separately as a boundary metric rather than tuned away.
[bookmark: _Toc243312135]10. Availability
	Item
	Value

	Repository
	git.monalisaio.com

	Documentation
	In the repository: README_eng.md and docs_eng/ (English), README_hun.md and docs_hun/ (Hungarian)

	Release policy
	Continuously updated until the end of WP4 (June 2027). Every change to detector behaviour is re-measured and recorded in the measurement log (ELI_BASELINE.md); the smoke test must pass before each release.


[bookmark: _Toc243312107]Table 8: Availability of the software
[bookmark: _Toc243312136]11. Next Steps
	Step
	Purpose
	Target

	Reference model from known-good captures; replay of new captures
	Turns process mining into conformance checking
	[2026-H2]

	Evaluation on the six labelled captures (~160 GB, nine confirmed failures)
	Precision and recall on real failures
	[2026-H2]

	Tolerance-failure signature; corroboration between detectors
	Higher precision on real failures
	[2026-H2]

	PNML export of discovered models
	First model artefact consumable by WP5
	[2026-H2]

	Input adapter for Trace Event files produced by WP3
	Use without the provider-specific converter
	[2027-H1]

	Second use case
	Demonstrate transfer beyond ELI ALPS
	[2027-H1]

	Make the analysis universal 
	The codebase should work datasets other than ELI ALPS
	[2027-H1]

	Extraction of models from documentation (Task 4.2)
	Use case, activity and state models from requirements and design documents
	[2027-H1]


[bookmark: _Toc243312108]Table 9: Next steps until the end of WP4
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